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User Non-Disclosure Agreement

END-USER LICENSE AGREEMENT FOR HONEYWELL SOFTWARE

IMPORTANT-READ CAREFULLY.

This Honeywell End-User License Agreement
(this "Agreement") is a legal agreement between
you (either an individual or a single entity) and
Honeywell International Inc. (including its
subsidiaries) for the Honeywell software product
identified above, which includes computer
software and may include associated media,
printed materials, and "online" or electronic
documentation, and any future versions, releases,
updates, patches, error fixes and bug fixes of the
above identified Honeywell software product that
is provided by Honeywell to you
("HONEYWELL SOFTWARE").

By installing, copying, or otherwise using the
HONEYWELL SOFTWARE, you agree to be
bound by the terms and conditions in this
agreement. If you do not agree to the terms and
conditions in this agreement, do not install or use
the HONEYWELL SOFTWARE; you may,
however, return it to your place of purchase for a
full refund.

Unregistered use of the HONEYWELL
SOFTWARE is not authorized or permitted by
Honeywell, and is in violation of U.S. and
international copyright laws. Unauthorized
reproduction, distribution or use is subject to civil
and criminal penalties.

1.LICENSE

The HONEYWELL SOFTWARE includes
software owned by Honeywell and software
licensed to Honeywell, and is protected by
United States and international copyright laws
and treaties, as well as other intellectual property
laws and treaties. The HONEYWELL
SOFTWARE is licensed to you, not sold. Subject
to the terms below, Honeywell grants you, under
this Agreement, a limited, non-exclusive,
non-transferable license (without the right to
sublicense) to use one copy of the
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HONEYWELL SOFTWARE, on one computer
or workstation, for your internal personal or
commercial purposes, and not for re-sale or
re-distribution.

You are specifically prohibited from making any
additional copies of the HONEYWELL
SOFTWARE, for charging for any copies,
however made, and from distributing such copies
with other products of any kind, commercial or
otherwise, without prior written signed
permission from Honeywell.

All rights of any kind in HONEYWELL
SOFTWARE and all other rights of Honeywell,
which are not expressly granted in this
agreement, are entirely and exclusively reserved
to and by Honeywell. You may not rent, lease,
copy, modify or translate HONEYWELL
SOFTWARE, or create derivative works based
on HONEYWELL SOFTWARE. You may not
alter or remove any of Honeywell's or its
licensor's copyright or proprietary rights notices
or legends appearing on or in the HONEYWELL
SOFTWARE. You may not reverse engineer,
decompile or disassemble HONEYWELL
SOFTWARE. You may not make access to
HONEYWELL SOFTWARE available to any
third party outside of your organization, nor are
you authorized to make the output generated by
HONEYWELL SOFTWARE available to others
in connection with a service bureau, application
service provider, or similar business. The
HONEYWELL SOFTWARE is licensed as a
single product. Its component parts may not be
separated for use on more than one computer.

The HONEYWELL SOFTWARE may contain or
be derived from materials of third party licensors.
Such third party materials maybe subject to
restrictions in addition to those listed in this
Agreement, which restrictions, if any, are
included in the documents accompanying such
third party software. You agree that any third
party supplier shall have the right to enforce this
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agreement with respect to such third party's
software.

Nothing in this agreement shall restrict, limit or
otherwise affect any rights or obligations you
may have, or conditions to which you may be
subject, under any applicable open source
licenses to any open source code contained in the
HONEYWELL SOFTWARE.

2.KEYS AND ACCESS

Honeywell shall provide you with any software
keys necessary to permit you to gain access to the
HONEYWELL SOFTWARE contained on the
media shipped or copy provided to you. You shall
not disclose the software keys to any other person
or entity. You shall not circumvent, or attempt to
circumvent, any license management, security
devices, access logs, or other measures provided
in connection with the HONEYWELL
SOFTWARE, or permit or assist any other person
or entity to do the same. You shall not attempt to
modify, tamper with, reverse engineer, reverse
compile or disassemble the keys. Upon your use
of a new key for the HONEYWELL
SOFTWARE, you represent and warrant that you
will not use the superseded key to access the
HONEYWELL SOFTWARE.

3.SUPPORT SERVICES

You may separately contract with Honeywell to
receive support services related to the
HONEYWELL SOFTWARE ("Support
Services"), subject to and governed by the terms
of a separate support services agreement. Any
supplemental software code provided to you as
part of the support services shall be considered
part of the HONEYWELL SOFTWARE and
subject to the terms and conditions of this
agreement. With respect to technical information
you provide to Honeywell as part of the support
services, Honeywell may use such information
for its business purposes, including for product
support and development. Honeywell will not
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utilize such technical information in a form that
personally identifies you.

In any event, you shall promptly report to
Honeywell any errors or bugs with respect to
your evaluation and use of the HONEYWELL
SOFTWARE. In any such report, you agree to
designate no more than two contacts who shall be
responsible for communicating with Honeywell.

4. WARRANTY DISCLAIMERS AND
LIABILITY LIMITATIONS

Honeywell software, and any and all
accompanying software, files, data and materials,
are distributed and provided as is and with no
warranties or representations of any kind,
whether express or implied. Honeywell expressly
disclaims any express or implied warranties,
including warranties of non-infringement,
merchantability and fitness for a particular
purpose. The entire risk arising out of use or
performance of HONEYWELL SOFTWARE
remains with you.

The maximum aggregate cumulative liability of
Honeywell arising out of or relating to your use
of Honeywell software or otherwise arising out of
or relating to the transactions contemplated by
this agreement (regardless of legal theory,
whether in tort, contract, or otherwise) will be the
amount that you paid for the Honeywell software.
In addition, in no event shall Honeywell, or its
principals, shareholders, officers, employees,
affiliates, contractors, subsidiaries, or parent
organizations, be liable for any indirect,
incidental, consequential, or punitive damages
whatsoever relating to the use of Honeywell
software, or to your relationship with Honeywell,
even if Honeywell has been advised of the
possibility of such damages.

5. TERMINATION

The license granted in this agreement becomes
effective on the date you legally acquire the
HONEYWELL SOFTWARE and will
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automatically terminate if you breach any of its
terms or conditions, without prejudice to any
other rights or remedies available to Honeywell.
Ifthe HONEYWELL SOFTWARE is provided to
you on a subscription basis, then your right to
posses or use the HONEYWELL SOFTWARE
will terminate at the end of the applicable
subscription period. Immediately upon
termination or expiration of the license granted in
this agreement, you must destroy all copies of the
HONEYWELL SOFTWARE and all of its
component parts from your systems, and either
return to Honeywell or destroy the original and
any stand-alone copies of the HONEYWELL
SOFTWARE and all of its component parts.

6. MISCELLANEOUS

You may not assign or transfer the license granted
hereunder or the HONEYWELL SOFTWARE
without Honeywell's prior written consent. Any
assignment or transfer in contravention to the
foregoing shall be null and void.

This agreement is governed by the laws of the
State of New York. Each of the parties hereto
irrevocably consents to the jurisdiction of the
Federal and state courts in New York, New York,
to the exclusion of all other courts. If this product
was acquired outside the United States, then local
law may apply.

Honeywell has the right to audit your compliance
with the terms and conditions of this agreement,
including without limitation, ensuring that you
are not using more than one copy of the
HONEYWELL SOFTWARE, or bypassing the
software keys to engage in unauthorized,
unlicensed use of the HONEYWELL
SOFTWARE, and to immediately terminate your
license in this agreement if an audit shows that
you are in breach with any of the terms and
conditions of this Agreement, as well as to
enforce all other rights and remedies available
under this agreement or otherwise under law or at
equity.
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The failure of Honeywell to enforce at any time
any of the provisions of this agreement shall not
be construed to be a continuing waiver of any
provisions hereunder nor shall any such failure
prejudice the right of Honeywell to take any
action in the future to enforce any provisions
hereunder.

It is understood and agreed that, notwithstanding
any other provisions of this agreement, breach of
any provision of this agreement by you may
cause Honeywell irreparable damage for which
recovery of money damages would be
inadequate, and that Honeywell shall therefore be
entitled to obtain timely injunctive relief to
protect Honeywell's rights under this agreement
in addition to any and all remedies available at
law.

Nothing contained herein shall be construed as
creating any agency, employment, relationship,
partnership, principal-agent or other form of joint
enterprise between the parties.

The section headings appearing in this agreement
are inserted only as a matter of convenience and
in no way define, limit, construe, or describe the
scope or extent of such section or in any way
affect this agreement.

Whenever possible, each provision of this
agreement shall be interpreted in such manner as
to be effective and valid under applicable law.
But, if any provision of this agreement is held to
be invalid, illegal or unenforceable in any respect
under any applicable law or rule in any
jurisdiction, such invalidity, illegality or
unenforceability shall not affect any other
provision in that jurisdiction, but this agreement
shall be reformed, construed and enforced in such
jurisdiction as if such invalid, illegal or
unenforceable provision had never been
contained herein. Further, such invalidity,
illegality or unenforceability shall not affect any
of the provisions in this agreement in any other
jurisdiction.
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This agreement constitutes the entire agreement
between you and Honeywell and supersedes in
their entirety any and all oral or written
agreements previously existing between you and
Honeywell with respect to the subject matter
hereof. This agreement may only be amended or
supplemented by a writing that refers explicitly to
this agreement and that is signed by duly
authorized representatives of you and Honeywell.
The preprinted terms and conditions of any
Purchase Order issued by you in connection with
this Agreement shall not be binding to Honeywell
and shall not be deemed to modify this
agreement.

Software and technical information delivered
under this agreement is subject to U.S. export
control laws and may be subject to export or
import regulations in other countries. You agree
to strictly comply with all such laws and
regulations, and you shall be solely responsible
for obtaining any import, export, re-export
approvals and licenses required for such software
any technical information, and retaining
documentation to support compliance with those
laws and regulations.
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About this Guide

Scope

This guide describes how to install the LobbyWorks 4.0 suite of applications. In
addition it provides information on how to use the LobbyWorks Administrator to
configure the Visitor Management System (VMS) and the other applications in the
LobbyWorks suite.

Intended Audience
This guide is intended for the administrator of the LobbyWaorks suite of applications.

Prerequisite Knowledge

The LobbyWorks Administrator is required to have a knowledge of the following:
» Basic Knowledge of a Visitor management system(VMS)
* How to use computers, printers, and phones
* Basic Database Management and Networking skills

Document Structure
The guide is divided into two parts - Part A and Part B.

Part A contains information about how to install the LobbyWorks 4.0 suite of
applications (Administrator, Front Desk, Database, Kiosk, Web Center, Adapter,
Reporter, Scheduler, and Badge Preprint) and the external peripheral devices which
can be used with the application.

Part B contains information on how to use the Administrator application to configure
the Visitor Management System and the other LobbyWorks applications such as the
Front Desk and the Kiosk.



Symbol Definition

Symbol Definition

The following table lists the symbols used in this document to denote certain
conditions:

Symbol Definition

Note: Identifies information that requires special
consideration.

@

Example: Identifies an example that complies with the
concept.

Tip: Identifies advice or hints for the user, often in terms of
* performing a task.
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Tel: (800) 323-4576
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E-mail:
HASsupport@honeywell.com
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Honeywell Integrated Security
(EMEA)

Boblinger Strasse 17
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Germany, Deutschland
Tel: +49 (0)7031 637 782
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Honeywell Access Systems
(U.K)

Charles Avenue, Burgess Hill
West Sussex, RH15 9UF
United Kingdom

Tel: +44 (0)1444 251180
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Honeywell Access Systems
(APAC)

CW Yu
Flat A, 16F, CDW BLDG,

388 Castle Peak Road, Tsuen
Wan,

Hong Kong
Tel: +852 24052323
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Introduction
Overview

Overview

LobbyWorks is a Visitor Management System (VMS) that provides solutions for
the automation of tasks related to registering and tracking visitors, and
employees or hosts.

The LobbyWorks software suite contains the following applications:

LobbyWorks Administrator
LobbyWorks Front Desk
LobbyWorks Kiosk
LobbyWorks Web Center
LobbyWorks Notify
LobbyWorks Badge Preprint
LobbyWorks Reporter
LobbyWorks Scheduler
LobbyWorks Adapter

This guide describes the steps for installing LobbyWorks on your computer.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829

Release 4.0
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Prerequisites

Prerequisites

Ensure that you logon to the Windows using administrator privileges.

System requirements

Before installing LobbyWorks, ensure that the following hardware and software
requirements are met:

Components Requirements (Client) Requirements
(Server)

Processor Pentium Pro System with 1GB Pentium Pro System
RAM with 2GB RAM

Hard Disk (free 500 MB and above 20 GB

space)

Port USB Multiport for extended -
support

Operating System Windows XP Service Pack 2 OR Windows 2003 Server
Service Pack 3 OR Windows Vista
Windows Vista Service Pack 1 Business Edition
Business

LobbyWorks Administrator must be installed in the server and the rest of the
applications must be installed in the client side.

LobbyWorks Web Center and Adapter must be installed only in the IIS Server.

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
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Installing LobbyWorks 4.0
Overview

Overview

LobbyWorks applications and database can be installed on the same computer or
on different computers based on the number of employees in the company. In a
company where the number of employees is less, all the LobbyWorks
applications and the database can be installed in one computer.

If there are more employees, the LobbyWorks Administrator, Web Center
applications, and the database can be installed on one server. The Front Desk,
Web Center, and Adapter applications can be installed in one or more client
computers.

This chapter describes installation of LobbyWorks applications and database.

Installing LobbyWorks

Using the LobbyWorks installation wizard, you can install the LobbyWorks
applications and database on your computer.

Installing LobbyWorks database

The LobbyWorks database is used for storing the data and is connected by a
client computer through network.

To install LobbyWorks database:

1. Insert the LobbyWorks disc into the CD-ROM drive. The Preparing to
Install screen appears. If the setup does not open automatically, browse
to the CD-ROM folder and run the Setup.exe file. The Preparing to
Install screen appears, and then the Welcome screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard Xl

Welcome to the InstallShield Wizard for
LobbyWorks 4.0.4.5

Please Uninstall all previous versions and
components of this product

The InstallshieldiR) Wizard will install LobbyWorks 4.0.4.5 on
wour computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties,

Cancel |

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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2. Click Next. The License Agreement screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard x|

y
License Agreement ‘

Please read the following license agreement carefully. =
g9 g ¥ l e -

HONEYWELL SOFTWARE: LobbyWorks 4.0 i’

END-USER LICENSE AGREEMENT FOR HONEYWELL SOFTWARE

IMPORTANT-READ CAREFULLY: This Honeywell End-User License

Agreement (this "Agreement”) is a legal agreement between you (either an
individual or a single entity) and Honeywell International Inc. (including its
subsidiaries) for the Honeywell software product identified above, which

includes computer software and may include associated media, printed

matetials, and "online” or electronic documentatmn and any future versmns El

wolmmmmn aindedon eedelen ;e

& T accept the berms in the license agreemert! Print |

" I do not accept the terms in the license agresment

InistallShield

< Back I Mext = I Cancel |

3. Read through the license agreement and click I agree the terms in the
license agreement to accept the license agreement. Click Next. The
Customer Information screen appears.

Note: You cannot install LobbyWorks till you agree to the terms in the
license agreement.

@

{5 LobbyWorks 4.0- InstallShield Wizard x|

y
Customer Information ‘

Please enter your information. =
’ a
User Marne:
JHTsL
Qrganization:
sl

Install this application for:
' anyone who uses this computer (all users)
" Only for me

InistallShield

< Back I Mext = I Cancel |

4. Type the User Name and the name of your Organization.

5. Select one of the following installation options to allow application for:
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Installing LobbyWorks

* Anyone who uses this computer - Anyone with access rights to
this computer can use LobbyWorks applications.

e Only for me - The administrator or the current logged in user
with access rights to this computer can use LobbyWorks

applications.

6. Click Next. The Custom Setup screen appears.

i'é‘- LobbyWorks 4.0- Installshield Wizard x|
:
Custom Setup ‘
Select the program Features you want installed, = '.

Click on an icon in the list below ko change how a Feature is installed.

FrontDesk.

Database Installation
Kiosk.

Web Center

Badge PrePrint
Lobby\Works Adapter
Reporter
Scheduler

InistallShield

= Feature Description

Should be installed and Run an
start up on any one workstation
{usually the database server),
manages scheduled backups

This feature requires 16ME on
wour hard drive.,

Help | Space

I Mext = I Cancel

By default all the applications and database are enabled.

8. Click Next. The Database Information screen appears.

7. To install only the database, disable the installation of other applications

To disable the installation of an application, select an application and click ~.
A drop-down pop-up appears. Select This feature will not be available.

LobbyWorks Administrator’s Installation and Configuration Guide
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{5 LobbyWorks 4.0- InstallShield Wizard =
Database Information ‘
Enter User Mame and Password o connect ko server, ‘ .

' wWindows authentication credentials of current user

" Server authentication using the Login ID and password below

Flease provide SQL Server User Mame and Password to connect o Database,

User Name :

Password :

InistallShield

Cancel

9. Select one of the following server connectivity options:

*  Windows authentication credentials of current user: To
enable connectivity to the database server, using Windows
authentication.

* Server authentication using the Login ID and password
below: To enable connectivity to the database server, using
server authentication. To use the server authentication, type the
User Name and Password of the server.

Note: If SQL express is not installed on your system, SQL express will
be installed automatically.

@

*  When you click Next in the Database Information screen, a
message prompts to confirm the SQL express installation. Click
Yes to install SQL express.

* While installing the database, the SQLEXPRESS Installation
Details screen appears, with a message which prompts to type
password for the database server. Make a note of this user name
and password. You must use them for connecting to the database
server.
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{5 LobbyWorks 4.0.4.5 - InstallShield Wizard =
SQLEXPRESS Installation Details ‘

Enter username and password to install SQLEXPRESS, ﬁ

User Mame

|sa

Password {Password must be alphanumeric and minimurn six character length)

I

InistallShield
< Back I Mext = I Cancel |
10. Click Next. The LobbyWorks database Permissions screen appears.
x|
LobbyWorks database Permissions 1
Select users to be able ko connect to LobbyWorks Database ﬁ
" Allow windows authentication For users Fram vour domain's group specified.
& fallow authentication For Lobbyorks internal user.:
Damain's Group:  [BUILTINyAdministrators
{Password must be alphanumeric and minimum six character length, )
UserMarme: I
Password: |
InistallShield
< Back | Mext = I Cancel |
11. To select users for allowing them to connect to the LobbyWorks
database, select one of the following options:

* Allow windows authentication - Type your domain group’s
name. All the users from the group are allowed to connect to the
LobbyWorks database.

* Allow authenticating for LobbyWorks internal user - Type
the UserName and Password. Only the LobbyWorks internal
users are allowed to connect to the LobbyWorks database.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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12. Click Next. The Destination Folder screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard x|
i I

Destination Folder
Click Mext to install to this Folder, or click Change to install to a different Folde

G Install Lobby'works 4.0.4.5 ko:
C:\Program Files\HOMEYWELLLobbry\Works!, change... |

InistallShield
< Back Cancel |

13. Click Change to change the destination folder, and then click Next. The
Ready to Install the Program screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard x|

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.
IF wou want to review or change any of your installation settings, click Back, Click Cancel to

exit the wizard,

InistallShield
Cancel |

< Back

14. Click Install. The LobbyWorks database is installed.
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i'-.%‘ LobbyWorks 4.0- InstallShield Wizard x|

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Lobby\orks
4.0.4.5, Click Finish ko exit the wizard,

You have completed LobbyWoarks Installation.

Please note that LobbyWorks has created one
administrator account you can use to configure and
administer the system.

-Lagin Id : administrator
-Password : guest

= Back

Cance |

15. Click Finish to finish the installation and close the wizard.

Note: If you are using LobbyWorks for the first time type the following:

a. Login Id as administrator.

@

b. Password as guest.
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Installing LobbyWorks applications
The LobbyWorks applications are installed mostly on the client computer.

To install the LobbyWorks applications:

1. To run the installation wizard, refer to Step 1 through 5 in “Installing
LobbyWorks database™.

2. Inthe Customer Information screen, click Next. The Custom Setup
screen appears.

i'é‘- LobbyWorks 4.0- Installshield Wizard x|
Custom Setup ‘
Select th feat tinstalled. '-".
elect the program Features you want installe

Click on an icon in the list below ko change how a Feature is installed.

@

Administrator
FrontDesk.
Database Installation

Kiosk.

Web Center
Badge PrePrint

= Feature Description

This will install Database in the
local system,

Lobbyworks Adaph
=) ohbiion aper This feature requires 7KE on
Reparter wour hard drive.,
Scheduler
InistallShield
Help | Space | < Back I Mext = I Cancel |

3. To disable the installation of LobbyWorks database, select Database
Installation and click =. A drop-down pop-up appears. Select the This

feature will not be available menu.

Note: Do not disable the database installation, if you are installing the
LobbyWorks applications and database on a single computer.

The available applications are:

Application Description

Administrator Used by the LobbyWorks administrator to configure
the visitor registration process, modify badge layouts,
and perform other configuration activities.

Front Desk Used by Front Desk personnel on lobby to register
and track visitors at the lobby.
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Application Description

Kiosk Used by the visitors to self-register.

Web Center Used by the employees to pre-register their visitors.
Note: Ensure that the you configure the IIS settings
after installing the Web Center application. For more
information, see Configuring IIS for Web Center on
page 7.

Badge PrePrint Used by the administrator and front desk personnel to
pre-print badges for visitors.

LobbyWorks Is a component necessary for integrating

Adapter LobbyWorks with Pro-Watch®.

Note: Ensure that the LobbyWorks Adapter option is
selected to enable integration with an Access Control
System.
Reporter Used by the administrator to generate report.
Scheduler Used by the administrator to schedule routine tasks.

4. Click Next. The Database Information screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard =
Database Information ‘
Enter User M. d P d b bk . =
nker User Mame and Password to connect to server R

' wWindows authentication credentials of current user

" Server authentication using the Login ID and password below

Flease provide SQL Server User Mame and Password to connect o Database,

User Name :
|
Password :
|
Installshield
< Back Cancel
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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5. Type the Server Name of the LobbyWorks database and click one of
the following connectivity options:

Windows authentication credentials of current user: To
access the database server using your Windows authentication.

Server authentication using the Login ID and password
below: To access the database server using the server
authentication. To access the server, type the User Name and
Password of the database server.

6. Click Next. The Destination Folder screen appears.

{5 LobbyWorks 4.0- InstallShield Wizard x|

Destination Folder

Click Mext to install to this Folder, or click Change to install to a different Folder,

"-‘h—

G Install Lobby'works 4.0.4.5 ko:
C:\Program Files\HOMEYWELLLobbry\Works!, change... |

InistallShield

< Back

7. Click Change to change the destination folder, and then click Next. The
Ready to Install the Program screen appears.
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i'-.%‘ LobbyWorks 4.0- InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield

< Back

Cancel

i'-.%‘ LobbyWorks 4.0- InstallShield Wizard

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Lobby\orks
4.0.4.5, Click Finish ko exit the wizard,

You have completed LobbyWoarks Installation.

Please note that LobbyWorks has created one
administrator account you can use to configure and
administer the system.

-Lagin Id : administrator
-Password : guest

= Back Cancel

9. Click Finish to finish the installation and close the wizard.

Note: If you are using LobbyWorks for the first time type the following:

a. Login Id as administrator.

@

b. Password as guest.
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Installing External Devices
Overview

Overview
This chapter describes installation of Sign pad and Scanner.
Installing Sign pad

Note: Connect the Sign pad device to your computer before installing the
software.

@

To install the Sign pad:

1. Insert the SignPlus disc into the CD-ROM drive. The Preparing to
Install screen appears. If the setup does not open automatically, browse
to the CD-ROM folder and run the SignPlus.exe file. The following
dialog box appears:

SigPlus Install x|

Pleaze indicate the operating system you are using.

 indows MT
" windaws 95

2. If you are using Windows-XP operating system, click Windows
98\ME\2000\XP.

3. Click OK. The following dialog box appears:

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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Choose the Tablet x|

Flease choose your tablst.

If you are nat sure, match the model number on the back of
your kablet with & model number below.

SignatureGem 15 [T-5261]
SignatureGem 4x5 [T-5751]
SignatureGem LCD 125 [T-L462)
SignatureGem LCD 43 (T-L755)
ClipGem [T-C912 or T-C512-19200]
ClipGem LGL (T-C316]

TracGem [TR-763)

LCD 45 (T-L760 or T-LFEE]
SigLite 145 (T-5460)

4. Click Siglite LCD 1x5 (T-L460).

5. Click OK. The following dialog box appears:
=

Please choose pour tablet's connection type.

e Nie N Nie e Nie Tie Nie Bie |

If zerial, choose the Com port, A serial tablet's model number
[found on the back of the tablet] ends with -B.

If USE, be sure you determine whether your tablet is of -USE
or -HSB type, and choose accordingly. This can be
determined by the last three characters of the model number
on the back of pour tablet.

" Com1
" Com 2
 Com 3
" Com 4
£~ LISB [USB type. Be sure TabletModel ends in -LUSE)
@ HSE [USE twpe, Be sure Tabletodel ends in -HSEE

e _|

6. Click the connection type for your tablet. The following dialog box
appears:

HSB TABLET MESSAGE x|

If you have already plugged in your HSE tablet,
E pleaze UMPLUG IT HOW,

Cancel |

7. Click OK to complete the installation.
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Installing Scanner
To install the Scanner:

1. Connect the Scanner to your computer before installing the software.
After detecting the device, the following dialog box appears.

SigPlus Install =

Fleaze indicate the operating system you are using.

7 wdindows NT
7 windows 95

e _|

2. Click Next, the following dialog box appears.

Choose the Tablet =

Fleaze choose your tablet.

If you are not sure, match the model number on the back of
your tablet with a model number below.

SignatureGem 15 [T-5261)
SignatureGem 4x5 [T-5751)
SignatureGem LCD 15 [T-L462]
SignatureGem LCD 43 [T-L755]
ClipGem (T-CH12 or T-C312-15200)
ClipGem LGL (T-C31E)

TracGem [TR-763)

LCD 45 (T-L7E0 or T-L7EE)

SigLite 15 (T-S460)

0 Nie Nie Nie Nie Bie Bie Nis Nis e

3. Click Search for the best driver in these locations.
4. Click Search Removable media (floppy, CD-ROM).
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5. Click Include this location in the search.
6. Click Browse and then select the driver on you computer.
7. Click Next, the following dialog box appears:

=]

Flease chooze vour tablet's connection type.

If zerial, choose the Com port. & serial tablet's model number
[fournd on the back of the tablet] ends with -B.

If USE. be sure you determine whether yvour tablet is of -LISE
or -HSE twpe. and choose accordingly. This can be
determined by the last three characters of the model number
oh the back of wour tablet.

Com 1
Com 2
Com 3
Com 4
USE [USBE type. Be zure Tablettdodel ends in -USE]
iHEE [USE type. Be sure Tablettodel ends in -HSEE

Concel_|

$700 0

8. Click Continue Anyway to finish the installation.
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Configuring IIS for Web Center

Overview

Overview

Internet Information Services (IIS) is part of Windows XP and Windows 2003
Server, which provides a security-enhanced, easy-to-manage Web platform for
reliably hosting the LobbyWorks Web Center application.

You must configure the IIS settings before using the LobbyWorks Web Center
application.

Web Center is the only web application in the LobbyWorks suite. Primarily, you
can use Web Center to create and manage your pre-registered visitors. For more
information see, LobbyWorks Web Center Online Help.

After installing LobbyWorks Web Center, you can log on to the Web Center
using the browser by the following ways.

* http://localhost/lobbyworks

* http://ComputerName/lobbyworks

The LobbyWorks Web Center logon page appears.

This chapter describes how to configure the IIS settings for LobbyWorks Web
Center on

*  Windows XP

*  Windows 2003 Server

In addition, this chapter provides you information on enabling write permissions
to the web folder.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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Configuring IIS on Windows XP

In Windows XP, by default IIS 5.0 is not installed. You must install IIS before
configuring the settings.

To configure IIS 5.1

1. Choose Start > Settings > Control Panel > Administrative Tools >
Internet Information Services. The Internet Information Services
window appears.

S=TE]
Eile Action ¥iew Help
2 | BE XFRR| @B 50
% Intetnet Information Services A [ [Mame | Path =
- &) E1IDTBYX6715 (local computer) [ activewisits
=1 Web Sites (3 App_Themes
B .g Default Web Site (0 Badgecheck
& nsHelp tin
wig —\{ti—bm [ Customdantrols
printers [ Denisdvisits
' (CApownioads
n DGruupVis\ts
[Dimages -
[ Manifest
Dprufils
-2 CustomControls — Dseript
D Deniedvisits DV\sitApprnva\s
11 pownLoads [(visits
(20 Groupiisits ((JwebHelp
[:l images (CdwinLagon
(3 Manifest @ calendar-system.css
B profile 9] defaulr.aspx
| S.cr.ipt @] defaut.aspc.resx _'LI
g \u'lslltApprnvals = 1 »
\ |

2. Expand Web Sites and Default Web Site.

3. Right-click LobbyWorks, and then select Properties. The
LobbyWorks Properties dialog box appears.
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LobbyWorks Properties ﬂll

HTTP Headers I Custom Errars I ASPNET I
Wirtual Directory | Documents I Directory Security
‘wihen connecting to this resource, the content should come from:
& & directory located on this computer
" & share located on another computer
" & redirection to a URL

Local Path: C:\Program Files\HOME"WELL\Lobby Erowse... |

™ Script source access V' Log visits
V¥ Bead V' Indes this resource
[~ wiite

[ Directary browsing

Application Settings

Application name: ILobbyW'orks Femove |
Starting point: <Default .. \Lobby\works
J Configuratian... |

Execute Permissions: I Scripts only

Application Pratection: ILow 115 Process] j Uhload |

QK I Cancel | Apply | Help |

Click the Virtual Directory tab and ensure that you configure the
settings as shown in the dialog box.

Click the Directory Security tab.

LobbyWorks Properties EHE
HTTP Headers I Custom Errors | ASPMET |
Virtwal Directory I Docurments Directary 5 ecurity

—Anonymous access and authentication control

Enable anonymous access and edit the
w authentication methods for this resource.

- |F address and domain name restrictions

@ [Grant on deny access tojthis resource using

|F addresses ar intermet domain names.
Edit... |

- Secure communications
Fequire secure communications and 5 Certif

enable client certificates when this Zarszn Ueiifivais. . |
Tesounce is accessed. . .

Wiew Certificate... |

Edit... |

QK Cancel | Lpply | Help |
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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6. Under Anonymous access and authentication control, click Edit. The
Authentication Methods dialog box appears.

Authentication Methods

=

¥ Anorymaus access
Mo user name/password required to access this resource.

Erowse...

Account used for anongmous access:

User name: II USR_MACHIMEMAME

Password: I..uuooon

v allow 115 to contol password

r—Authenticated access

For the following suthentication methods, user name and password
are required when

- ananymous access is dizabled, or

- access iz restricted using NTFS access contral lists

™ Digest authentication for Windows domain servers

[™ Basic authentication [password is sent in clear test)

I Select...
Iglobal.ds.honaywell.com Select..

¥ Integrated Windows authentication

Default domain:

BRealm:

ok I Cancel | Help |

7. Click the Anonymous access check box.

8. Type the User name.
9. Click OK.
10. Click Apply and then click OK.

Enabling Windows authentication for Web Center users

You must enable the Windows authentication, if you want to logon to Web
Center using Windows credentials.

To enable the Windows authentication

1.

Choose Start > Settings > Control Panel > Administrative Tools >
Internet Information Services. The Internet Information Services

window appears.

Expand Web Sites and Default Web Site.
Expand LobbyWorks and then right-click Winlogon.
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4. Select Properties. The WinLogon Properties dialog box appears.

Directary | Documentsl Directorny Securityl HTTF Headersl Custam Errorsl ASP.NET I

‘wihen connecting to this resource, the content should come from:
' The designated directory
1 & share located o another computer
" & redirection to a URL

2|

Local Path: Lobbyworks\winLogon

™ Script source access V' Log visits
V¥ Bead V' Indes this resource
[~ wiite

[ Directary browsing

Application Settings

Application name: ILobbyW'orks

<Default .. \Lobby\works

Starting point:

Execute Permissions:

Application Pratection: IMedium [Pooled)

Create |
Caonfiguration... |
j Wnlaad |

Apply |

o1

Cancel |

Help |

5. Click the Directory tab and ensure you configure the settings as shown

in the dialog box.
6. Click the Directory Security tab.
LobbyWorks Properties EHE
HTTP Headers I Custom Errors | ASPMET |
Virtwal Directory I Docurments Directary 5 ecurity
—Anonymous access and authentication control
Enable anonymous access and edit the
w authentication methods for this resource.
- |F address and domain name restrictions
[Grant on deny access tojthis resource using
|F addresses ar intermet domain names.
Edit... |
- Secure communications
Fequire secure communications and o
enable client certificates when this Server Lertiicate.. |
Tesounce is accessed. . .
Wiew Certificate... |
Edit... |
QK Cancel | Lpply | Help |
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Configuring IIS for Web Center
Configuring IIS on Windows XP

7. Under Anonymous access and authentication control, click Edit. The
Authentication Methods dialog box appears.

Authentication Methods x|

ord required ta access this iezaurce

Account used for anonymous access:

User name: I\USF!_\EHDTBYXB?TS Erowse... |

Password: quuuu

¥ Allow 15 b conbiol password

~Authenticated acoess

For the fallawing authentication methods, user name and passwaord
are required when

- anonymous access is disabled, or

- access is restricted using NTFS access caontral lists

I Digest authentication for Windows domain servers

™ Basic authentication [password is sent in clear text]

Default domain: I Select.. |
Realm: Iglobal.ds.honeywe\l.com Select... |

¥ Integrated Windows authentication

akK I Cancel | Help |

8. Clear the Anonymous access check box.
9. Click OK.

10. Click Apply, and then click OK.

11. Restart IIS.

Connecting to the database using Windows authentication

Using Windows authentication, you can connect the Web Center application to
the database using the computer name in which you have installed the Web
Center application.

To connect to the database

1. Choose Start > Settings > Control Panel > Administrative Tools >
Computer Management. The Computer Management window
appears.

2. Expand Local Users and Groups.

3. Right-click Groups and then select New Group. The New Group
dialog box appears.
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hewtrous 21 x|
Group name: ILWebU ]
Description IFUr L' 'w'eb DB access
Members:

Add... Femove |

4. Type the Group name and Description.
5. Click Create. A new group is created.
6. Right-click LWWebUsers, and then select Properties.
7. Click Add. The Select Users, Computers, or Groups dialog box
appears.
Select Users, Computers, or Groups EHE

Select thiz object type:

IUsers or Groups Object Types... |

Erom this location:

Iglobal.ds.honeywell.com Locations... |
Enter the object names to select [examples):
Lheck Hames |

Advanced... | [k

8. In the Enter the object names to select box, type the user name.
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Example: Type IUSR_ComputerName and again type
IWAM_ ComputerName and then, click OK.
LWWebUsers Properties EHE

General |

@ Lwiw'ebllsers

Description: For L' 'web DE access

Members:

[ &G IUSA_IETIDTEYXETIS
G lwiM_IETIDTBYHET1S

Eemove |

QK | Cancel | Apply

9. Click Apply and then, click OK.

After creating the users, you must provide the write permissions to the database
by executing the script in the command prompt.

To provide the write permissions

1. Choose Start > Run, and then type cmd in the Open text box.The
command prompt window appears.

2. In the command prompt, type the path.

Example: [Install path]\Honeywell\WebFolder where you have saved
the Web folder on your computer.
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Configuring IIS on Windows XP

~|

3. In the command prompt, type cscript DBAccessToWinGroup.vbs, and
then press Enter.

oup nane

name in of Local User or “n Domain Hame in «

4. In Please Enter Windows Group name, type LIWWebUsers and press
Enter.

5. In Please Enter Computer name in case of Local User or Domain
Name in case of Domain User, type the computer name and press
Enter.

6. Restart IIS.
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Configuring Web Center and database on different

computers

To configure the settings

1.

Add a new user LWUser on different computer with the same password,
or you can use domain user account, if the computers are in the same
domain.

Replace the JUSR_ComputerName in the Anonymous user account with
LWUser.

Choose Start >Settings > Control Panel > Administrative tools >
Component Services. The Component Services window appears.

Expand Component Services and Computers.
Expand My Computer and COM+ Applications.

Right-click IIS-Out-Of-Process Polled Applications Properties and
select Properties. The following dialog box appears.

':'u ‘Component Services =101x|
T o i e ST
acion vew || & = [EME] X R S I I e ‘
“‘lgg m 11S Dut-0f-Process Pooled Applications i 72| x
Tree
ity Identity vt i
20 Console Root General | Seculty y IActwd\unI Qusuing | Advanced |
= Companerit Services This application will iun under the following sccount.
(2 Computers : .
=15 My Computer et
=L com+ applications  Interactive user - the curent lngged on uzer

[£1-48 NET Utiities
1= & COM+ QC Dead Letter Que & This user;
=1 & COM+ LRilties

[ ¥ IS In-Process Applications User: I\W/BM_MACHINENAME Biowse...
[¥1- &5 IS Out-OF-Process Pocked

E-E O kiies e

-8 115-{Default Web SteffRoo Passurorct

o1 & 1s-{Lefault web Sieffitoo
15-{Default Web Site){Roa Conlitm passward:
& 1Is-{Default Web SiteffRoo
[5-{Default Web SiteffRoo
15-{Default Web Site/fRoa
[+ @ TS-{Default Web Site/jRoc
[#1- % NCTWinPak
[#1-48 System Appication
(1@ Visual Studio APE Package
=[] Distributed Transaction Cocedin
[ ] Everit Vieweer (Local)

-8y Services (Local) ,TI ] = |

Click the Identity tab.
Replace the User IWAM ComputerName.

On the computer where you have installed the database, provide
database owner permission to Lobbyworks database to LWUser:

10. Restart the computer.
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Configuring IIS on Windows 2003 Server

In Windows 2003 Server, by default IIS 6.0 is not installed. You must install IIS
before configuring the settings.

To configure IIS 6.0

1. Choose Start > Settings > Control Panel > Administrative Tools>
Computer Management.The Computer Management window
appears.

2. Expand Services and Applications.

3. Select Internet Information Services (IIS).The Internet Information
Services IIS Manager window appears.

) Internet Information Services (115) Manager - =10] x|
€9 B dction dew Wiedow belp =Ll
R EEEEIE

[ tovemet information services|

=190 LBW-QUARTZ (local compu
EE- FTP Stes £ | ieb Service Extension | sae |

B Anplication Pook: W Al Unknown [SAPT Extensions Frevibieed
B web Stes e T . bied
i BHA Defadtbiebste || Aetivs Server Pages Sllowed
SRR /b Service Extersio Prohibit & ASPNET v2, 050727 Allowed
Properties i, it
[ rPC Proxy Server Extension allowied
£ [ server side Includes Allwed
i 8] webbay Proribked

4. Click Web Service Extensions.

5. In the right pane, set the status of the following Web Service Extension
to allowed.
— Active server pages
— Server side includes
— ASPNET v2.0

- Note: After changing the status, verify if the application is created, if not
@ performing the following steps.

1. Choose Start > Settings > Control Panel > Add or Remove programs
> Windows components > Application Services.The Application
Server dialog box appears.

2. Select Internet Information Services (IIS). The Internet Information
Services window appears.

3. Expand Web Sites and Default Web Site.
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4. Right-click LobbyWorks. The LobbyWorks Properties dialog box

appears.

'LobbyWorks Properties

e

Virtual Directory | Documents || Directory Security || HTTP Headers || Custom Errors |

The content for this resource should come from:

(O A share located o1 another computer
(O A redirection to a URL

[ Diractory prowsing
Application settings

Application name:

Lobbywarks

Local path: C:'\Program Files'\Honeywell\Lobby\Work
[] seript source access Log yisits

Read Index this resource

m Write

Starting point: ] = \Lobb
Execute permissions: !Scripts only | |
Application pool: | DefaultAppPool v]
) — g

5. Click the Virtual Directory tab.

6. Type the Application name as LobbyWorks, if the text box is empty.

7. Click Configuration.The Application Configuration dialog box

appears.

Application Configuration

| Mappings | Options | pebugging

- Application configuration

Ensble parent paths
Famt-aEs ¥BSoipt

ASP script timeout:

S

[CJEnable Side by Side assembies

mEnutes

[

] { Cancel

J [ reb ]
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8. Click the Options tab.
9. Under Application configuration, select the check boxes.

— Enable session state
— Enable buffering
— Enable Parent paths

10. Click OK.

11. In the LobbyWorks Properties dialog box, click the Directory
Security tab.

12. Under Authentication and access control, click Edit.The
Authentication Methods dialog box appears.

v Enable anorymous.

Use the Following Windows user account for anonymous access:

User name: IUSR_LEITRIM Browse, .,
Password: ssesenceen

rAuthenticated access
For the Following authenticazion methods, user name and password
are reguired when:
- anonymous access is disabled, or
- access s restricked using NTFS access control lists
™ Integrated Windows authentication
I Digest authentication For Windows domain servers
I™" Basic authentication (password is sent in clear text)
| Passport authentication

Default domain; I Select.. .
Realm: I Select.,.,

oK I Cancel | Help |

13. Select Enable anonymous access check box.
14. Type the User name and Password.
15. Click OK.

Enabling Windows authentication for Web Center users

You must enable the Windows authentication, if you want to logon to Web
Center using Windows credentials.

To enable the Windows Authentication

1. Choose Start > Settings > Control Panel > Administrative Tools >
Internet Information Services. The Internet Information Services
window appears.
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Configuring 1IS on Windows 2003 Server

2. Expand Web Sites and Default Web Site.

3. Right-click LobbyWorks. The LobbyWorks Properties dialog box
appears.

4. Right-click Winlogon and then select Properties. The WinLogon
Properties dialog box appears.

WinLogon Properties ﬂll

Directory | Documentsl Directory Securityl HTTF Headersl Cuistom Errorsl ASPMET I
‘wihen connecting to this resource, the content should come from:
' The designated directory
1 & share located o another computer
" & redirection to a URL

Local Path: Lobbyworks\winLogon

™ Script source access V' Log visits

V¥ Bead V' Indes this resource
[~ wiite

[ Directary browsing

Application Settings

Application name: ILobbyW'orks Create |
Starting point: <Default .. \Lobby\works
Caonfiguration... |

Execute Permissions:

Application Fratection; I Medium [Pooled) j Uhload |

QK I Cancel | Apply | Help |

5. Click the Directory tab and ensure you configure the settings as shown
in the dialog box.

6. Click the Directory Security tab.
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Configuring IIS on Windows 2003 Server

7. Under Anonymous access and authentication control, click Edit. The

Authentication Methods dialog box appears.

Authentication Methods x|

Mo uzer name/password required to access this resource.

Erawze,.. |

Account used for anonymous access:
User name: I\USH_\E‘I 1DTEYSEF1S

Password: quuuu

W Allaw 15 o contiol password

~Authenticated acoess

For the fallawing authentication methods, user name and password
are required when

- anohymoLs access is dizabled, or

- access iz restricted using NTFS access contral lists

I Digest authentication for Windows domain servers

™ Basic authertication [password is sent in clear bext]

Default domain:

FRealm:

I Gelect.. |
Iglobal.ds.honeywe\l.com Gelect.. |

¥ Integrated Windows authentication

[ o< ]

Cancel | Help

8. Clear the Anonymous access check box.

9. Click OK.

10. Click Apply and then click OK.

11.Restart IIS.
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Connecting to the database using Windows authentication

Using Windows authentication, you can connect the Web Center application to
the database using the two computer names.

To connect to the database

1. Right-click My Computer and then select Manage. The Computer
Management window appears.

=] & 1ol x|
|g!, File Action Wiew Window Help = 18] =]
e 0E B @ !
E Cormputer Management {Local) Mame l

=il System Tools lUs=rs

| B[R Event Viewer Groups

= Shared Folders

o FfLocal Users and Groups
-] Users

(3 Groups

@ Performance Logs and Alerk:
2} Device Manager

% e | S,torage

| @& Removable Storace

i B Disk Defragmenter

: Disk Management

* @ Services and Applications

K1 [ >

2. Expand Local Users and Groups.
3. Right-click Groups. The following window appears.
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Configuring IIS on Windows 2003 Server

O computer Management

=] Bl Action Wiew Window Help

=|2i x|
JETE

o Netwark Corfiguration ...
gperFurmawl:e Log Users
& performance Manitor L.

Performance Logs and Alert:

3

& Smg;[e Menaner gPower Users
=3 Rermovable Storage %P”nt Operators
& Disk Defragmenter X5 Remate Deskiop Users
i L5 Disk Management _gREP“Cator
= @ Services and Applications gUSEI’S
gHebSa\acesGmun

PG
WS_4266335769_a:
& TehetCliernts

4 | >

|Opens property sheet for the current selection,

Right-click IIS_WPG, and then select

appears.

Select Users, Computers, or Groups

Select thiz object type:

mxXrB |2
__g Corgputer Managemert {Local) Rarne I Description 1
-G System Tools | 45 Administrators #Administrators have complete and ...
+-{1] Event Viewer 8 Bsckup Operators Backup Operators can override secu,.,
Shared Folders B istributed COM Users Members are alowed ko launch, achi...
Guests Guests have the same access a5 me...

it § (Sroup
add to Gmu_p' [k role "admin for ...
All Tasks » pup have access k..,

Members in this group can have som, ..
Members of this group have remcte ...
Members of this group have remote ...
Pawer Usars possess most administr. ..
Members can administer domain pein, ..
Members in khis group sre granted b
Supports file replication in a2 domain

Users are prevented from making ac, .,
Group for the Help and Support Center

Properties.

Click Add. The Select Users, Computers, or Groups dialog box

IUsers or Groups

Erom this location:

Object Types...

Iglobal.ds.honeywell.com

Enter the object names to select [examples):

Locations...

Advanced... |

Lheck Hames

1

(i];8

o

6. In the Enter the object names to select box, type the user name.
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Example: Type IUSR_ComputerName and again type
IWAM_ComputerName and then, click OK.
LWWebUsers Properties EHE

General |

@ Lwiw'ebllsers

Description: For L' 'web DE access

Members:

[ &G IUSA_IETIDTEYXETIS
G lwiM_IETIDTBYHET1S

Eemove |

QK | Cancel | Apply

7. Click Apply and then, click OK.

After creating the users, you must provide the write permissions to the database
by executing the script in the command prompt.
To provide the write permissions

1. Choose Start > Run, and then type cmd in the Open text box.The
command prompt window appears.

2. Inthe command prompt, type the path where you have installed the Web
folder.

\WINDOWS\system32\cmd.exe

sreating_Lobbyworks _DB_ficco czoript DBiccessToWinGroup.vhs
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3. In the command prompt, type cscript DBAccessToWinGroup.vbs, and
then press Enter.

\WINDOWS\system32\cmd.exe - cscript DBAccessToWinGroup.vbs

roup name:

er Computer name in case of Local User or “n Domain Hame i

4. In the Please Enter Windows Group name box, type LWWebUsers
and press Enter.

5. Inthe Please Enter Computer name in case of Local User or Domain
Name in case of Domain User box, type the computer name and press
Enter.

6. Restart the computer.
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Configuring Web Center and database on different

computers

You can configure the Web Center and Database, if they are in the

same domain
different domain

Web Center and Database in the same Domain

1.

Choose Start > Settings > Control Panel > Administrative Tools >
Internet Information Services. The Internet Information Services
window appears.

Expand Web Sites and Default Web Site.

. Right-click LobbyWorks and then select Properties. The

LobbyWorks Properties dialog box appears.
Select the Directory Security tab.

. Under Anonymous access and authentication control, click

Edit. The Authentication Methods dialog box appears.

. Ensure that you select Enable anonymous access and Windows

authentication check boxes.

Choose Start >Settings > Control Panel > Administrative tools >
Component Services. The Component Services window appears.

8. Expand Component Services and Computers.

9.

10.

I1.

Expand My Computer and COM+ Applications.

Right-click IIS-Out-Of-Process Polled Applications Properties and
select Properties.

Click the Identity tab.

12.Type the User.

13.Type the Password and Confirm Password.
14.Restart IIS.
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Web Center and database in different domain
1. Create a new user on both the computer with the same password.
2. Replace the user [lUSR_ComputerName with LwUser.

3. Choose Start >Settings > Control Panel > Administrative tools >
Component Services. The Component Services window appears.

4. Expand Component Services and Computers.
5. Expand My Computer and COM+ Applications.

6. Right-click IIS-Out-Of-Process Polled Applications Properties, and
then select Properties.

7. On the Machine where you have installed the database is installed,
provide database owner permission to Lobbyworks database to the user
LWUser.

8. Restart the computers.

Enabling the write permissions to the folder

You must enable the set write permissions to the folder in which all the Web

Center files are saved, if you want to import the group visitors from the .CSV
file.

To enable the set write permission

1. Right-click the Web folder, and then select Sharing and Security. The
Web Properties dialog box appears.

Web Properties @@
Geeral | Sharing| Secunty | \Web Shaing  Customize

Group o user names:
fﬂ Administrators [LBW-SIT\Administraters] o~
{71 CREATOR OWNER
ﬂ Intemet Guest Account [LBW-SITAIUSR_LBW-SIT)
m Power Users [LBW-SIT\Power Users|

£ SYSTEM v
£ >
Permizsions for Administrators Allow Deny

Full Control [
Modify O

Read & Execute =]

List Folder Contents 0

Read O

Write O

..................

For special permissions or for advanced sellmgs_ o A
clck Advanced,
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2. Click the Security tab.

3. Under Permissions for Users, select the Full Control check box.

dialog box appears.

Advanced Security Settings for Web

Permissians |Auditing || Owner || Effective Permissbns

To view more information about Special permissiors. select a permission entry, and then chick Edit

Petmizsion enfries:

Type MNarme Permission Inhented From Apply To

Bllow Internet Guest Accou, Full Control <not inhenited:> This foldsr, sublolders...
Allow Users [LBVW/-SIT\Users] Read & Execute C\Program Files\.  This folder, subfolders...
Allow Power Users [LBW-SI... Modify C:\Program Files\  This folder, sublolders...
Allow  Administrators (LBW-..  Full Cantrol C:\Program Files\  This folder, sublelders...
Allow SYSTEM Full Control C:\Program Files\  This folder, subfolders...
Allow CREATOR OWNER Full Control C:\Program Files\  Subfolders and files only

(. J[ E. ][ Bemove ]

Inheit from parent the pemission entries that apply to child obiects. Include these with entries explicith
defined here.

vIF

2place parmission eniries on sll chid objects with entries shown here that apply to child obiects

[795___“ Cancel H Apply

]

4. Click Advanced. The Advanced Security Settings for Web

Click Replace permission entries on all child objects with entries

shown here that apply to child objects for the select user.

Click Apply, and then click OK.

Click Apply, and then click OK in the Web Properties dialog box.
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Modifying LobbyWorks installation

This chapter describes the procedure for modifying and repairing LobbyWorks.

Modifying LobbyWorks

You can modify the LobbyWorks installation to add or remove a specific
LobbyWorks application.

To add or remove a LobbyWorks application:
1. Run the LobbyWorks setup.
OR

Choose Start > Control Panel and open the Add or Remove Programs
window. Scroll and select Lobby Works 4.0 and click Change. The Welcome
screen appears.

i'-‘%' LobbyWorks 4.0 - Installshield Wizard x|

Welcome to the InstallShield Wizard for
LobbyWorks 4.0

The InstallshieldiR) Wizard will allow yvou ko modify, repair, or
remove LobbyWorks 4.0, To continue, click Mext,

= Back Cancel |

2. Click Next. The Program Maintenance screen appears.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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i LobbyWorks 4.0 - InstallShield Wizard x|

Program Maintenance 1 5
Modify, repair, or remove the program, | < |

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way Features are
installed,

Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entries,

" Remove

@ Remove LobbyWarks 4.0 from your computer,
% |

InistallShield

< Back I Mext = I Cancel |

3. Select Modify and click Next. The Custom Setup screen appears.

i LobbyWorks 4.0 - InstallShield Wizard x|

Custom Setup

Select the program Features you want installed, |

Click on an icon in the list below ko change how a Feature is installed.

|—Feature [Description

A sttt et fe e d L L

=) This feature will be installed on local hard drive. rator

=28 This feature, and all subfeatures, will be installed on local hard drive. e

X This feature will not be available.

- | Wweb Cent
=] e Lenter This Feature frees up 20MB on
=3 ~ | Reparter vour hard drive.
= ~ | Scheduler

InistallShield

Help | < Back I Mext = I Cancel |

4. Click = and select whether the application need to be removed or
installed. For example, if you want to remove Front Desk, click and
select This feature will not be available.

5. Click Next. The database information screen appears.
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i'-‘%' LobbyWorks 4.0 - Installshield Wizard

Database Information

Enter Database information,

Server Name :

€ Windows authentication credentials of current user:

% Server authentication using the Login 1D and password belov

User Name :

Isa

Password :

I*************

InistallShield

< Back | Mext = I Cancel

6. Type the Server Name of the LobbyWorks database.
7. Type the User Name and Password.
8. Click Next, the Ready to Modify the Program screen appears:

i'-‘%' LobbyWorks 4.0 - Installshield Wizard

Ready to Modify the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to
exit the wizard,

InistallShield

Cancel |

< Back

9. Click Install to modify the program installation. The applications are
removed or installed.

Note: Insert the LobbyWorks disc into the CD-ROM drive to install the

ﬁ‘% applications.
=
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10. After completing the installation, the InstallShield Wizard Completed
screen appears. Click Finish to finish the installation and close the
wizard.

Repairing LobbyWorks using setup

You can repair the LobbyWorks applications to resolve the missing or corrupted
files, shortcuts, registry entries, and the installation errors.

To repair the LobbyWorks applications:
1. Run the LobbyWorks setup
2. Click Next. The Program Maintenance screen appears.
x

Program Maintenance ‘ &
Modify, repair, or remove the program, :

" Maodify

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way Features are
installed,

Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entries,

" Remove

@ Remove LobbyWarks 4.0 from your computer,
% |

InistallShield

< Back I Mext = I Cancel |

3. Select Repair and click Next. The Ready to Repair the Program
screen appears.
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i'-.%‘ LobbyWorks 4.0 - Installshield Wizard

Ready to Repair the Program

The wizard is ready to begin installation,

Click Install to begin the installation.

IF wou want to review or change any of your installation settings, click Back, Click Cancel to

exit the wizard,

InistallShield

Cancel |

< Back

4. Click Install.

{5 LobbyWorks 4.

The LobbyWorks applications are repaired.
- InstallShield Wizard =

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Lobby\orks
4.0, Click Finish ko exit the wizard,

= Back

Cance |

5. In the InstallShield Wizard Completed screen, click Finish to finish
repairing and to close the wizard. The following dialog box appears.

LobbyWorks Administrator’s Installation and Configuration Guide
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{5 LobbyWorks 4.0 Installer Information |

& ‘fou must restart yvour system For the configuration
‘EJ) changes made ko LobbyWorks 4.0 to take effect. Click
‘fes to restart now or Mo if vou plan to restart later,

6. Click Yes to restart your computer.

Repairing LobbyWorks using Control Panel
To repair LobbyWorks using the Control Panel:

1. On the taskbar, click Start and choose Settings > Control Panel. The
Control Panel window appears.

- Control Panel =10l x|
Fle Edt Wew Favories Took Help | &

Q.0 .|~ [

Back  Forward Up Search  Folders | Views

address [T+ control Panel = B0

21 e 7 £)
ﬂ" Control Panel £ % Q iﬁﬂ % - ))
Accessibility  Add Hardware Add or Automatic  CWSNT Server Date and Time
= 4 = } § 5
See Also 2 :’# y e [l % l&;
Display Folder Options Fonts Game Intel® Internet Java Plug-in
4 Windows Update Controlers  Graphics...  Options

@) Help and Support

&= & &) % = “l-; =2
Keyboard Mail Mouse Metwork Phone and  Power Options  Printers and
Connections Modem . Eaxes
® 3 2 ® B g
) - = 4
Progyem  gedoreland Srorversand  Sthedusd  Secwhy  Soundsand  Speech
Updates Language ... cameras Tasks Center Audio Devices
. 3 )
P A 8 & .
v B
System Taskbar and User Accounts  Windows Wireless
Start Menu Firewal Metwork Set. .

2. Open Add or Remove Programs. The Add or Remove Programs
screen appears.
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A

B Add or Remove Pragrams =] ]
I Show updates Sort by: |Name [~

Currently installed programs:

8 Adobe Reader 7.0
2 Compatibility Pack for the 2007 Office system
§5) Crystal Reports For JET Framewark 2.0 (x56)
ﬁ CVSMT 2.5.03.2382
§5) 1ntel(R) Extreme Graphics Driver Software
5! Intel(R) PRO Ethermet Adapter and Software
&, 1asc Faint Shop Fro &
5! Java 2 Runtime Enviranment, SE v1.4,1_01
§5) Java weh Start

LobbyWorks 4.0

To change this program or re

[E] McAfes AntiSpyware Enterprise Madule
[#) mcafee virusscan Enterprise

3 Microsoft NET Framewark 1.1

5 Microsoft JWET Frameswork 2.0

(5] Microsoft Office Communicatar 2005

T2 Mieeacaft OFF I Eclitinn 200

mputer, click Change or Remave.

Siee  61.4GME —

Size  90.67MB

Size  35.7IMEB
Size: 8.92MB
Size 2.30ME

Size 316.00MB

Size 1.68ME

Size: 1.82MB

Sizge  30.35ME
Size 15 72MB
Size  35.1IME
Size  66.69ME

Size  12.43MB

3. Scroll and select LobbyWorks 4.0.

4. Click Click here for support information to repair the selected
application. A confirmation message appears.

a Support Info

LobbyWorks 4.0

Use the Following information to get technical support For

Lobbyworks 4.0

Publisher: HOMEYWELL

Wersion: 4.0

Conkack: Cuskomer Support Departrnent

Support Information: hkbp: Mhwen honeyvwellaccess, com

Product Updates: http: S, Honevwell comfupdateinfo

Comments; This setup is used to install LobbyWorks 4.0 Applications

x|

If this pragram is not working properly vou may
reinstall it by clicking Repair,

Repair |

5. Click Repair.

Warning: Do not delete the LobbyWorks folder from the installed location. This

may corrupt the registry.
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Removing LobbyWorks

The LobbyWorks applications can be removed in the following two ways:
» Using LobbyWorks Setup
» Using Control Panel

Removing LobbyWorks using the setup
To remove LobbyWorks by running the setup.exe file:
1. Run the LobbyWorks setup. The Welcome screen appears.
2. Click Next. The Program Maintenance screen appears.
x

Program Maintenance ‘ i
Modify, repair, or remove the program, :
‘ s

" Maodify

Change which program features are installed. This option displays the
Custom Selection dialog in which you can change the way Features are
installed,

Repair installation errors in the program, This option fixes missing or
corrupt files, shortcuts, and registry entries,

Remove LobbyWarks 4.0 from your computer,

InistallShield

< Back I Mext = I Cancel |

3. Click Remove, and then click Next. The Remove the Program screen
appears.
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i LobbyWorks 4.0 - InstallShield Wizard x|

g
Remove the Program ‘

¥ou have chosen ko remove the program From your system, o
prog ¥ " l e -

Click Remove ta remove LobbyWorks 4.0 From your computer, After removal, this program
will no longer be available for use.,

IF wou want to review or change any settings, click Back,

LobbyWorks database will be removed. Hence it will
not be reverted back even if you press cancel button.

¥ Delete Lobby'Warks Database

InistallShield

Cancel |

4. To back up the LobbyWorks database, clear the Delete LobbyWorks
DataBase check box and click Remove. A confirmation message
appears asking you to back up the database.

5. Click Yes to take back up, and then all the applications of LobbyWorks
installed on your computer is removed.

Tip: If you want to remove a specific LobbyWorks application, refer to
Modifying LobbyWorks installation.

6. After removing LobbyWorks, the InstallShield Wizard Completed
screen appears. Click Finish to close the wizard.
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Removing LobbyWorks using Control Panel
To remove LobbyWorks using the Control Panel:

1. On the taskbar, click Start and choose Settings > Control Panel. The
Control Panel window appears.

_iBix

Fle Edt Yiew Favortes Took Help | &

Q@.0.1 | L -

s R

Beck  Forward Up | Search Folders | Views
address [T+ control Panel = B0
= B Z
- 3 & ¥ D W 9 + @
Control Panel 2 —
ccessbiity  AddHardware  Add or Automatic  CYSNT Server Date and Time:
(@ sSwitch to Category View Options Remoyv... Tooks Updates
= 7 A . @ G
see Also 3 % = = & A&;
Display  Folder Options  Fonts Game Intelm Internet  JavaPlugin
G Windows Update Controllers  Graphics. Options

@) Help and Support !

Metwork  Phoneand  Power Options  Printers and

&
.
v

&

Keyboard

=
I
F
£

Connections Modem . Eaxes
9.;! 4 fg =/ @ 2 25
Program Redional and  Scanmersand  Scheduled Security. Sounds and Speech
Updates Language ... cameras Tasks Center Audio Devices

©
®

System  Taskbarand UserAccounts  Windows
Start Meru Firewall  Metwork Set..

2. Open Add or Remove Programs. The Add or Remove Programs
screen appears.

B Add or Remove Programs =lalx=
Currently installed programs: ™ Show upgates Sort by [lame ~

cl Adobe Readsr 7.0 Size  61.48MB —

l:_’, Compatibility Pack for the 2007 Office system Size 90.67MB
5 Crystal Reports For MET Framewark 2.0 (x6) Size  35.71MB
ﬁ CWSNT 2.5.03.2382 Size 8.92MB
5 Inkel(R) Extreme Graphics Driver Software Size  2.30MB
5/ Intel¢R) PRO Ethernst adapter and Software

% Jasc Paint Shop Pro 8 Size  316,00MB
§5) 1awa 2 Runtime Environment, SE v1.4.1_01 Size  LEEME
5 12va web Start Size  1.82MB

LobbyWorks 4.0

[S] Mcafes Antispyware Enterprise Moddle 30.35MB

(@) meafes virusscan Enterpriss Size  15.72MB
#5 Micrasoft NET Framework 1.1 Size  35.11MB
B! Microsoft MET Framework 2,0 Size  68.53MB
5] Micrasoft Office Communicator 2005 Size  12.43MB
19 ticracaft (1Ffi innal Editinn 2000 nan_

3. Scroll and select LobbyWorks 4.0.
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4. Click Remove to remove the selected application. A confirmation
message appears.

5. Click Yes to remove.

Warning: Do not delete the LobbyWorks folder from the installed location to
ﬂ remove LobbyWorks. This may corrupt the registry.

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International 6-5 Release 4.0



Removing LobbyWorks 4.0
Removing LobbyWorks

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 6-6 © 2011 Honeywell International© 2011



Troubleshooting

In this chapter...

Fixing LobbyWorks Issues

7-2



Troubleshooting
Fixing LobbyWorks Issues

Fixing LobbyWorks Issues

This section provides you information about some of the errors and warnings
found while using the LobbyWorks applications, and steps to resolve them.

Issue
Unable to Install LobbyWorks Web Center and Adapter applications.

Resolution

If IIS is not installed on the computer, install it before installing LobbyWorks
Web Center and Adapter.

To install Internet Information Services (IIS):

1. Choose Start >Settings > Control Panel > Add or Remove
Programs.

2. Inthe Add or Remove Programs window, click Add/Remove
Windows Components. The Windows Components Wizard appears.

3. In the Component list, select the Internet Information Services (IIS)
checkbox, and then click Details.

4. In Internet Information Services (IIS) dialog box, select SMTP
Service checkbox, and then click OK.

Note: If you are using Windows 2003 Server Operating System.
1. Repeat the steps 1 to 2.

@

2. In the Component list, select Application Server, the Application
Server dialog box appears.

3. Select Internet Information Services (IIS), and then click OK.

Insert the Windows Operating System CD into the CD-ROM drive and run
through the remaining screens in the wizard.

Issue
Unable to install LobbyWorks 4.0 on your hard disk.

Resolution
Ensure that you computer meets LobbyWorks minimum free space
requirements.
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Issue
Unable to start LobbyWorks 4.0 in Windows Vista.

Resolution

Log on to the computer with the administrator privileges.

Issue

Unable to detect the scanner while installing the software.

Resolution

Remove the cable from the USB port and insert it in different USB port and then
run the hardware detection wizard again.

Issue

End User Licence Agreement poping up all the time

Resolution
Delete/Rename the Agreement.txt file in the [installed path]\bin folder.

Issue

LobbyWorks licensing is not supported in different time zone.

Resolution

Ensure that the time zones of both the client and the server machine are same.

Note: If you enable the Automatically adjust clock for daylight saving changes
option in the server machine, then you must enable the same option in the client
machine to launch the LobbyWorks client applications.

@

Issue
Unable to logon to the LobbyWorks applications with different users.
Resolution

1. Open [Install path]\Program
Files\HONEY WELL\LobbyWorks\Bin\Lobbyworks.config.

Note: [Install path] is the installation drive for LobbyWorks applications.
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2. Locate the word Logon.

Example: <add key="Logon" value="james wattson" />

3. Delete the text which is inside the double quotes across the word value.
Example: <add key="Logon" value="" />

4. Save the file.

Issue

Unable to start the log files

Resolution

1. Open C:\Program
Files\HONEY WELL\LobbyWorks\Bin\Lobbyworks.config.

Note: C:\installation drive for LobbyWorks applications.
2. Locate the word LogLevel.
Example: <add key="LogLevel" value="0" />

3. Change the value from 0 to 3 which is inside the double quotes across
the word value. By default, the value is 0

Example: <add key="LogLevel" value="3" />
4. Save the file.

Issue

If you get errors messages such as page not found, or internal server error.

Resolution
Case 1: Server Side

1. Right-click My computer, and then select Manage. The Computer
Management window appears.

2. Expand Services and Applications and Internet Information
Services.

3. Expand Web sites and Default Web site.

4. Right-click LobbyWorks and then select Properties. The Lobbyworks
Properties dialog box appears.
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5. Click Virtual Directory tab, and then click Configuration. The
Application Configuration dialog box appears.

Application Configuration ﬂ

Mappings | Options Debugging |

— Debugging Flags
¥ Enable 45P server-side script debugging

¥ Enable A5F client-side script debugging

— Script Eror Messages
' Send detailed 45P emor messages to clisnt

" Send text emor message to client:

An ermor ocourred on the server when proceszing the URL. Please
contact the spstemn administrator,

QK I Cancel | Apply | Help |

6. Click the Debugging tab and ensure that you configure the settings as
shown in the dialog box.

7. Click OK.
8. Click Apply and then click OK.
Case 2: Client Side

1. Open Internet Explorer.

On the Tools menu, select Internet Options.

Click the Advanced tab.

Clear the Show Friendly HTTP error messages check box.
Click Apply, and then click OK.

A

Issue

In the badge layout, sign in time is not printed on the badge.

Resolution
To display the sign in time on the badge.
1. Log on to LobbyWorks Administrator >Badge Layouts > Designer.
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2. Select data field as registration time and mark the same in the badge.
3. In the left pane, select Longtime.

4. Save the settings.

Issue

Error code 11 LicenseGenerationdate Greater than Current Date.

Resolution

Ensure that you set the date to current date and time, in the computer in which
you have installed the Lobbyworks Administrator.

Issue

Unable to match the previous visitors using the Web Center.

Resolution

Log on to the Web Center again to match the visitors.

Issue

Kiosk UI goes blank, when a temporary card for an employee is added.

Resolution

1. Import employees from the active directory. hence these would not have
the photographs. The machine had Microsoft image writer printer

2. Log on to Kiosk application using an employee (without photograph)
3. Select the Temporary card checkbox.
4. Click Print Badge.
5. Restart Kiosk.
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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Domain related and Web Connectivity Issues

For more information about.... | Refer to the following KB article

How IIS authenticates browser http://support.microsoft.com/kb/264921
clients

Description of Microsoft Internet | http://support.microsoft.com/kb/318380
Information Services (IIS) 5.0
and 6.0 status codes

Troubleshooting HTTP 401 http://support.microsoft.com/kb/907273
errors in IIS

How to Create a Trust http://support.microsoft.com/kb/111565
Relationship from One

Computer

For more information on IIS 6.0 http:/securityfocus.com/infocus/1765

Security

For more information on ASP http://support.microsoft.com/default.asp

Error Messages x?scid=kb:en-us:294271 &Product=iis60
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About Notify

The LobbyWorks Notify application performs the function of sending
notification alerts to the host when the visitor signs in, signs out, or/and
registers.

The application can be used by the employees of a company to do the following:
e Authorize/decline their visitors.
» Extend the visitors’ visit durations.
* Sign-out the visitors.
* Assign the visitor to a different host.

For information about how to perform these tasks, refer to the Notify online
help.

Installing the Notify application

This section describes the steps for installing the Notify application.

Note: Ensure that Notify is installed on all the employee workstations and at the

{&2/} Front Desk.

System requirements

Before you start installing the application, ensure that the workstation meets the
following requirements.

Minimum requirements

Processor Pentium Pro System with IGB RAM
Operating Windows XP Service Pack 2 OR Service Pack 3 OR
System Windows Vista Service Pack 1 Business

Note: To log on to LobbyWorks on a shared computer, you must have
administrator or power user privileges. On a computer with Windows Vista, you
must have administrator privileges to log on to the LobbyWorks application.

@
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Procedure

To install the application, perform the following steps.

1. In the folder containing the Notify setup files, double-click setup.exe. The
Preparing to Install screen appears.

InstallShield Wizard

Preparing to Install...

LobbyWorks 4.0 MNotify Setup is preparing the
Installshield Wizard, which will quide vou through the
program setup process, Please wait,

Configuring Windows Installer

I

2. After Windows Installer is configured, the Welcome screen appears.

i'-.%‘ LobbyWorks 4.0 Notify - InstallShield Wizard LI

Welcome to the InstallShield Wizard for
LobbyWorks 4.0 Notify

Please Uninstall all previous versions and
components of this product

The InstallshieldiR) Wizard will install LobbyWorks 4.0 Motify on
wour computer, To continue, click Next,

WARNING: This program is protected by copyright law and
international treaties,

= Back Cancel

3. Click Next. The License Agreement screen appears.
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{5 LobbyWorks 4.0 Notify - InstallShield Wizard X

License Agreement ‘

Please read the following license agreement carefully, ‘kh
END-USER LICEN3E AGREEMENT FOR HONEYWELL SOFTWARE ﬂ
IMPORTANT-READ CAREFULLY: This Honeywell End-User
License Agreement (this "Agreement™) is a legal
agreement hetween you (either an individual or a single
entity) and Honeywell International Inc. (including its

subsidiaries) for the Honeywell software product
identified abowve, which includes computer software and
may include associated media, printed materials, and

fonline™ or electronic documentation, and any future
et e e et e e P

& T accept the berms in the license agreemert! Print |

" I do not accept the terms in the license agresment

InistallShield

< Back I Mext = I Cancel |

4. To accept the license agreement, click I accept the terms in the license
agreement. The Next button is enabled.

5. Click Next. The Customer Information screen appears.

{5 LobbyWorks 4.0 Notify - InstallShield Wizard x|

Customer Information ‘

Flease enter your information, %

User Marne:
TSL

Qrganization:

Install this application for:
' anyone who uses this computer (all users)

" Only for me (HTSL)

InistallShield

< Back I Mext = I Cancel

6. Type the User Name and Organization.

Select one of the following options.
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Table 8-1 Installation Options

Selection

Description

Anyone who uses this
computer (all users)

Anyone with access rights to this computer can use
Notify.

Only for me

The administrator or the current logged in user with

access rights to this computer can use Notify.

7. Click Next. The Database Information screen appears.

i'é'n LobbyWorks 4.0 Notify - InstallShield Wizard x|

Database Information

Enter Database information.

Server Name :

" windows authentication credentials of current user

% Server authentication using the Login ID and password below

User Name :

Isa

Password :

I*************

InstallShisld

< Back | Mext = I Cancel |

8. Inthe Server Name textbox," type the IP address or the machine name of the
LobbyWorks database server.

If the database and the Notify application are on the same computer, type ‘(local)’
in the Server Name text box.

For a SQLExpress database, type one of the following:
— ‘machine name\instance name’
— ‘IP address\instance name’

‘\instance name’ if the SQLExpress database and the Notify
application are on the same computer

9. Select the windows authentication or the server authentication option and
type the login ID and password information for the database server.
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10. Click Next. The Destination Folder screen appears.

i'-‘%' LobbyWorks 4.0 Notify - InstallShield Wizard LI

Destination Folder 1 J N
Click Mext to install to this Folder, or click Change to install to a different Folder, II

G Install LobbyWworks 4.0 Matify to:
C:\Program Files\HOMEYWELLLobbry\Works!,

Change... |

InistallShield

< Back

Cancel

11. The default destination folder is C:\Program
FilessHONEYWELL\LobbyWorks.

To select a different folder, click Change. The Change Current Destination
Folder screen appears.

{5 LobbyWorks 4.0 Notify - InstallShield Wizard =
Change Current Destination Folder 1 J N
Browse to the destination folder. II
Look in:
I (2 Lobbywarks j | ﬁl
(JEin (IRedist
CdDbocs DSampIes
DDrivers DSupport
(CLang (Cdweb
DLobbyWDrksAdapter
DLog
Eolder name:
IC:'l,Program Files\HOMEYWELL\LobbyWorks!,
InistallShield
Ok I Cancel |

Locate the folder where you want to install LobbyWorks Notify and click
OK.

12. Click Next to continue with the installation.
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i'-‘\!"‘ LobbyWorks 4.0 Notify - InstallShield Wizard

Ready to Install the Program

The wizard is ready ko begin installation,

Click Install ko begin the installation.
If you want o review ar change any of your installation settings, click Back, Click Cancel ka
exit the wizard.

Iniskall5hield
Cancel |

< Back

13. Click Back to change any installation settings. Click Install to start installing
Notify. A screen appears with a progress indicator to show the installation

progress.

1% LobbyWorks 4.0 Notify - InstallShield Wizard

Installing LobbyWorks 4.0 Motify

The program features you selected are being installed.

Flease wait while the InstallShield Wizard installs Lobby\warks 4.0 Matify,
This may take several minutes.

Status:

IystallShield

= Back [t =
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i'a\!"‘ LobbyWorks 4.0 Notify - InstallShield ¥Wizard ﬂ

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Lobbyorks
4.0 Natify, Click Finish ta exit the wizard,

Cancel

< Back

14. Click Finish to exit the installation setup.

Logging on to Notify
After installing the application, perform the following steps to log on to Notify.

1. Choose Start > All Programs > Honeywell > LobbyWorks > Notify.
The LobbyWorks Login screen appears.

LobbyWorks Login

fr;r-‘;, Login.
‘;T% Select company and authentication mode.

r=

~LobbyWorks Logon Information

Company:

User Mame: | |

(3) Use Labby'warks authentication

Login Mame: | |

Password: | |

[] Change passward after lagin

[ Remember my logan infarmation on this computer

[ oo [ oo

2. Select your Company from the list.
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3. Type the LobbyWorks Login Name and Password.

Note: Contact the LobbyWorks administrator for this information.

Select the Change password after login check box to type a new password.

@

5. Select the Remember my logon information on this computer check box to
save your logon information in the database. The user name and password is
saved and is available to you the next time you log on to Notify.

6. Click Advanced to change the LobbyWorks database server information. The
Connect dialog box appears.

a. Modify the Server name if required.
b. Select one of the following:

— Select Use Windows integrated authentication, if the
credentials for logging on to Windows must be used for
logging on to the database.

— Select Use LobbyWorks authentication, if the SQL Server
user name and password must be used for accessing the
LobbyWorks database.

c. Click OK to save the modified database server information.
7. Click Login to log on to the application.

After logging on, the LobbyWorks Notify application runs in the background and the
#+ icon is visible in the system tray. Right-click the icon to view the configuration
options.

You can change the LobbyWorks database server information

For more information about the configuration options, refer to the Notify online help.
To access the online help, right-click the Notify icon in the system tray and select Help
from the right-click menu options.
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Troubleshooting known issues with Notify

Question 1

How do I know Notify is running? Is it a service?

Answer

Notify is not a service. When the application is launched and is working
properly, it runs in the background and the g« icon is visible in the system tray.

Question 2
Can I make Notify a startup program?

Answer

Yes. You can use the settings option in the right-click menu in the Notify
application to make Notify a startup program.

Question 3

How do I know if I am connected?

Answer

If Notify is unable to connect to the LobbyWorks database, the Notify icon in
the system tray appears red in color.

Question 4

How do I troubleshoot connection issues when the server and the client are in
the same domain?

Answer

When you try to log on to the Notify application, the application first tries to
connect to the LobbyWorks database. When successful, it then asks for the
LobbyWorks application login name and password.

If the application is unable to connect to the database, the reasons could be the
following:

* Network connection issues.

* Improper database server name, user name, and/or password.
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* The Windows firewall is turned ON, on the server and/or the client computer.
* SQL Server is not up and running.

Question 5

How do I troubleshoot connection issues when the server and the client are in
different domains?

Answer
1. Ping the server machine name from the client.

2. Similarly, ping the client machine name from the server. You must get a
response from both of them so that they can communicate with each other.

3. If'the ping is successful, then try the troubleshooting steps mentioned for a
server and client in the same domain.
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A List of all the chapters in Part B

Chapter

Explains...

Chapter 1, "Introduction”

The visitor management process in LobbyWorks and introduces
the key features available in the Administrator application.

Chapter 2, "User Interface"

How to log on to the Administrator and the various elements in
the user interface. In addition, it includes license information for
the LobbyWorks suite.

Chapter 3,"Profile
Management"

How to create and manage a profile, by adding company, site,
building, employee, and workstation information. In addition, it
explains how to importing employee information from active
directories.

Chapter 4, "Categories"

How to manage Visitor, Employee, Asset, and Delivery
information. In addition, it explains how you can grant
permissions to employees and visitors.

Chapter 5, ""

How to schedule the tasks.

Chapter 6,"Lists"

How to manage lists.

Chapter 7, "Additional
Settings"

How to create security levels, links and custom fields. In
addition, has information about Clearance Codes and ACS
Access Cards.

Chapter 8, "Badges"

How to design badge templates and badges.

Chapter 9, "Badge
Preprint"

How to print the badge and configuring printer.

Chapter 10, "Reporter”

How to create predefined and customized reports

Chapter 11, "Backup and
Restore"

How to take backup and restore the database.

Chapter 12, "External
Devices"

How to use the external devices such as scanners, printers,
cameras, and so on in the LobbyWorks Administrator and Front
Desk application.

Chapter 13, "Kiosk
Configuration"

How to configure Kiosk using Administrator.




"Appendix A - ACS
Integration"- A

ACS Integration.

"Appendix B - Active
Directory"- B

Active Directory.

"Appendix C - Calendar
Integration"- C

Calendar Integration.

“Glossary”

Description about commonly used terms in LobbyWorks
applications.
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LobbyWorks Overview

LobbyWorks is a visitor management system for screening and tracking visitors
to a company. It helps you maintain and manage visitor information.
LobbyWorks terminologies include:

* Company: can comprise many buildings, or can be spread across
multiple locations or sites

+ Site: can include many buildings

* Building: can comprise different companies on various floors
This implies that LobbyWorks can be deployed to suit specific requirements.
There are eight applications in LobbyWorks and each of them help in various
phases of visitor tracking.

* Administrator: used to configure and control the working of all the
applications in the suite

* Front Desk: used by the personnel to enter visitor, asset and delivery
information and print badges for them

* Badge Preprint: used by the personnel to print badges

* Kiosk: used by visitors to self-register

» Notify: used by the front desk personnel and hosts to communicate with
each other about the arrival of visitors and accepting/declining them

*  Web Center: is a web-application used by the employees to pre-register
and manage their visitors information

* Reporter: used to generate reports

* Scheduler: used to schedule the frequently performed tasks by the Front
Desk and Administrator

In addition to tracking and maintaining visitor information, LobbyWorks can
monitor employees’ assets and their deliveries.

A typical visitor tracking process involves the following steps, which is
performed through each of the LobbyWorks applications.

1. Pre-register the visitor: An employee (host), who is expecting a visitor,
enters the details of the visitor in advance in the Web Center application.

2. Register the visitor: When the visitor arrives, the front desk personnel
enter the visitor details in the Front Desk application. The visitor’s
business card or driving license can be scanned to automatically fill the
information.

OR

Visitor self-registers: The visitor can enter the visit details in the Kiosk,
normally kept at the lobby.
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3. Notify the host: After entering the visitor information, the Front Desk
application notifies the host about the visitor's arrival. The host can
authorize the visitor’s arrival or decline entry to the visitor.

4. Sign-in the visitor: The front desk personnel print a badge for the visitor,
which contains visitor details, the purpose of the visit and the visit

duration.

LobbyWorks Administrator

The LobbyWorks Administrator enables you to configure and maintain the other
applications in the suite. In addition, it provides an interface to view and edit
company, site and employee information.

Settings and Configuration

The main tasks in LobbyWorks Administrator are the following:

* Configuring the Kiosk

* Configuring the Front Desk

* Miscellaneous tasks, like adding data and designing badges

Kiosk Configuration
Table 9-1

Task

Refer to...

Enable name matching,
touch screen features in the
Kiosk.

“Set General Kiosk Properties* on page 36 in
the Profile Management chapter.

Select the buttons to be
displayed in the Kiosk UI.

“Set Additional Kiosk Properties* on page
34 in the Profile Management chapter.

Provide the greeting
message and the
specifications for name
matching.

“Providing Kiosk Settings* on page 5 in the
Profile Management chapter.

Display links to websites
useful to visitors.

“Links* on page 5 in the Additional Settings
chapter.
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Front Desk Configuration
Table 9-2

Task Refer to...

Select the fields to be “Customize Field Definitions* on page 12
displayed in the Front Desk in the Categories chapter.

UL

Create custom fields to be “Custom fields“ on page 7 in the
displayed in the Front Desk Additional Settings chapter.

UL

The tasks listed in the table determine the look and feel and the features
available in Front Desk. The settings in the Administrator enable you to
configure Front Desk to suit your requirements.

Refer to the chapters in this guide to configure the Front Desk using the

Administrator settings.

Miscellaneous Tasks

Table 9-3 Tasks you can perform using Administrator

Task

Refer to...

Add companies, sites, and
buildings to represent the physical
premises.

“Company* on page 2, “Site” on page
11 and “Building® on page 13 in the
Profile Management chapter.

Add the employee information
individually, or import the data in
bulk.

“Employee* on page 15 in the Profile
Management chapter.

Create sub-categories for the
predefined visits, employees,
assets, and deliveries categories
and set unique rights for them.

“Visit category* on page 2, “Employee
category“ on page 15, the Categories
chapter.

Design templates and assign them
to badges, to create badges
specific to a company, site and
category.

“Configure layout templates” on page
1 and “Configure badges* on page 1 in
the Badges chapter.
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Task Refer to...

Manage the password and logon “Logging On to Administrator* on

screens. page 2 and “License manager* on page
11 in the User Interface chapter.
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User Interface
Overview

Overview

This chapter describes how to log on to the LobbyWorks Administrator application,
and how to use its various elements. The elements in the Administrator user interface
include the title bar, menu bar, tool bar, status bar, navigation area, and display area.

In addition, this chapter gives you information about configuring the logon password
in the Administrator application.

Logging On to Administrator

You can use the default user name and password to log on to the application. The
administrator has full rights to configure the default settings.

To log on to Administrator:

1. Choose Start > Programs > LobbyWorks > Administrator. The
LobbyWorks Login dialog box appears.

LobbyWorks Login

= Login.
‘j“g Select company and authentication mode.

~LobbyWorks Logon Information
Company: Campary -

() Use Windows authentication

User Mame:

(3) Use Labby'warks authentication

Login Mame: |

Password:

[] Change passward after lagin

[ Remember my logan infarmation on this computer

[ oo [ oo

2. Select your Company.
3. Select one of the following:

¢ Select Use Windows integrated authentication, if the credentials for
logging on to Windows must be used for logging on to the database.

* Select Use LobbyWorks authentication, if the SQL Server user
name and password must be used for accessing the LobbyWorks
database.
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4. Type the User Name used for Windows authentication, if Use Windows
authentication is selected.

OR

Type the Login Name and Password, if Use LobbyWorks authentication is
selected.

Note: If you are logging on to the Administrator for the first time, type the
following:

@

a. Login Name as administrator.
b. Password as guest.

5. Select the Change Password after Login check box to change the current
password, immediately after logging on to the application.

6. Select the Remember my logon information on this computer check box to
automatically log on to the system the next time.

7. If you want to change the database server from where the data is accessed,
click Advanced. The Connect dialog box appears.

==y Database Server Connection
';\f-‘_\ Fleaze specify valid databaze server name.

~Server Informati

Server name: iel0xpagy7dls
() Use Windows integrated security

(3) Use Explicit Lagin

User Mame:

Password:

[ Ok H LCancel l

a. Type the Server name in which you have installed the LobbyWorks
database.

b. Select one of the following:

— Select Use Windows integrated security, if the credentials for
logging on to Windows must be used for logging on to the
database.
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Select Use Explicit Login, if the SQL Server user name and

password must be used for accessing the LobbyWorks
database.

c. Click OK to change the server settings and close the window.

8. Click Login in the LobbyWorks Login dialog box. The Lobbyworks
Administrator user interface is displayed.

@

Change Password

~Logon Information

=y Change Password
“j“\, Populate comectly old password and retype new ane.

Note: If the Change Password after Login check box is selected, the
Change Password window appears.

Username:
Old Password:
MNew Password

Confirm Mew Passwaord

admin

Cancel

a. Type the Old Password, New Password, and confirm the new
password by re-entering it in Confirm New Password.

b. Click Save to log on to the application.
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About the Administrator user interface

The Administrator user interface is divided into five parts namely Menu bar, Tool bar,
Status Bar, Navigation area, and Display area.

3 LobbyWorks Administrator. [AEES
£ e bar

Toolbar

I =] [ ebi < » 1P
[

o @ Lists
[ Visit Purposes
81 fliases
£ Colors

= B Profies

€ Ermployees
=] warkstations
* 7% Calegaiies

# [ Seheduler

= Custom Fields

i Motification temy

£} Clearance Code

ﬁnhhywmmnmmsnatm —\ Hare,

[E]2ikdings
i Employees
arkstations
535 Categaries

Scheduler

S Notificaion templates:

£ Custom Fields

6} Clearance Code
ACS Access Cards

Lirks

& secuty Level

Badges

SR, ACS Aocess Cal
& Links
& Securiy Level Display
Badges
{73 Layout Templates
2] tvailable Workstations
192 Advanced Canfiguration
=3 Defintions
[ Badge Codes
om Passiord Managem
@ Mail and Network
= Seheduler
(h Server Tasks
7 License

s acs
\ <5 HostMerge )K /
Navigation Area

Display frea

< >

[g Administrator Yersion 4.0 Build 5.6 €. Administrator Administratar | 12 Ttems | 12 Total Irems

*  Menu bar — Contains three menu options that enables you to exit from the
application, access the help, and change the view of the display in the display
area.

* Tool bar — Contains a list of icons that enables you to view the help, perform
back up and restore options, and so on.

« Navigation area — Displays all the tree elements in a tree structure.

* Display area — Displays the detailed information of the item selected in the
Navigation area.

Menu and Tool Bars

Menu Bar

The menu bar appears on the top of the user interface. It contains three menus; File,
Action, and View. Click the menu to view the menu options. Using the menu options
you can perform the following actions:

*  Quit the application - Choose File > Exit.
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* About the application - Choose File > About.

» To disconnect the current user from the application - Choose Action >
Disconnect.

* Change the view - Choose View and select the desired view option.

The available views are:

View View Description
Option
Large Icons g a a a Displays the list of
Employee  Administr... Operator  Temporary 1tems as large 1cons.
Host
Small Icons € e € i Dlsplays the llgt of
€ Operator € Temparary Host items as small icons.
List € Displays the items in a
ﬁ Administratar 11St
ﬁ Operator
ﬁ Temporary Host
Details i Displays the items in a
Mame Diescription . . .
ﬁ Employee Category for common users. Can't 1 hSt Wlth deta]ls' By .
€ administratar Category for uzers with administratc default, the Details view
Operator Category for uzers with receptionislt iS Selected.
ﬁ Temporary Host Cateqgory for temporary users. Can't
Note: You can click the
column title to sort the
entities in the ascending
order. Click the column
title again to sort them
in the descending order.
Tool Bar

The tool bar appears below the menu bar. The tool buttons help you traverse through
the menus in the navigation pane and perform regular operations like data backup,
cleanup and restoration.

< o B

EE2
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The following table describes the tool buttons:

Tool button Description

Back Enables you to navigate to the previously
selected menu

y | Forward Enables you to navigate to the recently
selected menu

= | Up One Level Enables you to move one level higher

g | Export Exports the selected contents in the right
pane to a text file

o | Help Displays the help topic for the selected
entity

2 | Backup Cleanup Database | Enables you to backup and cleanup the
database

7 | Restored Database Enables you to restore the database you
backed up earlier

7 | Audit Log Events To export the logged events to a CSV file
from the database

Look For IDescription j Search In | 4 ,l’ 1

You can use the Look For list to search for the following criteria to locate
information for an employee.

* Buildings

* Category

* Department

e E-mail

* First Name

» Last Name

* Phone

* User Name
You can use the Look For list to search for the following criteria to locate
information on a workstation.

* Description
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© 2011 Honeywell International 10-7 Release 4.0



User Interface
About the Administrator user interface

Navigation Area

Name

Use the following search options to locate information for an employee or a
workstation.

Look For - Enables you to look for a criteria

Search in - Enables you to search information on a criteria
Click ¢ » to navigate between the pages

Type the page number 10 to view details

Press Enter to start search

Status Bar

The Status Bar at the bottom of the Administrator user interface displays the purpose
of the selected menu.

|1_ Administrator Yersion 4.0 Build 4.1 |ﬁ Administrakor Administrator " 1 Ttems ” 1 Tokal Items

The navigation area appears on the left of the user interface. It shows all the available
options within Administrator in a tree structure. In the tree, you can click the ® sign to
expand the branch and click the = sign to collapse the branch. You can also
double-click the branch to expand or collapse it.
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T2 Lobbyhwiorks Admiristrator

E-fF] Lists

E-E] Profile: » Branch
EI Compaty

= Sitet

----- [0 Buildings

----- ﬁ Employees

“Wworkstations

ories
Wisits

E Ermployess ——P> Tree Element

o Aszets

@ Deliveries

#] Scheduler

% Clierit T asks

B Report Tasks

----- T2 Approval Autharit
----- = Custorn Fislds

----- £ Clearance Code
----- E& ALCS Access Carg
@D Links

@ Security Level

-9 Advanced Configuration

When you click a tree element (a branch or any item in the tree), the list of available
entities for the selected branch appears in the display area. For example, if you click
Categories, the list of available categories appears in the display area.

You can right-click the tree element to perform the add, edit, and delete the entity for
the selected element. The right-click options depend on the selected element property.
For example, if the list of entities of the selected element is fixed, the right-click
option may not contain the Add option.

Display Area

The display area appears on the right of the UI. It displays the entities for the selected
element in the navigation area. The entities in the display area can be viewed as:

» Large Icons
*  Small Icons
e List

e Detailed List

To change the view of the entity display in the display area, refer to “Menu Bar* on
page 5 in this chapter.

To perform actions on a selected entity, right-click the entity in the display area and
select the required option from the right-click menu. The list of right-click options
depends on the entity property. For example, if you right-click the entity of

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International 10-9 Release 4.0



User Interface
Configuring the password

Categories, the right-click options would be Add and Help. If you right-click the
entity of Visits, the right-click options would be Add, Modify, Delete, Copy, and
Help.

Configuring the password

In LobbyWorks, you can configure the password for:
» Its expiry date
» Password length
* Locking a password after a series of wrong password attempts
To configure the password:
1. Expand Advanced Configuration, and then Definitions.
2. Click Password Management. The password management is listed in the
display area.

3. Right-click Password Management and click Modify. The Password
Management dialog box appears.

2, Password Management: ll

= Password Management Information
‘II“ Fill infarmation fields and click Save button.

~Password M.

[ Password expires after o days
Password must be atleast |4 characters long
Lack password

() Permanently lock user after

o attempts of wrong password

(3) Tempararily lock an accaunt For

300 seconds after |3 false password attempts

[ Save ][ Cancel l

4. Select or clear the following password management check boxes:

Option Description

Password expires | Select this check box and specify the number of days

after after which the password expires.
Password must Select this check box and specify the minimum number
be atleast of characters required in the password.
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Option Description

Lock Password Select this check box to lock the password at the
following two different scenarios:

Permanently lock user after: Select this option and
enter the maximum number of password attempts
allowed to the user. On exceeding the maximum
number of password attempts, the access to the
application is denied.

Temporarily lock an account: Select this option and
enter the period in mins or hours for which password
remains locked. Also, enter the maximum number of
attempts allowed to the user. On exceeding the
maximum number of password attempts, the access to
the application is locked for the specified duration.

License manager

f‘%

The License Manager helps you install and manage the licensing for the LobbyWorks
server and client applications. When required, it also enables you to terminate the
license. You can also transfer the license to another computer after termination.

Installing the license involves
1. Generating the Host ID file.
2. Obtaining the License Certificate
3. Installing the License Certificate

Note: You can use the LobbyWorks Administrator application without a license.
However, to use the other applications and features in the LobbyWorks suite, you
must procure the appropriate license and then install the license certificate on the
LobbyWorks server.

Installing the License

Step 1: Generating the Host ID

The host ID file uniquely identifies the system on which it was generated. The
generated host ID file has the file extension .hid.

To generate the host ID

1. In the navigation area, expand Advanced Configuration.
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2.

Right-click License, and then click Add. The LobbyWorks License dialog
box appears.

=, LobbyWorks License x|
Generate Host Id File Install License Certificate Teminate License Certificate

To generate host id file, please give fils name and click on "Generats Host 1d File",

Host Id File Name : E

On the Generate Host Id File tab, click the ellipses button ' to select the
location where the host ID file must be saved. The Save As dialog box
appears.

a. Browse to the location where the file must be saved.

b. In File name, type a name for the host ID file and click Save. The file
name with the location is displayed in the Host Id File Name box.

Click Generate Host Id File.

a, LobbyWaorks License [ x]
Generate HostIdFile | Install License Cerficate | Teminate License Catificate |
To generate hast id file, please give file name and click on “Generate Host 1d File",
Host Id File Name : Ci\DacLments and Settings|AdministratoriDesktopiLobb | [ . |
Generate Host Id File

A confirmation message appears indicating that the host ID file is generated.

LobbyWorks License [ ]
Generation of host Id flle successfully completed.

Step 2: Obtaining the License Certificate

1. Contact the product vendor to obtain the voucher number.
2. Zip the generated Host ID file and assign the password as ‘password’.
3. In the subject line of the e-mail, specify the voucher number in the format
“VOUCHID: Voucher number”.
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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For example, the subject line for the e-mail can be “VOUCHID:
1234-33254-36542".

4. Send the e-mail to the address License.Server@honeywell.com.

You will receive the license certificate as a zipped attachment with a password.
5. Unzip the file using the password ‘password’ to access the license certificate.

6. Save the license certificate on the computer.

Note: The reply e-mail from the license server is also sent to the e-mail addresses
which were in the Cc list of your e-mail.

@

If the e-mail is not in the specified format, the license server is unable to process the
request. As a response, you might receive an e-mail with an error message which can
help you resolve the issue.

For information about the error messages and their possible causes, refer to the
section “License Server Error Messages” in this chapter.

Step 3: Installing the License Certificate

The license certificate can be installed only using the Administrator application in
which the Host ID file was generated.

To install the license certificate, you must:
»  Specify the location where you have saved the license certificate.
* Specify a location on the server where a copy of the license certificate
(deployment file) must be saved.
LobbyWorks retrieves the license information from the deployment file, as and
when required.
To install the license certificate

1. In the navigation area, expand Advanced Configuration.

2. Right-click License, and then click Add. The LobbyWorks License dialog
box appears.

, LobbyWorks License [ ]

Generate Host Id File Install License Certificate Teminate License Certificate

=, | Toinstall license certificate, please give the source file name and deployment: file name For
N I‘( license certificate and click on “Install License Certificate”.

Source File Name :

Deployment File Name: E
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3. Click the Install License Certificate tab.

4. Click the ellipses button '** next to the Source File Name box. The Open
dialog box appears.

a. Browse to the location where the license certificate is saved.

b. Click the .cert file and then click Open. The file name with the
location is displayed in the Source File Name box.

5. Click the ellipses button *'* next to the Deployment File Name box. The
Save As dialog box appears.

a. Browse to a location on the server where the license certificate must
be saved.

b. In File name, type a name for the license certificate and click Save.
The file name with the location is displayed in the Deployment File
Name box.

a, LobbyWarks License x|

Generate HostIdFile | Install License Cetficate. | Teminate License Catiicate |

75, | Toinstall licanse certificats, plsase give the sourcs file name and deployment File name For
-_T\ license certificate and click on "Install License Certificate,

Source File Name : C:\Documents and Settings\e446397\Deskioplfees3744 E

Deployment File Name: | {pocuments and Settings|e446357|Deskoptabe.cert || .. |

Install License Certificate

6. Click Install License Certificate.

Note: The Install License Certificate button is enabled only after the source

T .

ig/} and deployment file locations are selected.
A confirmation message appears indicating that the license certificate is
installed.

Upgrading the License

1. Send an e-mail with the base voucher number to the LobbyWorks product
manager.

You will receive an e-mail from the product manager with the upgrade voucher
number.

2. Send an e-mail to the address License.Server@Honeywell.com with the
upgrade voucher number in the subject line "VOUCHID: Vouchernumber".
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You will receive an e-mail from the license server with the upgrade license
certificate.

If the e-mail is not in the specified format, the license server is unable to process the
request. As a response, you might receive an e-mail with an error message which can
help you resolve the issue.

For information about the error messages and their possible causes, refer to the
section “License Server Error Messages™ in this chapter.

Terminating the License

You can terminate the license when you do not want to use LobbyWorks or when you
want to transfer the license to a different computer.

To terminate the license
1. In the navigation area, expand Advanced Configuration.

2. Right-click License, and then click Add. The LobbyWorks License dialog
box appears.

3. Click the Terminate License Certificate tab.

a, LobbyWorks License B

Generste HostldFils | Instsl Licsnse Cetficats | Teminats License Cattficats |

7, | To terminate current active license, please give Foldst path ta creats bermination file and click
=y || on "Terminate License Certficate”.

Termination File Name : E

4. Click the ellipses button '** next to the Termination File Name box. The
Save File dialog box appears.

a. Browse to a location on the server where the license certificate must
be saved.

b. In File name, type a name for the termination file and click Save. The
file name with the location is displayed in the Termination File
Name box.

5. Click Terminate License Certificate to generate the termination file.

The termination file has a .term extension.
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Transferring the License

@

Before you transfer a license to a different computer, you must terminate the existing
license.

For information about generating the termination file, refer to the section
“Terminating the License” in this chapter.

To transfer the license

1. Generate the host ID file for the computer to which the license is to be
transferred. For information about generating the host ID file, refer to the
section “Step 1: Generating the Host ID” in this chapter.

2. Zip the Host ID and the termination file together, and assign a password
‘password’.

3. In the subject line of the e-mail, specify the voucher number in the format
“VOUCHID: Voucher number”.

For example, the subject line for the e-mail can be “VOUCHID:
1234-33254-36542".

4. Send the e-mail to the address License.Server@honeywell.com.

You will receive the license certificate as a zipped attachment with a password.
5. Unzip the file using the password ‘password’ to access the license certificate.

6. Save the license certificate on the computer.

Note: The reply e-mail from the license server is also sent to the e-mail addresses
which were in the Cc list of your e-mail.

If the e-mail is not in the specified format, the license server is unable to process the
request. As a response, you might receive an e-mail with an error message which can
help you resolve the issue.

For information about the error messages and their possible causes, refer to the
section “License Server Error Messages™ in this chapter.

License Server Error Messages

Message 1:
Sorry, the Voucher ID you entered is InValid. Please enter a Valid Voucher ID.

Causes
An invalid voucher ID is sent in the e-mail request.

A typographical error in entering the Voucher ID.
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The voucher ID received does not exist in the database.

Message 2:
Please give the valid Host ID file.

Causes

The attached Host ID file is unzipped.

The attached Host ID file is zipped but not protected with the password 'password'.
The attached Host ID file is corrupt.

Message 3:
The License is already generated for a different Host ID.

Cause

The voucher ID that was sent, was used for generating the license for a different host
ID.

Message 4:

Base License for this file is not generated yet.

Cause:

The voucher ID that was sent, may be for the upgrade license. However, if a base
license is not present, an upgrade license cannot be generated.

The base license is necessary to generate the upgrade license.

Message 5:

The product is InActive in license server. You cannot generate this license. Kindly
contact the product vendor/product focal for further details.

Cause

A product can be made inactive in the license server, based on a request from the
product administrator. When an e-mail is received, with the voucher number for a
product which is inactive in the license server, this error message is sent as a reply.
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Message 6:

No Reply from License server

Cause:

Only e-mails with subject lines starting with the string "VOUCHID:" are processed
by the license server.

E-mails which do not start with the string "VOUCHID:" in the subject line, are
ignored by the license server and no action is performed on these e-mails.

Message 6:

Error code 11 LicenseGenerationdate Greater than Current Date.

Cause:

The date in the computer in which you have installed the Lobbyworks Administrator
is not set to the current date time.

License Information

You can view the details of the license installed in your computer such as license type,
voucher ID, number of hosts, number of kiosks, and so on.

To view the license information
1. In the navigation area, expand Advanced Configuration.

2. Right-click the license, and then select View. The LobbyWorks License
Manager dialog box appears.

T8 | e e Pk i
License Infarmation TotalIn Use Features

License Type: LobbyWorks Premier ‘\
woucher Id Dema License
Front Desk 10
Kinsk 1o
Reporter 0
Motify 1000
Web 10
Host 100000
Expiry Date Permanent

\
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3. On the License Information tab, you can view the details like license type,
voucher ID, number of applications supported by the license and so on.

A Works License Manager

License Package
Summary of License Package Information.

License Information TotalIn Use Features

workstation |Fo [ksk |rer_ [HsT |
[ELIDTBV671S Mo Mo Mo Yes

X

Front Desk Oof 1

Kiosk Oof 1

Reporter:

Oof 1

Notify 1of1

4. On the Total In Use tab, you can view the number of applications such as
Front Desk, Kiosk, and so on supported by the license type installed on your
system by LobbyWorks Administrator.

4 LobbyWorks License Manager x|

License Package
Summary of License Package Information.

License Information Total In Use Features

\workstation |ro |ksk |reT [msT |
[ELIDTEVXE71S Mo Mo Mo Yes

Front Desk. Oof 1

Kiosk. Oof 1

Reporter: Oof 1

NotiFy 1of1

5. On the Features tab, you can view the list of features supported by license
type.

FAQs about Licensing

Question

Where does the LobbyWorks suite of application refer to the license, after installing
the license?

Description

The license information is stored in both the file and in the database. It refers to the
computer in which you have installed the license(on the server).
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Profile Management

Overview

Overview

The LobbyWorks Visitor Management System can monitor and track visitors entering
a premises. The premises can be a building, company, site, a floor, or it can be a
company spread over multiple locations.

A Profile can be created for each premises in LobbyWorks. Creating profiles enables
you to effectively manage the premises information, in addition to, maintaining and
tracking the details of employees and their visitors.

Company

A Company in LobbyWorks is the topmost entity in the Profile. Sites, buildings and
employees are defined for the company.
The definition of a company can vary in LobbyWorks. It can be any of the following:

* company with business units spread over multiple locations (or sites in
LobbyWorks)

+ premises enclosing multiple companies

* company with units based in different buildings within the same premises

When the Administrator is installed, a company is created by default. You can modify
the settings for the default company and also add companies to the Profile.

Adding a Company

1. Right-click Company in the navigation area, and select Add.
OR

Select Company in the navigation area, right-click in the display area, and select
Add.

OR

Select Profiles in the navigation area, right-click Company in the display area and
select Add.

The Company Information dialog box appears.

2. In the Company Information dialog box, click the General tab.
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s, Company Information ﬂ
Company Information
H Provide the company information.

Gerneral T wiorkstation Links T Calendar Integration T Kicsk Settiry 4 I ’I

C

pany Informati

Company [Mame Lobby'Warks Enterprises

Description

Save l [ Cancel

3. Type the Company Name.
4. Type a Description for the company.
5. Click Save to add the company to the list of companies.

For every company you can:

» Assign workstations, such that the Front Desk and Kiosk applications
running on them, register visitors only for the selected company

* Configure LobbyWorks to access employees’ calendar meetings. From
the calendar, the visitors attending a meeting can be identified and
pre-registered automatically

* Provide the settings for the Kiosk
* Provide the active directory details to import employee information
* Set Logon details options such as

— Windows based authentication where you can provide windows
based credentials to logon to the LobbyWorks application.

— LobbyWorks internal authentication where you can provide the
LobbyWorks credentials, if you have created an account using
LobbyWorks application.

Note: Click ¢ or » to view the required, hidden tab.

@
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Assigning Workstations

You can assign workstations to a company, building, and/or site. Assigning
workstations enables you to track information about visitors related only to the
specific company, building, or site.

Example: Workstation X is assigned to company Y. The personnel using the Front
Desk on workstation X can register visitor only for company Y.

To assign workstations to the company:

1. In the Company Information dialog box, click the Workstation Links tab.

> Company Information g|

Company Information
m Provide the company information,
General ‘wiorkstation Links T Calendar Intearation T Kiosk Settiry 4 | 4 |

~Workstation Assignment:

Available Workstations Assigned Workstations
Q IE10XPLTCI7PYLS

Cancel

2. Select the workstation from the list of Available Workstations.

3. Click _= | to move the selected workstation to the Assigned Workstations
list.

OR
Click > | to move all the available workstations to the Assigned Workstations
list.

4. Click Save to save the workstation settings.

Integrating Calendar Information

You can provide the mail server connection settings in the Calendar Integration tab.
This information enables LobbyWorks to check appointments scheduled for
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employees in the calendar, and identify the visitors arriving for them. After
identifying the visitors, LobbyWorks automatically pre-registers them.

To provide the mail server details:

1. Click the Calendar Integration tab in the Company Information

dialog box.
s, Company Information ﬂ
Company Information
m Provide the company infarmation.
General T ‘wiork station Links T Calendar Integration Kinsk Settir 4 | »
~Calendar Integration
Calendar integration allows synchronization of employes
meeting/appointments with LobbyWorks visitar list,
Mail Server (POP3): Part: 110
User narmes:
Password:
[ Save ] [ Cancel

2. Type the Mail Server (POP 3) and Port address.

3. Type the User name and Password, which LobbyWorks can use to
automatically connect to the POP3 account.

4. Click Check Account Settings to try connecting to the POP3 account
using the information provided.

5. Click Save to save the mail server information.

Note: For more information on Calendar Integration, see Appendix C -
Calendar Integration - C.

@

Providing Kiosk Settings

The Kiosk helps visitors self-register. The Kiosk Settings tab helps you
configure the Kiosk properties.

To type the settings for the Kiosk:

1. Inthe Company Information dialog box, click the Kiosk Settings tab.
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> Company Information

Company Information
m Provide the company information.

3

‘Work gtation Links T Calendar Integration T Kiozk Settings act 4| ¥

~Kiosk Behavi

Conkrack URL:

Match Letters:

Match By:

wiany, b, com

b=

() Last Mame () Eirst Mame

Cancel

2. Type the following information:

Option

Description

Contract URL

The URL appears in the Kiosk application, before
the visitor enters the details to register the visit.

Match Letters

The number of characters the visitor needs to
enter to fill the host information.

Match By

The Match Letters are to be matched with the
First Name or Last Name.

3. Click Save to save the Kiosk settings.

Setting Active Directory Information

Each company in LobbyWorks has its list of employees. The employee information
can be imported from the company’s active directory or added manually. The
connection details for the active directory can be specified in the Active Directory

tab.

For adding an employee manually, refer to “Adding an Employee* on page 15 in this

chapter.

To set the active directory information:
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1. Click the Active Directory tab in the Company Information dialog
box.
», Company Information zl

Company Information
Provide the company information.

Calendar Integration T Kiosk Seftings T Active Directony Logon 4 | ’l

~fctive Directory

AD Server: | server.yourdomain.org Fill sample data

Container! | pC=yourdamain,DC=arg

Ctiteria: sn=*

0O Append Domain Mame to the User Mame For
Windows based authentication.

Use Windows Integrated Security
User name:

Password:

Check Account Settings

[ Save ][ Cancel ]

In AD Server, type the active directory’s server details.
In Container, type the LDAP statement.
In Criteria, type the criteria.

Click Fill sample data to fill the fields with sample information.

A

Select the Append Domain Name to the User Name for Windows
based authentication check box to use the windows based
authentication.

7. Select the Use Windows Integrated Security check box to logon using
the Windows username and password.

8. Click Check Account Settings to verify the user credentials you have
provided in step 7.

9. Click Save to save the active directory settings.

Note: For more information on active directory settings see Appendix B -
Active Directory-B.

@
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Setting Logon Details

You can logon to LobbyWorks using the Windows account user name or the
LobbyWorks account user name and password.

To set the logon information:

1. Click the Logon tab in the Company Information dialog box.

, Company Information ll

Company Information
m Provide the company information.

Kiozk Settings T Active Directory TLogonT KIOSK Image ] ‘l’l

~Logon

[ Windows based authentication

(Employees attached to company are authenticated based on Windows
Account)

Lobby\Works internal authentication

(Employees attached to company are authenticated based on internal
LobbyWorks Account)

Use Lobbyworks internal authentication For new employvees,

[ Save ][ Cancel l

2. Select the following check boxes based on requirement:.

Option Description

Windows based Uses windows authentication to log on to
authentication LobbyWorks Administrator

LobbyWorks internal | Uses LobbyWorks internal authentication to
authentication log on to Administrator.

LobbyWorks internal | Creates LobbyWorks user name and password
authentication for for new employees, irrespective of selecting
new employees windows based authentication.

3. Click Save to save the logon details.
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Setting the Kiosk Image
This tab enables you to load the kiosk company’s image to LobbyWorks.
To set the logon information:

1. Click the Kiosk Image tab in the Company Information dialog box.

* Company Information E|
Company Information
m Provide the company information.
Kiozk Settings T Active Directary TLogonT Kiozk Image ] 1/

~Kiosk Company's Image configuration

Kiosk Company's Image

[ Load... ][ Remove l

Cancel

Click Load. The Open dialog box appears.
Browse to the location where the company’s image is saved.

Click Open. The company image is loaded successfully.

wok wN

To choose a different image, click Remove, and then click Load to
select a new image.
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Editing a Company
1. Right-click Company in the navigation area, and select Modify.
OR

Select Company in the navigation area, right-click in the blank space in the display
area and select Modify.

OR

Select Profiles in the navigation area, right-click Company in the display area and
select Modify. The Company Information dialog box appears.

2. Make the required changes to the company settings.

3. Click Save to save the changes and close the Company Information dialog
box.

Deleting a Company

1. Right-click Company in the navigation area, and select Delete.
OR

Select Company in the navigation area, right-click in the blank space in the display
area and select Delete.

OR

Select Profiles in the navigation area, right-click Company in the display area and
select Delete. A confirmation message appears.

2. Click Yes to delete the selected company.
Notes:

At any point in time, all the companies can never be deleted from the
LobbyWorks Administrator. One company has to be present in the

@

LobbyWorks database.
* The following error message appears, when the company has sites configured
within it.
x

° Can't delete company, because there are sites referred to it

To delete such companies, first delete the sites within it.

For deleting a site, refer to “Deleting a Site” on page 12, in this chapter.
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Site
A site is configured after completing the settings for the Company. When a
company is created, by default a site named Sitel is automatically created. The
existing site information can be edited and more sites can be added to the
company.

Adding a Site

1. Expand Company, right-click Sitelin the navigation area and select
Add. The Site dialog box appears.

Site Information
m Provide the site information,
General KIDSKE Image

Site Informati

Company Mame | Lobbyorks Enterprises

Site: Mame: ‘Wisconsin

Description

Save Cancel

2. Select the Company to which the site is to be added.
3. Type the name of the site in Site Name.
4. Type a Description.

5. Click Save to create the site.

Setting the Kiosk Image
This tab enables you to load the kiosk company’s image to LobbyWorks.
To set the logon information:

1. Click the Kiosk Image tab in the Company Information dialog box.
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> Company Information g|
Company Information
m Provide the company infarmation.
Kiozk Settings T Active Directary T Logon T Kiozk Image ] 4/
~Kiosk Company's Image configuration

Kiosk Company's Image

[ Load... l [ Remove l

Cancel

2. Click Load. The Open dialog box appears.

3. Browse to the location where the company’s image is saved.
4. Click Open. The company image is loaded successfully.
5

. To choose a different image, click Remove, and then click Load to select a
new image.

Editing a Site
To edit a site:

1. Right-click Sitel in the navigation area, and select Modify. The Site dialog
box appears.

N

Select a different Company, if required.

W

. Change the Site Name and Description.

4. Click Save to complete the modification.

Deleting a Site

1. Right-click Sitel in the navigation area, and select Delete. A confirmation
message appears.
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LobbyWorks Administrator =

@ Are you sure you wank to delete selected record?

2. Click Yes to delete the selected site.

Note: If the site you are deleting, has buildings configured within it, then the
following error message appears:

LobbyWorks Adminiskrator x|

° Can't delete site, because there are buildings referred ta it

@

To delete such sites, first delete the buildings within it.
For deleting a building, refer to “Deleting a Building® on page 14 in this chapter.

Building
A building is configured after completing the settings for the Company and Site.
When a company is added, a site Sitel and a building Building1 are created by
default, within the company. Similarly, each time a site is added, Building] is
created by default. The existing building information can be edited and more
buildings can be added to the site.

Adding a Building
1. Right-click Buildings in the navigation area and select Add. The
Buildings dialog box appears.

OR
Right-click Buildingl in the display area, and select Add.
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x

Building Information
m Pravide the building information,

~-Building Information

Cormpany Mame | Lobbyworks Enterprises
Sike Name \Wisconsin
Building Mame  |R&D Facility|

Description

[ Save H Cancel l

Tip: Select Buildings in the navigation area, right-click in the blank space in the
display area, and select Add to open the Buildings dialog box.

2.

Select the Company to which the building is to be added.

Select the name of the site in Site Name.

3
4. Type the Building Name.
5.
6

Type a Description.

. Click Save to create the building.

Editing a Building

1.

Right-click Building1 in the navigation area and, select Modify. The
Buildings dialog box appears.

Select a different Company, if required.

. Change the Site Name, Building Name and Description.

Click Save to complete the modification.

Deleting a Building

1. Right-click Buildingl in the navigation area, and select Delete. A
confirmation message appears.
=
@ Are you sure you wank to delete selected building?
fes Mo |
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829

Release 4.0

1114 © 2011 Honeywell International



Profile Management
Employee

2. Click Yes to delete the selected site.

Note: If the site you are deleting, has employees configured within it, then the
following error message appears:

LobbyWorks Administrator x|

Erraor: 9535
Description: Can't delete building, because there are emploves referred ko it

@

To delete such buildings, first delete the employees within it.

For deleting an employee from a building, refer to “Deleting Employees* on
page 19 in this chapter.

Employee
Employees in LobbyWorks are the hosts for visitors entering the premises. The
employee categories define their privileges for application-access, visitor
registration, and so on.

For information on employee categories, refer to “Employee* on page 15 in the
chapter Categories.

The employee information is stored in the LobbyWorks database. Using the
Administrator application, you can enter, view and modify the employee details.

Adding an Employee

In LobbyWorks, employee information can be added individually or in bulk
through the Import option.

For importing employees, refer to “Importing employee information* on page
20 in this chapter.

To add an employee:

1. In the navigation area, select the Company and the Site to which you
want to add employees.

2. Right-click Employees in the display area, and select Add. The
Employee dialog box appears.
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> Employee g|
%j& E:;EI::;?;;;?:?;;;I;E fields and click Save button
General T Emplayee Lagan T Hast Delegation ]
~Employee Information

First Mame |Kevin | Pickure

Last Mame |Bish0p |

Company |Company ~ |

Site |site1 |

EBuilding | Building1 “ |

Cakeqory |Employee LY |

Department |R&D |

E-mail |Kevin@xy.com |

Phare |(s55) 585 1122 |

Mobile Phone | | [ Load ] [ Remove ]

[ Save ] [ Cancel ]
3. In the Employee dialog box, click the General tab.
4. Type the following information:
Field Description
First Name First name of the employee.
Last Name Last name of the employee.
Company Name of the Company to which the employee belongs.
Site Name of the Site to which the employee belongs.
Building Name of the Building in which the employee is seated.
Category Category assigned to the employee.
Department Name of the Department.
E-mail Employee’s e-mail ID.
Phone Employee’s official contact number.
Mobile Phone Employee’s mobile contact number.
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5. Click Load to upload the employee’s photograph. Use Remove to
remove the photograph.

6. Click Save to save the employee information.

For every employee you can:
* Set the logon user name
* Assign a secondary host

Set Login Information
An employee can log on to LobbyWorks with the Windows user name or a

LobbyWorks user name.

Note: The authentication options displayed in the Employee Login tab depend
on the logon settings for the company.

@

For setting logon details for the company, refer to “Setting Logon Details* on
page 8 in this chapter.

1. Inthe Employee dialog box, click the Employee Login tab.

= Employee El

Ee ) Employee Information
'F:_!& Populate common employee Fields and click Save buttan

General Employes Logon Host Delegation

~Employee Logon

Logon Authentication Mode specifies the ability to pass Lobbywiorks authentication based on
wWindows Account or Internal Lobby'Warks Account,

‘windows User Mame:

(=) Internal {Lobby'warks) authentication

Lobby\Works User Mame: Steven Chan

Cancel

2. Select Windows based authentication to Type the Windows User
Name for the employee.

3. Select Internal (LobbyWorks) authentication to Type the
LobbyWorks User Name for the employee.
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4. Click Save to save the login information.

Assign alternate Host

In LobbyWorks, you can delegate an alternate host to your visitor in your absence.

Note: You can delegate a maximum of 2 alternate hosts. The alternate host delegation
can be performed in the Web Center application.

@

To assign an alternate host

1. In the Employee dialog box, click the Host Delegation tab.

X

= Employee

i N Employee Information
51& Populate common employee fields and click Save button

GeneraIT Emplayee Logon T Host Delegation ]

~Host Delegati

Alkernate host1 : Administrator Administrator 2

Btermtobos2:  |ETEP S

Motify Self

[ Motify Delegates

Cancel

2. Select Alternate host 1 and Alternate host 2, if necessary.
You can assign any of the alternate hosts to meet the visitor in your absence.

3. Select the Notify Self check box to notify yourself through e-mail when the
visitor arrives.

4. Select the Notify Delegates check box to notify the delegates through e-mail
when the visitor arrives.

5. Click Save to save the host delegation information.
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Editing Employee Information
LobbyWorks enables you to edit an employee’s information.
To edit an employee’s information:

1. In the navigation area, expand Profiles, Company and Site and select
Employees. A list of all the employees appears in the display area.

2. Right-click the employee whose information you want to edit and select
Modify. The Employee dialog box appears.

Click the General tab to edit the employee’s personal information.
Click the Employee Login tab to edit the log on settings.
Click the Host Delegation tab to edit the secondary host settings.

S AW

Click Save to save the modifications to the employee information.

Deleting Employees

You can permanently delete an employee when the employee leaves the
company.

To delete employees:

1. In the navigation area, expand Profiles, Company and Site and select
Employees. A list of all the employees appears in the display area.

2. Right-click the employee you want to delete and select Delete. A
confirmation message appears.

LobbyWorks Administrator |
@ Are you sure you want to delete selected record?
es I Mo I

3. Click Yes to delete the employee.

Set Employees Inactive/Active

The registration of visitors for employees on vacation or travel can be avoided
by deactivating them in LobbyWorks. When deactivated, their name is not
displayed in the Front Desk and Kiosk. On their return, the employees can be
activated.

To activate/deactivate employees:

1. In the navigation area, expand Profiles, Company and Site and select
Employees. A list of all the employees appears in the display area.
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2. The following table explains how to set an employee active/inactive:.

Set Employee Inactive Set Employee Active
Right-click the employee you Right-click the inactive employee
want to deactivate and select you want to activate and select
Mark Deleted. A confirmation Undelete. A confirmation message
message appears. appears.
X x
@ Mark employee as inactive? @ Activate employes?
fes Mo | fes Mo |
Click Yes to set the employee Click Yes to set the employee active.
inactive.

Importing employee information

Adding employee information individually can be time consuming for a deployment
involving multiple companies, with each company having a huge database.

The employee import option is a simpler and faster alternative. It enables you to add
the information of multiple employees or an entire employee database, at one go.

You can import employee information:
« from a Microsoft Excel ™ sheet (.csv file) containing the data or

» directly from the company’s active directory

Import data from a .csv file

lTM

Importing employee information from a Microsoft Excel ™ sheet saved as a .csv file

is a two step process.

Step 1: Select the company, site and specify the location of the Import File
Step 2: Select the different conditions to set the rules for the import

To create a .csv file:

1™ sheet and type the field names in the first row.

1. Open a Microsoft Exce
2. Fill the relevant data in each column.
3. Save the file in the .csv format.

The following picture shows how the field names must be entered in the .csv file.
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Field Names

q_ UserName Category | First Name Last Name E-Mail Address Phone Buildings Department

el W Howard | mployee Paul owar| F‘au\anﬁrdQ LWy com (555) 555 — 1891 H, acility [ Lobby\Works Enterprises
3 | GraceClarkson | Employee Grace Clarkson GraceClarkson@@LW com (555) 556 — 3458 R&D Facility | Lobby\Works Enterprises
4 | MaryDowning | Employes Mary Downing MaryDovwning@ W com (555) 555 — 1291 R&D Facility | LobbyWaorks Enterprises

Note: The First Name and Last Name are mandatory, if the information for
these fields are not entered, the record is not saved in the Lobbyworks database.

@

Step 1: Specify the Source Company and Import File
To specify the location of the import file:

1. In the navigation area, select the company and the site to which you
want to add employees.

2. Right-click Employees in the display area and select Import. The
Import Employees dialog box appears.

a, Import Employees 5'
P Import Employee Settings

&4& Specify company, impark source, and rules for the carrect impart;

processing. Press the Finish button to start importing.

~Import Wizard [Step 1 - Source Company and Import File] —
Company Lobbyiworks Enterprises -
Site Wisconsin w
Impart From Comma-separated Fils b
Source File CADocuments and Settings\e446397\ My Documentshimpor!

3. Select the Company to which you want to import the employees.

4. Select the Site to which the employees belong.

5. Select the import option as Comma-separated file (MS Outlook
Address Book) in the Import from drop-down box.

6. Type the location of the .csv file in the Source field.
OR
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Click Browse to traverse to the location of the .csv file.

7. Click Next to set the rules for the import operation.

Step 2: Specify the Import Rules
You can selectively import only the required information from the import file.
When importing employee data you can:
* Import new employees: Import the information of new employees, assign
them to a category and generate user names for those without one
For categorizing employees, refer to “Employee category* on page 15, in the
Categories chapter.
+ Update existing employee information: Select the category of employees
and the data fields you want to update and activate the inactive employees
For setting employees inactive, refer to “Set Employees Inactive/Active® on
page 19, in this chapter.

* Set non-imported employees inactive: Deactivate employees whose
information is present in the LobbyWorks database, but absent in the .csv file.

To set the import rules:

4, Import Employees 1'
= Import Employee Settings
&3 Specify company, import source, and rules For the correct import:

processing. Press the Finish button ko start imparting,

~Import Wizard [Step 2 - Import Rules]

Create new employees
Create with category Employes M

Generate internal user name For the imported employee who do not
have a user name.

Employes

Employes update Fields, UserMame ﬂ
FirstMamne
LaskMarme
| [ LI

Inactivate non-imported
employess,

Inactivate with category
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1.
2 - Import Rules]
following table:

In the Import Employees dialog box, under the Import Wizard [Step

select the appropriate options described in the

Option

Description

Importing new employees

Create new employees

Imports information of employees absent in the
database (new employees).

Create with category

Assigns the newly added employees to the
selected category.

Generate internal user
name for imported
employee that hasn’t it

Enables LobbyWorks to automatically generate a
user name for employees without one.

Updating existing employees

Update existing
employees

Updates the information of employees currently in
the database.

Update with category

Updates only the information of employees
belonging to the selected category.

Activate inactive
employees

Activates the inactive employees, present in the
LobbyWorks database.

Employee update fields

Updates only the selected employee data fields.

Setting non-imported emp

loyees inactive

Inactive non-imported
employees

Deactivates the active employees, absent in the
.csv file.

Inactivate only with
category

Deactivates only the active employees of the
selected category.

2. Click Back to change the settings for the source information.

3. Click Finish to initiate the import process. The Import Employees
dialog box shows the progress of the import.
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Import Employee Progress
&3 Press Stop button to stop employee importing. ..
~Import Progress.
2 of 2 recordis) imported successfully
i.\lrgll?noi|:Es';‘rr§tgorf:st:ilinlinistrator - Successfully updated ;I
[~
4. Click OK to complete the import process.
Import data from an active directory
Importing employee information from the company’s active directory is a two step
process.
1. Step 1: Select the company, site and specify the address of the active
directory
2. Step 2: Select the different conditions to set the rules for the import
Step1:Specify the Source Company and Active Directory Information
To set the active directory information:
1. In the navigation area, select the company and the site to which you want to
add employees.
2. Right-click Employees in the display area and select Import. The Import
Employees dialog box appears.
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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a, Import Employees

Import Employee Settings
Specify company, import source, and rules for the correct import
processing. Press the Finish button to skart importing.

~Import Wizard [Step 1 - Source Company and Import File]
Company Lobby'Warks Enterprises
Site Wisconsin

Impart from “Windaws Active Directory

[[] use Company Settings

A0 Server:

Containet:

Criteria:

Domain

[[] use Windows Integrated Security
User name:;

Password:

Cancel

3. Select the Company to which you want to import the employees.

4. Select the Site to which the employees belong.

5. Select the import option as Windows Active Directory in the Import
from drop-down box.

6. Type the following to specify the active directory information:

Option Description

Use Company | The active directory settings specified for the selected

Settings company are used to import employee information.
For setting active directory information for a company,
refer to “Setting Active Directory Information® on page 6,
in this chapter.

AD Server Active directory’s address.

Container Mode in which LobbyWorks connects to the active
directory.

Criteria Filter condition for importing information.
Example: To import employees whose last names start
with “Kerry”, type SN="Kerry*’.
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Option Description

Use Windows | Windows assigned user name and password are used to

Integrated access the active directory information.

Security

User name User name to access the information in the active
directory.

Password Password to access the information in the active directory.

7. Click Next to set the rules for the import operation.

Step 2: Specify the Import Rules

The rules for importing employee information from an active directory are similar to
the rules available for importing from a .csv file.

For setting the import conditions, refer to “Step 2: Specify the Import Rules® on page
22 in this chapter.

Exporting Employee Information

If you want to analyze the employee information, you can export employee
information from LobbyWorks and save it as a .csv file.

To export employee information:

1. In the navigation area, select the company and the site from which you want
to export employee information.

2. Right-click Employees in the display area and select Export.
3. Type or select the File name for the file to which you want to save the file.

4. Click Save to save the exported employee data as a .csv file.

Host Merge functionality

As documented in the previous sections of this chapter, employees can be added to
LobbyWorks in different ways. Additionally, the employee database can be imported
from Pro-Watch®, an access control system to LobbyWorks using SmartPlus, a
middleware application. For more information on LobbyWorks Pro-Watch®
integration refer to the “Appendix A - ACS Integration” chapter.

As employees are added to LobbyWorks in different ways, there is a possibility that
employee records are duplicated. The Host Merge Functionality enables in removing
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this duplication by merging all the duplicate employee records to a single unique
record.

Note: Host Merge functionality cannot merge the records, if there are more than
3 duplicate records for the same entity.

@

Example: Consider company A has the following employees having the similar
first and last name, similar phone number and similar e-mail address as follows:
— First Name: John
— Last Name: Smith
— Phone: 61082
— E-mail: ab@xy.com
Using the Host Merge functionality, you can merge these two duplicate records
to a unique record based on the common attributes for the two records such as
First Name, Last Name, and Phone.
There are two types of merge.

*  Manual merge - Enables merging of duplicate employee records spread
across companies based on the merge criteria specified manually.

* Auto merge - Enables automatic merging of duplicate employee records
after importing from Active Directory and Pro-Watch® based on the
merge criteria specified.

If there are conflicting values present in different records to be merged, then the
merged record has the data in the following priority.

» Data of the host imported from AD.

* Data of the host imported from Pro-Watch®.

» Data of the host added in LobbyWorks.

To merge duplicate employee records

1. Expand Advanced Configuration in the navigation area, select Host
Merge, and then double-click Merge. The Duplicate Host Merge
dialog box appears
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Duplicate Host Merge

specified criteria

| Merge Duplicate Employees
Qla IMerge Duplicakes Employes records that match the

X

~terge

Company | Compary

Site Sitel
] Merge Across Company

[ Merge &cross Site

Select ohe or more criteria for merge
E-Mail
First Mame and Last Name
] Mabile Phane
D Phone

Start Merge

Manual merge

To perform manual merge

1. Select the Company.
2. Select the Site.

3. Select the Merge Across Company check box to merge duplicate
employees across companies. The Merge Across Site check box is
automatically selected, when you select this option.

4. Under Select one or more criteria for merge, select one or more or all
the following merge criteria listed.

E-Mail

First Name and Last Name
Mobile Phone

Phone
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Note: If you select more than one merge criteria, then only the
employee records having similar attributes for the match criteria
are listed.

@

Note: The duplicates are listed and/or merged only if there are
three or less number of duplicates of a single employee.

5. Click Start Merge.

The Merge Duplicate Employees dialog box appears as shown in the
following figure.

Duplicate Hosts Merge
<3| Merge Duplicate Employees
sg Merge Duplicate Employee records using the specified criteria

Merge Frogress

Lasthlame MobilePhone Phone ™ Merge

S S N ’7
one

Merge Selected Merge &l

6. Select the Merge check box.

7. Click Merge Selected to merge the selected record
OR
Click Merge All to merge all the records listed.

8. Click Ok to complete the merge operation.

The following popup appears after the merge operation.
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Duplicate Host Merge
] Merge Duplicate Employees
3!3 Merge Duplicates Employes records that match the specified criteria

~Merge Progress

@iz 2 duplicates found For the Follawing critenia, 1ane 7 Merge
EMAIL ; ab@sey.com _
HAME : Joe Andrews

abi@ixy.com Duplicate I0{s) deleted : &

Data merged to Employee Id : 4

1 duplcates merged suzcassfully.

Mergese\eztedl[ Merge Al ][ Save ]

Note: Click Save Report to the save the merge results to a report.

@

Auto merge
To perform auto merge

1. Click Auto tab on the Duplicate Host Merge dialog box.
The Auto dialog box appears.
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Duplicate Host Merge E

»| M™erge Duplicate Employees
Q‘ﬁ Merge Duplicates Emplayee records that match the

specified criteria

M arwial At

~ Configuration

Perform auto merge after AD and PACS import

Merge Across Company

Select one or more criteria for auto merge
E-Mail
First Mame and Last Mame
[] tohile Phone
|:| Phone

2. Under Configuration

— Select the Perform auto merge after AD and PACS import check
box to enable automatic merging of duplicate employee records after
importing from Active Directory and Pro-Watch®:

Note: If auto merge is enabled, the duplicate employee records are

merged in the background after AD and PACS import. This happens

only during scheduled AD integration and badge holder

addition/modification in Pro-Watch®.During manual AD import or

manual PACS integration the duplicate host list is displayed to the user.

— Select the Merge Across Company or Merge Across Site check
box as applicable.

3. Under Select one or more criteria for merge, select one or more or all
the following merge criteria listed.
— E-Mail
— First Name and Last Name
— Mobile Phone
— Phone

Note: If you select more than one merge criteria, the duplicate records are
displayed, only if BOTH the merge criteria are listed in the duplicate employee
records to be merged

@

4. Click Save to save the merge settings.
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A\

Caution: You cannot retrieve the hosts after the manual and auto merge
operations.

Workstations

{?’%

Workstations are computers connected to the LobbyWorks data network. They
have LobbyWorks applications installed on them.

Installing an application from the LobbyWorks suite on a workstation,
automatically adds the workstation to the database. However, you also have the
option to add the workstations to the LobbyWorks database.

The Administrator settings enable you to assign the workstation to a company,
building and site. As the workstation is assigned to a specific company and site,
you can manage and track information related only to the site.

Example: Consider workstation X assigned to company Y. Personnel using the
Front Desk on workstation X, can register visitors only for company Y.

Note: If you assign the workstation to a company, the Company drop-down list
does not appear in the Front Desk Login screen.

Adding a Workstation

1. Expand the site and company to which the workstation is to be added.

2. Right-click Workstations in the navigation area, and select Add. The
Workstation dialog box appears.
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=, Workstation x|

=3 Workstation Properties
.»‘-'5 Provide the general workstation information. Also, define the application
= permissions and other Kiosk settings.

General T Application Permizzions T Kiozk Additional T Kiosk Ge 4 | ’l

~Workstation Information
Computer Name [E11DTEYXE715 E]
Assigned to Company | Lobby'Warks Enterprise b
Assigned ko Site Sitel b
Assigned ko Building Building1 ~
Description |
Lacation

[ Save ] [ Cancel l

3. In the Workstation dialog box, click the General tab.
4. Type the Computer Name.
OR

Click [ to open the Browse for Computer dialog box and select the
computer.

5. Select the company in the Assigned to Company box.
6. Select the site in the Assigned to Site box.

7. Select the building in the Assigned to Building box.

8. Type a Description for the workstation.

9. Type the Location of the workstation.

10. Click Save to add the workstation information.

For every workstation you can:
» Select the applications that you want to run on the computer
» Set the general properties for the Kiosk running on the workstation
» Set the additional properties for the Kiosk running on the workstation

Note: Click 4] or »|to view the required hidden tab.

@

Set the Application Permissions

You can select the applications that you want to run on the selected workstation,
in the Applications Permissions tab.
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To set the application permissions:

1. In the Workstation dialog box, click the Application Permissions tab.

% Workstation E|

- Workstation Properties
L= 5 Provide the general workstation infarmation. Alsa, define the application

permissions and other Kiosk settings.

General Application Permizzions T Kiosk Additional T Kinsk Ge 4 | ¥

Workstation Applications Profile

Select the applications allowed to execute on this workstation,
[ Erant Desk

Reporter

[] administratar

Kinsk,

Preprink

Cancel

2. Select the check boxes for the application(s) that can run on the
workstation. The options available are Front Desk, Reporter,
Administrator, Kiosk, and Preprint.

3. Click Save to save the application permission settings.

Set Additional Kiosk Properties

The Kiosk is used by visitors to self-register. However, there is an option for the
hosts (or sponsors) to authorize and sign in their visitor/s using the Kiosk. The
sponsor sign in option can be enabled in the Kiosk Additional tab.

Configuring the additional properties makes the Kiosk more easy to use. It also
reduces the time taken for the visitor to sign in.
Note: For more information, See chapter “Kiosk Configuration” in Part B
To set the additional Kiosk properties:
1. In the Workstation dialog box, click the Kiosk Additional tab.

@
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= Workstation gJ

YWorkstation Properties
:J Provide the general workstation information, Also, define the application

permissions and other Kiosk settings,

General T Application Permissions T Kiosk Additional Kiosk Ge 4 | »

~Kiosk general profile configuration

Enable the Following buttons: Enable Follawing UT languages:
Wisitor Registration D oo D Dutch
Scan pre-registration bar code D German D Russian
‘isitor sign-oukfre-entry English Oareek

. OFrench Ospanish
Employee Sign In

Ottalian

Information Center
Page print < b3
Camera Snap (Sec) |03

Cancel

Select the Visitor Registration check box to enable the visitors to

N

register themselves. This reduces the wait time for visitors as they need
not wait at the Front Desk.

3. Select the Scan pre-registration bar code check box to enable the
visitor to scan the bar code that was sent through e-mail while
pre-registering.

4. Select the Visitor sign-out/re-entry check box to enable the visitor to
automatically sign-out after finishing the meeting.

5. Select the Employee Sign In check box to display the option that
enables the sponsor to sign in and authorize the visitor at the Kiosk.

6. Select Information Center to display the information center option in
the Kiosk. The information center can be configured to display your
company’s information. The links you created are also displayed in the
information center.

For creating links, refer to “Links* on page 5, in the Additional Settings
chapter.

7. Select the Page print check box to enable the Print option in the Kiosk
Information Center. The visitor can click the Print option in the Kiosk,
to print the onscreen information, if a printer is connected to the Kiosk.

Note: This Page print option is enabled only when you select the Information
center check box.

@

8. Select the Camera Snap(Sec) time.
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9. The Enable following UI languages contains a list of languages. Select
the check boxes for the languages that can be displayed on the Kiosk
user interface.

10. Click Save to save the additional Kiosk settings.

Set General Kiosk Properties

The general settings determine the basic features available to the visitor, at the
Kiosk. You can enable the following features:

» Touch screen feature to avoid using the keyboard
* Allow name matching to speed up the process of entering information

Note: For more information, See chapter “Kiosk Configuration” in Part B

To set the general Kiosk properties:

@

1. In the Workstation dialog box, click the Kiosk General tab.

Workstation Properties

1"5 Provide the general workstation information, Also, define the application
= permissions and other Kiosk settings.

Application Permissions T Kiosk Additional T Kiosk General o4 r

~Kiosk General

Kinsk background image
[] pisallows name matching

Use previous visit pickure
Visits authorized by Front Desk on:

v
Kiosk lacation

Cancel

2. Select the Disallow name matching check box to disable the name
matching feature.

Note: Before you select this option, you must clear the Allow only
pre-registered visitor option in the Setting general kiosk properties dialog box.

@

3. Select the Use previous visit picture check box to use the previous
visitor’s photo to print badges for the subsequent visits.

4. Select the name of the computer on which the Front Desk authorizes the
visitor, in the Visit authorized by Front Desk on box.
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Note: When the visitor registers at the kisok, a message appears informing the
visitor to go to specified Front Desk to collect the badge.

@

5. Type the Kiosk location.

6. To set the Kiosk background image:
* Click Load to apply the selected the image as the background.
* Click Remove to undo the selection.

7. Click Save to save the general Kiosk settings.

Setting other Properties
The other settings determine the additional features available to the visitor at the
Kiosk.You can enable the following features.

* Allow default scan mode for a visitor entering the Front Desk.

* Enable/Disable visitor match.

To set the other properties for the kiosk:
1. In the Workstation dialog box, click the Others tab.

= Workstation E|
Workstation Properties

»‘-‘5 Provide the general workstation information. Alsa, define the application
= permissions and other Kiosk settings.

Kiosk Additional | Kiosk General TDthers] 4|

~Other configurations

Default Scan Mode For Front Desk. | Busingss Card b

[] Disable visitar Match (Applicable only For Front Desk),

Cancel

2. Select the Default Scan Mode for Front Desk check box to enable the
front desk personnel to select the following scan mode(s) for visitor
authorization

— Business Card
— Driver License
— Passport
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— Barcode

Select the Disable Visitor (Applicable only for Front Desk) check box
to disable the visitor match feature.

Click Save to save the other Kiosk settings.

Editing a Workstation

1.

Select the company and site for which the workstation properties need
to be modified.

Select Workstations in the navigation area. A list of all the available
workstations appears in the display area.

Right-click the workstation you want to edit, and select Modify. The
Workstation dialog box appears.

Make the required changes to the workstation properties.

Click Save to save the changes and close the dialog box.

Deleting a Workstation

1. Select the company and site for which the workstation properties need
to be modified.

2. Select Workstations in the navigation area. A list of all the available
workstations appears in the display area.

3. Right-click the workstation you want to delete, and select Delete. A
confirmation message appears.

4. Click Yes to delete the workstation form the LobbyWorks database.
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Overview
Overview
Categories in LobbyWorks, are pre-defined groups and can be used for:
» configuring permissions for visitors
e granting or revoking access to the various LobbyWorks applications for every
employee and in addition, defining visit rights for their visitors
* keeping a record of the type of employee assets
» tracking the type of deliveries to and from employees
Categories are created by default, when a site is created within LobbyWorks
Administrator.
The pre-defined categories in LobbyWorks are:
* Visit: Controls and tracks a visitor’s entry to the premises
* Employees: Controls the number of visitors an employee can have and also
limits an employee’s access to the various LobbyWorks applications
» Asset: Manages the employee asset details
* Deliveries: Manages and tracks the details of deliveries, to and from an
employee
Note: The application does not allow you to add any categories. However, you can
@\ create sub-categories for each category. For example, you can add Security, Catering,
= . . .
= and Parking as sub-categories under Visit Category.

Visit category

LobbyWorks can have any number of Visit category definitions. However, by default,
there are three pre-defined visit categories called Visitor, Contractor and Service.
These are created when LobbyWorks is installed for the first time and when a site is
added. Each of these visit categories have their unique settings. You can modify these
settings and also add visit categories to the list.

Adding a visit category

1. Select Categories in the navigation area, right-click Visits in the display area
and select Add.

OR

Expand Categories in the navigation area, right-click Visits in the navigation
area and select Add.

OR
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Expand Categories in the navigation area and select Visits. Right-click
anywhere in the blank space in the display area and select Add. The Visit
Category dialog box appears.

=, ¥isit Category ﬂ

% | Wisit Category Information
ﬁ | Flease set the configuration information common to all visits in this category

General T Fegistration Process T Wizit Control T Host Notification 4 | ’I

Category Informati

Mame Contractor

Description Conkrackar

[] Set this categary as default

[ Save l[ Cancel l

In the Visit Category dialog box, click the General tab.
Type the Name of the visit category.

Type a Description.

A o

Select the Set this category as default check box to make this the
default category for all visitors being registered in the Front Desk,
Kiosk, and Web Center applications.

6. Click Save to add the visit category.

For every visit category you can:
* Configure the visit rights for visitors entering the premises
* Limit the number and duration of visits
» Define the means to alert the host on the visitor’s arrival
» Select the application through which a visit can be registered
* Select the badge template
* Customize the fields that would appear in the Front Desk Application at

the time of visitor registration

Note: Click 4] or »|to view the required hidden tab.
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Set the Registration Process

1.

In the Visit Category dialog box, click the Registration Process tab.

=~ Visit Category

Yisit Category Information

Flease set the configuration infarmation commen to all visits in this category.

3

General

Registration Process

T Wizt Contral T Host Motification 4 ‘ '|

~ ¥isit Requirement:
[ wisit is autharized by Hast,
[] visit is authorized by Front Desk.

Auto-sign in after reqgistration.
[] Reprint badge an sign in.

[] Allows unregistered hosts,

[] Display contract before autharizing wisit.

[] Allows only pre-registered visitors {Applicable only For Kiosk),
[ Require visitor card scanning (&pplicable anly For Kiosk).

Save Cancel

Select the appropriate check boxes under Visit Requirements based on the

following information:

Table 12-1 Visit Requirements

Option Description
Visit is authorized by | Host or Front Desk personnel can authorize the
Host visitor.

Visit is authorized by
Front Desk

The Front Desk personnel can authorize the visitor.

Display contract
before authorizing
visit

This option is applicable to the Kiosk. The contract
is displayed before authorization by the Front Desk
personnel/host.

Auto-sign in after
registration

Visitor is signed in automatically after registration.

Reprint badge on
sign in

Prints the badge after every sign in.

LobbyWorks Administrator’s Installation and Configuration Guide

Release 4.0

Document 800-03829

12-4 © 2011 Honeywell International



Categories

Visit category
Option Description
Allow only Only pre-registered visitors are allowed for this
pre-registered visit category (applicable for registration only
visitors (Applicable through Kiosk).
only for Kiosk)

Require visitor card The visitor card to be scanned before registration.
scanning (Applicable | (applicable for registration through Front Desk and

only for Kiosk) Kiosk).
Allow unregistered When host details are unavailable during
hosts registration, the front desk personnel can create the

employee and then register the visitor.

3. Click Save to save the settings and close the dialog box.

Provide Visit Control Information
You can define the number of visitors you want in the premises for a particular
visit category. In addition you can:
* permit unlimited entries to the visitors of a category
* limit the number of entries by the visit expiry date
* type a notice message to be displayed at the Front Desk, when a visitor
is signed in after visit expiry

1. In the Visit Category dialog box, click the Visit Control tab.
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= Visit Category g]

¥igit Category Information
Flease set the configuration information common to all visits in this category,

General T Reqistration Process T Wigit Control Host Motification 4 | »

~Yisit Entrance & Time Restriction

‘Wisit pre-registration valid before |3 and after |5 hours
[ unlimited entries

Limit period of wisits (require Expiry Date or Duration value setting).
Limit pumber of wisits by |1 entries

[] Enable natice message

Cancel

To set the validity period for visitor pre-registration, type the number of hours
in the Visit pre-registration valid before... and after... hours text boxes.

Example: If the visitor is pre-registered for 10:00 hrs, and the values entered
are 2 and 3 hours respectively, the pre-registration is valid for the time
interval between 8:00 hrs and 13:00 hrs.

Select the Unlimited entries check box if you want to permit multiple entries
of the visitors.

Select the Limit period of visits (require Expire Date or Duration value
setting) check box, to limit visits by the expiry date and duration entered by
the front desk personnel, at the time of registration.

Select the Limit the number of visits by check box and type the number of
visits that you want to allow for a day. This option allows you to limit the
number of visits to the number specified in the text box.

Select the Enable Notice message check box to display a notice message at
the Front Desk. You can enter your custom notice message in the textbox.

When the front desk personnel signs in a visitor after the visit expires, the
message “Are you sure you want to sign in this visitor?” appears with your
custom message.

Click Save to save the restriction details of the category.
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Provide Host Notification Information

When a visitor checks in or registers in the premises, the visitor's host can be
notified. This notification is sent through the network using the LobbyWorks
Notify application. For the host to be notified, you need to configure the host
notification settings for the visit category.
Configuring host notification settings involve:

» Specifying whether the host needs to be notified on visitor registration

or sign-in

» Specifying group notification settings
For selecting the method of notification, refer to “Select notification method* on
page 19 in this chapter.

1. In the Visit Category dialog box, click the Host Notification tab.

¥isit Category 5'
4 | ¥isit Category Information

Q | Please set the configuration information common ko all visits in this category
Fiegistration Process T “Yisit Control T Host Motification Spplic 4| # |

~Host MNotification
[] Motify host employes on visitor Sign-in

() Each sign in event

(%) Only first of day

[] Only first visitar of aroup (available for group event)

Mofity host employee on visitor registration

Only first wisitar of group {available for group event)

Cancel

2. Select the Notify host employee on visitor Sign-in to notify the host
for every sign-in by the visitor.

* Click Each sign in event to inform the host about every visitor
sign in.
* Click the Only first of day to notify the host for only the first

sign-in by the visitor. This is relevant for visitors who are
permitted multiple entries.
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* Select the Only first visitor of group (available for group event)
check box to notify the host when the first visitor in a visitor group
signs in. Select this option when a group of visitors belonging to a
particular visitor group are visiting the premises.

3. Select the Notify host employee on visitor registration check box to notify
the host for every registration by the visitor.

+ Select the Only first visitor of group (available for group event)
check box to notify the host when the first visitor registers. Select this
option when a group of visitors belonging to a particular visitor group
are visiting the premises.

4. Click Save to save the host notification settings.

Application Access Permission

A visitor to the premises can be registered through the Front Desk application by the
front desk personnel. Or, the visitor can do a self-registration through the Kiosk. The
mode of registering visitors belonging to a specific category can be set in the
Application Access tab.

¥isit Category ZI

% | Wisit Category Information
ﬁ | Please set the configuration information comman to all visits in this category

“isit Control T Host Molification T Application Access Templates 4 }l

Category Reqgistration Permissi

Kiosk.
weh

Cancel

1. In the Visit Category dialog box, click the Application Access tab.

2. Select the Kiosk check box to enable visitor self-registration through the
Kiosk.

3. Select the Web check box to enable visitor pre-registration through the Web
Center application.

4. Click Save to save the settings for the application access permission.
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Select the Badge Template

Visitors to the premises must carry a badge with them to facilitate identification.
In this dialog box, you can assign badge templates for different visit categories.
Using these templates, badges would be printed for every visitor in the Front
Desk application.

For more details on printing a badge for a visitor, refer to the Print a Badge
section in the Front Desk User's Guide.

Each category must be assigned a badge template to differentiate them from the
visitors belonging to other categories. You can also assign a unique badge color
to the visit category.

1. In the Visit Category dialog box, click the Templates tab.

= Visit Category E|

% | Visit Category Information
ﬁ | Please set the configuration information common ko all visits in this category.

Application Access Templates T Field Definitions T Kiosk Image 4 | ’|

-Badge Template

Wisitor Badge

Car Pass b
Car Pass

Car Pass b

Category color {click ko change the color)

Cancel

2. Select the badge template from the Visitor Badge list.
3. Select a template for the Car Pass from the list.
4. To select a color for the badge of this category:

a. Click anywhere in the Category color (press any key or click
to modify) box or press any key on the keyboard to open the
Color dialog box.
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Basic colors:

(il (il
_ Il N |
L Uiy 4 ol )|
L s 00l

Custom colars:

ol 1|
O W

Liefine Custom Colors >3

Cancel

b. From the Basic colors palette, click the color you want to use for the

category.

c. To define a custom color, click Define Custom Colors and specify the
color combination in the Color dialog box.

d. Click OK to apply the color and exit from the Color dialog box.

For defining custom colors, refer to “Define a Custom Color* on page 10 in this

chapter.

Define a Custom Color

5. Click Save to save the settings and close the Visit Category dialog box.

. If you know the Red, Green, Blue equivalents for a specific color, enter those

values in the Red, Green, and Blue boxes.

2l

Basic colors:

(il (il

Diefine Custam Calars > | C°|°’|S°|'d Lum: |0 Blue: IU

Cancel

Hue: hBU Bed: D

Sat: U Green: I

Add to Custom Colors |

OR
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If you know the Hue, Saturation, Luminosity equivalents for a specific
color, enter those values in the Hue, Sat and Lum boxes.

OR

Use the color selector to choose the color.
Table 12-2 Color Settings

Option

Description

Hue

Wave length of light reflected by an object. It is the
characteristic commonly called color, and identified by
color names such as yellow, green, or orange. Hue values
range from 0 (red) through 239 (running through the
spectrum and returning to red).

Saturation

Strength of the color. It indicates the amount of gray in the
color. Saturation values range from 0 (gray with no trace of
color) through 240 (fully saturated color with no gray).

Luminosity

Luminosity is the relative brightness or darkness of the
color. Luminosity values range from 0 (black) through 240
(white) with the un-tinted color at about 120.

Red
Green
Blue

The RGB model is based on the representation of the
visible spectrum by mixing red, green, and blue light.
Computer monitors are based on this model, creating
colors by emitting light through red, green, and blue
phosphors. The RGB model assigns a value for each pixel
ranging from 0 (black) to 255 (white) for each color
component. The red on the Basic color palette has a Red
value of 255, a Green value of 0 and a Blue value of 6.

Color Solid

The color swatch shows the color as it appears on the
monitor, and also its approximate appearance when
printed.

2. Click Add to Custom Colors to add the customized color to the
Custom colors list.

3. Click OK to apply the color and exit from the Color dialog box.
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Customize Field Definitions

You can select the field to be displayed for each visit category in the Front Desk,
Kiosk, and Web Center applications.

To customize the fields:

1. In the Visit Category dialog box, click the Field Definitions tab.

= Visit Category gl

Yisit Category Information
Please set the configuration information common ka all visits in this categary.

Application Access T Templates T Field Definitions Kiosk Image 4 | »

~Field Definitions

Field Yisible | Enabled |Required | Defaul Yalue j
Security Level 2 v -

[signature] v 2 r <not supparted:=

Expected Date v v v

Title 2 v l_

Weh Site 2 v -

Visit Location 2 [v - <not supported>
Motification Date 2 [v - <not supported = =
< | v

Cancel

2. Under Field Definitions, select the options for every field that must be
displayed in the Front Desk, Kiosk, and Web Center applications.

a. Visible - The field is displayed in the application.

b. Enabled - The field appears enabled in the application.
c. Required - The field is displayed and is mandatory.
Default Value:

a

* Enter the default value for the field displayed in the application.
* <not supported> indicates that a default value cannot be provided

for the field.
> Note: Ensure that you do not clear the Host Building and Expire date check boxes. If
2/\ you clear it, you might not complete the visitor registration in the Front Desk
application.

3. Click Save to save the entries and close the Visit Category dialog box.
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Configuring the Kiosk Image

When a visitor self-registers on the Kiosk, the three visit categories (Visitor,
Contractor, and Service) appear with default images. A default image also
appears for the each new category that you add. These images can be set using
the options in the Administrator application. You can replace the default images
with an image of your choice. Use the options in the Administrator application
to replace the images.

To configure the image:

1. Expand Categories in the navigation area and select Visits.
Double-click Visitor from the list in the display area and select KIOSK
Image.

= Visit Category E|

¥isit Category Information
Please set the configuration information common to all visits in this categary.
Templates I Field D efinitions T Kiogk Image ACS Settings AL

~Kiosk Category's Image configuration

Kinsk Category's Image

F
o >

Cancel

2. Click Load... and browse to folder from where you want to select the
image.

3. Click Save to save the image and close the Visit Category dialog box.
4. You can remove the uploaded image by clicking Remove.

Note: Repeat steps from 1 through 4 to upload Kiosk Category’s image to
Contractor and Service.

@
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Configuring ACS Settings
LobbyWorks is integrated with Pro-Watch® access control system using the
SmartPlus commercial interface.
SmartPlus functions in two ways.
* Gets employee details from Pro-Watch® to LobbyWorks
* Sends visitor details from LobbyWorks to Pro-Watch®.

The primary source of entry for a visitor to any premises is an access card.
Additionally, some premises use a unique barcode for visitor entry. Barcodes are
usually printed on badges by a barcode printer.A barcode reader can be used to
retrieve the encoded information from the badge. In the absence of an access control
system, this reader can be used at entrances to track visitor movement.

Note: The visitor barcode appears on badges provided for visitors.

This information (usage of access card or barcode for visitor entry) must be sent to
Pro-Watch®.Use the ACS Settings dialog box to configure the Pro-Watch® settings.

To configure the ACS integration settings
1. In the Visit Category dialog box, click the ACS Settings tab.

= Visit Category E]
¥isit Category Information
Please set the configuration information common to all visits in this category,
Templates T Field Diefinitions T Kiosk Image T ACS Settings w AL

~ACS Integration Settings

Select the Value to be sent as card number to PACS:
() Barcode generated

() Access Card number entered in wizard

() Do nat send card number ta PACS

Save Cancel

2. Under ACS Integration Settings, click any one of the following option
buttons as applicable.

— Barcode generated - sends the barcode that is generated by LobbyWorks
for visitor’s entry

— Access card number entered in wizard - sends the access card number
entered in Front Desk application to Pro-Watch®
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— Do not send card number to PACS - LobbyWorks does not send any
access card number to Pro-Watch®.

3. Click Save to save the ACS integration settings.

Employee category

The employees of a company can be:
* administrators of the LobbyWorks Administrator application
» operators of the LobbyWorks Front Desk application
* hosts to visitors
* interns on temporary assignments to the premises or
* people with other user-defined functions
LobbyWorks enables you to categorize each of them and further define:
+ their access to the various LobbyWorks applications
« their authorization rights and notification requirements

» specific limits on the number of visitors they can host

There are four pre-defined employee categories in LobbyWorks--Employee,
Administrator, Operator, and Temporary Host. You can modify the existing
categories or create new employee categories.

Adding an employee category

1. Select Categories in the navigation area, right-click Employee in the
display area and select Add.

OR

Expand Categories in the navigation area, right-click Employee in the
navigation area and select Add.

OR

Expand Categories in the navigation area and select Employee.
Right-click anywhere in the blank space in the display area and select
Add. The Employee Category dialog box appears.
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A

6.

s, Employee Category 5[

% | Employee Category Information
ﬁ | Flease set configuration information common ko all employees in this categary,

General T Permnissions T izt Fegistration Permissian T Motifica ‘l »

Category Informati

Name Administrator

Description Category for users with administrator permissions

[] et this category as default

Save Cancel

Click the General tab in the Employee Category dialog box.
Type the Name for the category.
Type a Description.

Select the Set this category as default check box to make this the default
category for all the employees being registered at the Front Desk.

Click Save to add the new category to the list of employee categories.

For every employee category you can:

Select the applications you want the employees to have access to

Select the option for employees pre-register visitors for themselves as the
host, or for employees from the building, site, or company as hosts

Select the method for host authorization and alerting the host on visitor sign
in

Control the number and type of visits a host can have
Select the badge template for the employee category

Customize the fields that would appear in the Front Desk application at the
time of employee registration

Restrict the areas that the employee can access

Provide application access

An employee who is the host, can pre-register a visitor through the Web Center
application. On the visitor’s arrival, the host can be alerted through the Notify
application. So the employee needs access to both these applications.

In addition, an employee can be given access to entities within these applications.
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As the administrator, an employee can be provided complete access to all the
LobbyWorks applications.

Example: In your company, interns need access only to the Web Server and
Notify applications. Therefore, you can select only these check boxes for the
employee category ‘Intern’. Further, within Web Server you can grant access
only to the Web Pre-Registration entity.

To set the access:

1. Inthe Employee Category dialog box, click the Permissions tab.
a, Employee Category 5‘
Employee Category Information
Please set configuration information common to all employess in this category.

General Permissions T “izit Fiegistration Permizgion T Maotifica 4 | ’l

~Employee Per

Allow employees of this O adrinistrator j
=]

cateqaory statk up
Following applications

Cancel

2. The Employee Permissions contains a list of all the LobbyWorks
applications. Select the check boxes for the applications that can be
accessed by the employees belonging to the category. Clear the check
boxes for the applications for which access must be denied.

When you select the Front Desk or Web Server applications, the various
entities within the application are listed.
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2, Employee Category 5[
% | Employee Category Information
ﬁ | Flease set configuration information common to all emplovees in this category,

General Permizsions T Vizit Registration Permizsion T Maotifica 4 ’I

~Employee Per

Allow employees of this 1 Administratar -
cateqory stark up Frank Desk
fallowing applications

D Reporter

O tatify LI

Allow employees of this
cateqory manage entities
of selected application

‘web Pre-Registration

Web Pre-Authorization Allowed
Web Denied Yisitors {Watch)
Web Manifest

L

L

Cancel

3. Select the entities of Web Server and Front Desk that you want to grant access
to.

Note: Ensure that both the Host Building and Expire date check boxes are selected.
You cannot complete the visitor registration in the Front Desk application, without
selecting these options

4. Click Save to save the application access settings and close the dialog box.

Set visit registration permission

In the Visit Registration Permission tab, you can select the hosts for visitor
pre-registration. The employees of the category can pre-register visitors only for the
selected hosts.

Example: Employees of category “Managers” can register visitors for their team
members belonging to the same Building.

To set the permissions:

1. Inthe Employee Category dialog box, click the Visits Registration
Permission tab.
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2, Employee Category 5'

[

Employee Category Information
Please set configuration information common ko all employees in this category.

General Peimissions izit Registiation Pemission Matifica 4 | »

~ ¥isit Registration Permissi

(%) Self only
() Building
) Site

(O Company

Call

Cancel

2. Under Visit Registration Permission click the required option among
the following options:

Table 12-3 Visitor Pre-registration Permission Options

Option Description

Self only Only for self as host

Building A host belonging to the same building

Site A host belonging to the same site

Company A host belonging to the same company

All Any employee as host, irrespective of site, company or
building

3. Click Save to save the permissions and close the dialog box.

Select notification method

The host can authorize the visitor through the Notify application, by telephone
or by mobile phone. In addition to the available authorization methods, visitor
sign-ins can be notified by e-mail.

You can select the notification and authorization methods for an employee
category using the options provided in the Notifications tab.
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In addition, you can arrange the authorization options in the descending order of their
priority. If the first notification does not receive a response from the host, the next
selected notification mode is executed.

To select the notification method:

1. Inthe Employee Category dialog box, click the Notifications tab.

= Employee Category SJ

Employee Category Information
Please set configuration information common to all emplayees in this category.
isit Registiation Peimission T Motifications Muotify " atch List i|»

~¥isit Notifications

Autharization Request "
™
— Motify via network.

ggg'ulg Wetfteetitem Natify via network,
Notify via e-mail

Down

Save Cancel

2. In Authorization Request Queue, select the check boxes for the required
authorization mode.

e Click the Up or Down buttons to set the priority for the notification
method.

3. In the Sign-In Notification Queue, select the manner in which the host must
be alerted on the visitor’s sign in.

Note: This notification is only for the host’s information and a reply is not
required. Therefore, only the first selected notification method is executed.

@

4. Click Save to save the notification settings.

Notify watch list

A Watch List is a list of suspicious visitors and companies. The members of the watch
list are denied permission to enter the premises. You can view the watch list details
and the details of the watch list visitor through this application.

To set the Watch List Notification access:

1. Inthe Employee Category dialog box, click the Notify Watch List tab.
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. Employee Category |

Employee Category Information
ﬂ Please set configuration information common to all employees in this category.

Matifications Matify Watch List T “Wizit Contral I Templates F4»

~Watch List Notification

Allavs the host to view watch list details,
Allove the host to view the details of the watch list visitor,

~Displaying watch member reason in FD and Web Center

Show watch reason

Save Cancel

2. Select the Allow the host to view watch list details check box to allow
the host to view the watch list only in the Notify application.

3. Select the Allow the host to view the details of the watch list visitor
check box to allow the host to view the details of any specific visitor in
the watch list.

Note: You can view the details such as the visitor name, the reason for watch
listing the visitor can be viewed using the notify.

@

a. Right-click the Notify icon on the task bar.

b. Select WatchList Details. The WatchList Visitor Details
screen appears.

Ian Supplies
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c. Double-click anywhere on the visitor. The Watched Visitor Match

window appears.

Watched Yisitor Match

x|

'j Watched ¥Yisitor
L

does not match the description, click Cancel.

The wizitar's name or company matches with a name on the watch list. [f
the visitor matches the description, vou MUST Deny the visit. [f the visitor

W atched Visitor Inf

First Mame: Last Mame: Company:
Eward lan Supplies 7
-
-
K |
Watched Yisitor Details
Gender: Reasan: Belongs to a competitive ;I
supplier
- E
. Action: Do nok permit entry without ;I
I — o

LCancel

4. Select the Show watch reason check box to display the watch member

reason in Front Desk and Web Center applications.

5. Select Save to save the selection.

Provide visit control information

You can also set a limit on the number of visitors a host can have, in the premises, at
any given time.

To specify the visit limitations:

1.

In the Employee Category dialog box, click the Visit Control tab.
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2, Employee Category 5'

“ | Employee Category Information
ﬁ Please set configuration information common ko all employees in this category.

Matifications T M otify 'watch List T Wigit Cantrol Templates Fd }l

Visit Control

0 Lirnit the number of

visitors pet day,

0 Li_m_it the number of concurrent signed in i =
wisitars.

100 =

Cancel

Select the Limit number of visitors per day check box to limit the
number of visitors for the host and select the maximum number of

visitors in the spin box provided alongside.

Select the Limit number of concurrent signed in visitors check box to
limit the number of visitors for the host, all visiting at the same time.
Also select the maximum number of visitors in the spin box provided
alongside. This can help in limiting the size of a group of visitors.

4. Click Save to save the visit control settings.

Select the badge template

If required, temporary badges can be provided to an employee. Badge templates
can be assigned to every employee category, and these templates can be used for
printing the temporary badges.

To select a badge:

In the Employee Category dialog box, click the Templates tab.
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&, Employee Category il
Employee Category Information
Flease set configuration information common to all employees in this category.

Motifications T “isit Control T Templates Field Definitions 4 | ’l

Badge Templat

Emplovee badge template:

Employes w

Category color (press any key or dick ko madify):

Save Cancel

2. Select the badge template from the Employee badge template list.
3. To select a color for the badge:

a. Click anywhere in the Category color(press any key or click to
modify) box or press any key on the keyboard to open the Color
dialog box.

b. From the Basic colors palette, click the color you want to use for the
category.

c. To define a custom color, click Define Custom Colors and specify the
color combination in the Color dialog box.

For defining custom colors, refer to “Define a Custom Color* on page 10 in the
Visit Category section, in this chapter.

4. Click Save to save the selection.

Customize field definitions

You can select the field to be displayed for each employee category in the Front Desk
application.

For customizing the fields, refer to “Customize Field Definitions* on page 12 in the
Visit Category section in this chapter.
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Assets category
LobbyWorks helps you:

» track employee assets by providing an asset badge

« maintain all the information related to the asset

You can create different asset categories for different assets like laptop, floppy
disks, and external drives.

When LobbyWorks is installed for the first time, or whenever a site is created, a
Default asset category is created. You can modify this category information and
add asset categories.

Adding an asset category

1. Select Categories in the navigation area, right-click Assets in the
display area and select Add.

OR

Expand Categories in the navigation area, right-click Assets in the
navigation area and select Add.

OR

Expand Categories in the navigation area and select Assets. Right-click
anywhere in the blank space in the display area and select Add. The Asset
Category dialog box appears.

=, Asset Category 5[
% | Asset Category Information
3.7 Please set the configuration information common to all assets in this category.

General T Templates T Figld D efinitions ]

Category Informati

Name Default

Description default categary for assets|

Save Cancel

2. Type the Name of the asset category.

3. Type a Description.
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Deliveries

4. Select the Set this category as default check box to make this the
default category for all the assets being registered in the Front Desk
application.

5. Click Save to add the new category to the list of asset categories.
For every asset category you can:

* Select the badge template for the asset category

* Customize the fields that would appear in the Front Desk application at
the time of asset registration

Note: Click the 4| or »| to view the required, hidden tab.

Select the badge template

LobbyWorks helps design and assign badge templates for employee assets. You
can assign a badge template and a badge color to each category, to distinguish
between the different asset categories.

For selecting a badge template, refer to “Select the badge template* on page 23
in the Employee Category section in this chapter.

Customize field definitions

You can select the fields to be displayed for each asset category in the Front
Desk application.

For customizing the fields, refer to “Customize Field Definitions® on page 12 in
the Visit Category section in this chapter.

category

A normal occurrence at the lobby is the dropping off and picking up of
deliveries. LobbyWorks helps you manage the information of all the deliveries
made and to be made from the lobby.

When LobbyWorks is installed for the first time, or whenever a site is created, a
Default delivery category is created. You can modify this category information
and add delivery categories.

Adding a delivery category

1. Select Categories in the navigation area, right-click Deliveries in the
display area and select Add.

OR
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Expand Categories in the navigation area, right-click Deliveries in the
navigation area and select Add.

OR

Expand Categories in the navigation area and select Deliveries. Right-click
anywhere in the blank space in the display area and select Add. The Delivery
Category dialog box appears.

=, Delivery Category ll

Delivery category Information
@ Flease set the configuration information common to all deliveries in this
—— cateqgary,

General T Motifications T Templates T Field D efinitions ]

Category Informati

Marme Default

Description default delivery category

[] Set this categary as default

[ Save l [ Cancel

2. Type the Name of the delivery category.
3. Type a Description.

4. Select the Set this category as default check box to make this the
default category for all the deliveries being registered in the Front Desk,
Kiosk, and Web Center applications.

5. Click Save to add the new category to the list of delivery categories.

For every delivery category you can:
* Alert an employee, when a delivery is made or when it is picked up
* Select the badge template for the delivery category

* Customize the fields that would appear in the Front Desk application at
the time of delivery registration

Note: Click the ¢ or '» to view the required, hidden tab.

@

Enable delivery notification

When a delivery is dropped off for an employee, a notification can be sent to
inform the employee about its arrival. Similarly, when a package from an
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employee is picked up by the recipient, a notification can be sent to the sender.
You can enable these options here.

To select the notification options:

1. Inthe Delivery Category dialog box, click the Notifications tab.

a, Delivery Category x|

% | Delivery category Information
@| Flease set the configuration information common to all deliveries in this

category.

General Matifications T Templates T Field Definitions ]

Notifications

[] Motify Employee when inbound delivery is dropped off

[] Motify Employee when outbound delivery is picked up

Cancel

2. Select the Notify Employee When Inbound delivery is Dropped Off
check box to inform the employee about an inbound delivery.

3. Select the Notify Employee When Outbound delivery is Picked Up
check box to inform the employee after an outbound delivery is picked

up.

4. Click Save to save the settings and close the dialog box.

Select the badge template

LobbyWorks helps design and assign badge templates for deliveries. After
designing a unique badge template for each delivery category, you can assign
the badge to the delivery category. You can also assign a badge color to
distinguish between the different categories.

For selecting a badge template, refer to “Select the badge template on page 23
in the Employee Category section in this chapter.

Customize field definitions

You can select the fields to be displayed for each delivery category in the Front
Desk application.

You can customize the fields in the Field Definitions tab.
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For customizing the fields, refer to “Customize Field Definitions* on page 12 in
the Visit Category section in this chapter.

Editing a category
To make changes to the pre-defined and user-defined categories:
1. Select the category you want to modify, right-click and select Modify.

2. Click the appropriate tab under which the information is to be changed,
and make the required changes.

3. Click Save to save the changes and close the dialog box.

Copying/Pasting a category
You can create a sub-category by making a copy of an existing one. This avoids
entering repetitive information and settings.

Copies of sub-categories can be created across companies and sites and within
the same category.

To copy a sub-category:

1. Select the sub-category you want to make a copy of, right-click and
select Copy.

2. Expand the site where you want to add the replica.
3. Expand Categories within the selected site.

4. Expand the specific category where the copied sub-category is to be
added.

5. Right-click anywhere in the blank space in the display area and select
Paste.

Setting a default category

A sub-category can be set as the default for the respective category in the Front
Desk application

To set a category as default:
1. Select the category, right-click and select Set as Default.
OR

Open the General tab of the Category dialog box and select the option
Set this category as default.
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This category now appears as the default sub-category for all the visitors
in the Front Desk application.

Deleting a category

You can delete pre-defined and user-defined categories in LobbyWorks. But
before deleting a category, ensure that there are no employees defined for the
category. If not, the following error message appears:

LobbyWorks Administrator =
° Can't delete Employee Category, because there are Employees referred to it

To delete a category:

1. Select the category you want to delete in the display area, right-click
and select Delete. The following confirmation message appears:

LobbyWorks Administrator =
@ Are you sure you wank to delete selected record?
fes I Mo |

2. Click Yes to delete the selected category. The category is removed from
the list of categories.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 12-30 © 2011 Honeywell International



Categories
Deleting a category

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International 12-31 Release 4.0



Categories
Deleting a category

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 12-32 © 2011 Honeywell International



Scheduler

13

In this chapter...

Overview
Schedule report tasks
Scheduler settings

13-2
13-20
13-24



Scheduler
Overview

Overview

The LobbyWorks Scheduler application enables you to schedule the time to perform
activities or tasks, and also the intervals at which it must be repeated.

There are some tasks that must be performed by the administrator such as workstation
assignment.The database connection settings is done by the Scheduler.

The main tasks performed are:
* Schedule Client Tasks
* Schedule Report Tasks
e Scheduler Server Tasks, see Chapter 19, Backup and Restore
* Scheduler Settings

This chapter gives you information on various tasks performed using the Scheduler
application.

Schedule client tasks

There are some activities that need to be performed regularly on the Front Desk
application. You can schedule the time for these activities or tasks and the intervals at
which it must be repeated.

The predefined client tasks in LobbyWorks involve:
» Informing employees about their assets and deliveries
* Managing visitor information
* Updating and importing employee information
* Managing the watch list

You cannot add tasks or delete the existing ones, but you can modify them and
schedule them to your requirements. Scheduling a task involves selecting the task
options and scheduling them.

Selecting the Task Options

The tasks have some available options, which you can select based on your
requirements.

1. Expand Scheduler and select Client Tasks in the navigation area. The
predefined list of tasks appears in the display area.

2. Right-click the task you want to schedule and select Modify.

3. Under Task Options, make the required changes and settings. The settings
vary based on the task you want to schedule. The following table gives you
the list of available tasks:
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Table 13-1 The list of client tasks you can schedule in LobbyWorks

To schedule... Refer to...

Asset Task “Asset task on page 4 in this chapter.

Employee List Task “Employee list task“ on page 9 in this
chapter.

Expired Temporary Host “Expired temporary host task* on page 10

Task in this chapter.

Visit Task “Visit task* on page 11 in this chapter.

Visit Decline Task “Visit decline task* on page 16 in this
chapter.

Calendar Synchronization “Calendar synchronization task* on page 17

Task in this chapter.

Watch Task “Watch task* on page 18 in this chapter.

After selecting the task options, you need to assign the time of
occurrence for the selected task.

Assigning the timing specifications

For the task selected, you can specify the time at which it should be performed
and the intervals at which it must be repeated.

To specify the time:

1. Expand Scheduler and select Client Tasks in the navigation area. The
predefined list of tasks appears in the display area.

2. Right-click any task and click Modify. The task scheduler dialog box
appears.

Execute Task
O Once at application startup

(3) Once per day at |1 3:

() Every g minutes
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3. Select the Execute Task checkbox to execute the task. The following options
are enabled. Select one of the them to specify the frequency at which the task
must be performed:

*  Once at application startup: The task is executed each time the
application starts.

* Once per day at: The task is executed once a day, at the specified
time.

Example: To perform the task at 10:00 PM everyday, select the option and
enter 22:00 in the spin box.

* Every... minutes: The task is executed every few minutes, based on
the set value.

Example: If you select 15 minutes, the task is repeated after an interval of
15 minutes.

Asset task
The asset task helps manage assets. At the time of registration, the front desk
personnel enters the expiry date for returning the asset. In addition, you can schedule
an e-mail notification, to inform the asset owner or the asset manager of the company
about the violation.

You can have a template for the e-mail, some of which are predefined in
LobbyWorks.

To select the available task options:

1. Select Client Tasks in the navigation area, right-click Asset Task in the
display area and select Modify. The Asset Scheduler Task dialog box
appears.
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s, Asset Scheduler Task x|

» | schedule Item Parameters

E| Define the time interval for the Scheduler to check for the assets that have nol
— | been returned in the specified time, Send email Reminder notices to the user
and owner of the asset,

~Task Dptions

Motify the Employee if Asset is not returned on time |6 3: days

[ Owerdue Motification Template ... l

Motify the Owner of the Asset when the Asset is ov |4 3: days

[ Escalate Motification Template ... l

Execute Task
O Once at application startup
() Once perday at | 12,45

() Every g minutes

[ Save H Cancel l

2. To send a notification to employees who fail to return the assets before
the expiry period, select the Notify Employee if Asset isn’t returned
on time after check box and select the grace period in the spinbox.

3. To design the template for the notification e-mail, click Overdue
Notification Template.... The Notification Template dialog box
appears.

=, Notification Template x|

» | Motification Message Template
Define notification template using the macros From list,

Motification Template

From Lobbyworks@local . com

Subject Owverdue asset notice [D

Message %:Mame s has been signed out on %.SignoutDate®s and [D
was due on %0ueDate¥s.
Please remember to reburn signed out asset on time.,

Save H Cancel l

4. Type the following fields:
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Table 13-2 Fields in the Notification Template

Field Description

From Default from address.
Subject Default subject line.
Message Default message.

=] Insert/Remove placeholders.

5. To insert or remove placeholders:

a. Click L] to open the Message Template Builder dialog box.

2 Message Template Builder x|

Notification Message Template
Define natification template using the macras from lisk.

~Motification Template

PICTLRE - PFicture & ||| %Mame has been signed out on %SignOukDate s and
SIGNATIURE - Signature was dus on %Duebate%,

DESCRIPTION - Description Please remember ko return signed out asset on time.
STORAGELOCATION - Locatior— || Tharnk you.

WHOSIGNOUTEXT - Sign-Cut |
WHOSIGMNIMNEXT - Sign-In Pers
STATE - Status
CATEGORYMNAME - Category
ASSETTYPE - Type =

9 | »

b. Select the required placeholder from the left column to add it to the
right column.

Repeat step b to add multiple placeholders.
d. Click OK to view the changes to the template.

Example: If you want to have a subject line that reads “Laptop
overdue”, select the appropriate placeholders to make the prototype
“<NAME> is overdue”.

6. Click Save to save the template and close the Notification Template dialog
box.

7. To inform the asset owners or managers about the violation, select the Notify
Employee When Asset is overdue by check box and select the grace period
in the spinbox.
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8. To design the template for the notification e-mail, click Escalate
Notification Template.... The Notification Template dialog box
appears.

=, Notification Template x|

» | Motification Message Template
E| Define notification template using the macros From list,

Motification Template

From Lobbyworks@local . com
Subject Escalate asset notice| [D
Message “eMame% has been signed out by [D

“eMhoSignedOutExt% on %:SignOutDate™: and was due
back on %:DueDates,

Save H Cancel l

9. Type the following fields:
Table 13-3 Fields in the Notification Template

Field Description

From Default from address.
Subject Default subject line.
Message Default message.

=] Insert/Remove placeholders.

10. To insert or remove placeholders:

a. Click (-] to open the Message Template Builder dialog box.
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a, Message Template Builder Zl

Motification Message Template
Define notification template using the macros from list,

~Motification Template

SIGNATURE - Signaturs was due on %Duelate¥s.

DESCRIPTION - Description Please remembet ko return signed out asset on time,
STORAGELOCATION - Locatior— | Thank you|

SWHOSIGNOUTEXT - Sign-Out |

WHOSIGMIMERT - Sigr-In Pers

STATE - Status

CATEGORYNAME - Category

ASSETTYPE - Tvpe -

4 I »

PICTURE - Picture j eMame%s has been signed out on %:SignOutDate®s and

b. Select the required placeholder from the left column to add it to the
right column.

Repeat step b to add multiple placeholders.
d. Click OK to view the changes to the template.

Example: If you want to have a subject line that reads “Laptop
overdue”, select the appropriate placeholders to make the prototype
“<NAME> is overdue”.

11. Click Save to save the template and close the Notification Template dialog
box.

12. Click Save to save the asset notification settings.

This completes the option selection for the asset task. Specify the date and interval at
which this task is to be repeated, to complete the asset task configuration.

For scheduling the task, refer to “Assigning the timing specifications* on page 3 in
this chapter.
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Employee list task

LobbyWorks can be configured to import employee information from the
company’s active directory. This information needs to be updated periodically to
manage:
* changes in existing employee information like their departments and
phone numbers
» information of employees who join/leave the company
When employees leave a company, their information is deleted from the
company’s active directory. In LobbyWorks, you can set these employees as
inactive. This ensures that their information is unavailable for visit, asset or
delivery registrations at the Front Desk.
You can schedule a task to import the employee information to:
+ update the selected employee fields
* add information of new employees and assigns them to the selected
category
» Inactivates the existing non-imported employees
To select the available task options:

1. Select Client Tasks in the navigation area, right-click Employee list
Task in the display area and select Modify. The Employee Scheduler
Task dialog box appears.

=, Employee Scheduler Task x|

Schedule Item Parameters
Define the time interval For the Scheduler to check with an
Active Direcktory service for updates in list of hosts,

~Task Options
Create new employees with cakegory,

Create with category. Employes ~

Update existing emplovees.

Emplovee update Fields. 1 UsER MAME [ PHOME
OFrRsT MaME  [CJE-MaIL
OLasT narE O moBrHOD

JE I i

[ Inactivate non-imported employess.

[] Execute Task

12:45 =
1 minutes
[ Save ] [ Cancel l
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2. To assign a default category to the employees who are imported:
a. Select the Create new employees with category checkbox.
b. Select the employee category in Create with category.

3. To update the existing employee information:
a. Select the Update existing employees checkbox.

b. Select the employee fields you want to update from the Employee
update fields list. You can update the employee’s UserName,
FirstName, LastName, Phone, E-mail, Mobile-Phone, Pager, and
Department information.

4. Select the Inactive non-imported employees checkbox to set inactive the
non-imported employees.

5. Click Save to save the employee import settings.

This completes the option selection for the task of importing employee information.
Specify the date and interval at which this task is to be repeated, to complete the
employee list task configuration.

For scheduling the task, refer to “Assigning the timing specifications on page 3in
this chapter.

Expired temporary host task

At times, there exist new employees, whose information has not been added to the
LobbyWorks database. Before the database is updated, these employees may have
visitors. In the absence of any employee information, the front desk personnel assign
these hosts to the Temporary Host category.

Once the visit expires, the validity of the hosts is checked and de-activated. This task
can be scheduled using the Expired Temporary Host Scheduler Task dialog box.
There are no task options available for this task.

To schedule this task:

1. Select Client Tasks in the navigation area, right-click Expired Temporary
Host Task in the display area and select Modify. The Expired Temporary
Host Scheduler Task dialog box appears.
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=, Expired Temporary Host Scheduler Task ll

| schedule Item Parameters
|| Define the time interval For the Scheduler to check temporary
—— | hosts whose time has expired and make them inactive.

Task Options

[ Execute Task

45 =1
12:45 =

1 rinutes

[ Save H Cancel l

2. Select the Execute Task checkbox to execute the task. The following
options are enabled. Select one of the them to specify the frequency at
which the task must be performed:

* Once at application startup: The task is executed each time the
application starts.

* once per day at: The task is executed once a day, at the specified
time.

Example: To perform the task at 10:00 PM everyday, select the
option and enter 22:00 in the spin box.

* every... minutes: The task is executed every few minutes, based
on the set value.

Example: If you select 15 minutes, the task is repeated after an
interval of 15 minutes.

3. Click Save to save the schedule.

Visit task
At the Front Desk, visits are created and badges are printed to identify the
visitors. After the visit duration expires, the corresponding visit and visitor
information must be organized. You can schedule the following tasks to manage
this information:
» sign out all the signed in visitors
* check for all the expired visits and close them
» check for signed in visitors, exceeding their visit duration and
a. add them to the visitor watch list
b. notify their hosts about the violation
c. send notifications to visitors informing them about the violation
Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
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To select the available task options:

1. Select Client Tasks in the navigation area, right-click Visit Task in the
display area and select Modify. The Visit Scheduler Task dialog box
appears.

s, ¥isit Scheduler Tasks x|

| schedule Item Parameters

Define the time interval for the Scheduler to automatically check and sign
out expired visits, add non-signed out visitors to the watch list, and send e
-mails to the host andfor visitor ko remind them to sign out in the future,

O

~Task Dptions

Sign Out All Expired Yisits in the Signed-in State.

Close All Expired Yisits,

Add all Signed-in Yisitors to Yisitor \Watch List,

Send Non-returned Badges Motification To Host Employees, E
L]

Send Mon-returned Badges Motification Tao Visitors,

Execute Task
O Once at application startup
() Once perday at | 12,45

() Every g minutes

[ Save H Cancel l

2. To automatically sign out visitors who have exceeded the visit duration,
select the Sign Out All Signed In Visits checkbox.

3. To automatically close all the expired visits, select the Close All Expired
Visits checkbox.

4. To automatically add the signed in visitors who have exceeded the visit
duration to the Watch List, select the Add into Visitor Watch List All
Signed In Visitors checkbox.

5. To inform the hosts about the violation of company policy by their visitors,
select the Send Non-returned Badges Notification To Host Employees
checkbox.

6. To design the notification template, click [7]. The Notification Template
dialog box appears.
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=, Notification Template x|

» | Motification Message Template
E| Define notification template using the macros From list,

Motification Template

From Lobbyworks@local . com
Subject Matice - Mon-returned badoe [D

Message You had a visitor YaVstrLastMames by strFirsthame s [D
From %eNstrCompany ¥ on %eLastSignInDatess,
Howesver, your guest neglected to sign out,

Save H Cancel l

7. Type the following fields:
Table 13-4 Fields in the Notification Template

Field Description

From Default from address.
Subject Default subject line.
Message Default message.

=] Insert/Remove placeholders.

8. To insert or remove placeholders:

a. Click L] to open the Message Template Builder dialog box.
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2, Message Template Builder x|

% | Motification Message Template
E| Define notification template using the macros From list,

~Motification Template

PICTURE - Picture 4 || %Mame®s has been signed out on %SignCutDate®s and
SIGMATURE - Signature was due on %0ueDates,

DESCRIPTION - Description Please remember to reburn signed out asset on time.,
STORAGELOCATION - Lacatior—| | Thank you.

MWHOSIGMOUTERT - Sign-Cut |

\WHOSIGMIMERT - Sign-In Pers

STATE - Status

CATEGORYNAME - Categary

ASSETTYPE - Type _|;|
94 - | »

Ok ] [ Cancel

b. Select the required placeholder from the left column to add it to the
right column.

Repeat step b to add multiple placeholders.
d. Click OK to view the changes to the template.

Example: If you want to have a subject line that reads “Mr/Ms Reeds
your visitor Mr/Ms Black left on 5/10/2006 without returning the
badge”, select the appropriate placeholders to make the prototype
“Mr/Ms <HOSTLASTNAME> your visitor M1r/Ms
<VSTRLASTNAME> left on <LASTSIGNINDATE> without
returning the badge”

9. Click Save to save the template and close the Notification Template dialog
box.

10. To inform the visitors about the company policy, select the Send
Non-returned Badges Notification To Visitors checkbox.

11. To design the notification template, click []. The Notification Template
dialog box appears.
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X

» | Motification Message Template
E‘ Define notification template using the macros From list,

Motification Template

From Lobbyworks@local . com
Subject Matice - Mon-returned badoe [D
Message ‘fou had a visitor %evstrLastMamee SevstrFirsthamess [D

From %eNstrCompany ¥ on %eLastSignInDatess,
Howesver, your guest neglected to sign out,

Save H Cancel l

12. Type the following fields:
Table 13-5 Fields in the Notification Template

Field Description

From Default from address.
Subject Default subject line.
Message Default message.

=] Insert/Remove placeholders.

13. To insert or remove placeholders:

a. Click [ to open the Message Template Builder dialog box.

2, Message Template Builder x|

» | Motification Message Template
E‘ Define notification template using the macros From list,

~Motification Template

PICTURE - Picture 4 || %Mame®s has been signed out on %SignCutDate®s and
SIGNATURE - Signature was due on %DueDate¥s,
DESCRIPTION - Description Please remember to reburn signed out asset on time.,

STORAGELOCATION - Locatior—|| Thank you.
WHOSIGNOUTEXT - Sign-Out |
WHOSIGNINEXT - Sign-In Pers

STATE - Status

CATEGORYNAME - Categary

ASSETTYPE - Type =

<I I 3

Ok ] [ Cancel
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b. Select the required placeholder from the left column to add it to the
right column.

Repeat step b to add multiple placeholders.
d. Click OK to view the changes to the template.

Example: If you want to have a subject line that reads “Mr/Ms Reeds
you visited Honeywell on 5/10/2006 but left without returning the
badge”, select the appropriate placeholders to make the prototype
“Mr/Ms <VSTRLASTNAME> you visited <HOSTCOMPANY> on
<LASTSIGNINDATE> but left without returning the badge”

14. Click Save to save the template and close the Notification Template dialog
box.

15. Click Save to save the visit task selections.

Specify the date and interval at which this task is to be repeated, to complete the visit
task configuration.

For scheduling the task, refer to “Assigning the timing specifications* on page 3 in
this chapter.

Visit decline task

After registration, based on the category settings, the visitor must be authorized. If the
visitor is required to be authorized by the host, a notification is sent to the host. The
front desk personnel await a response from the host for a specified wait period. In the
absence of a response within this period, you can schedule a task to automatically
decline the visit. This is applicable for the authorization category only.

To make the task selection:

1. Select Client Tasks in the navigation area, right-click Visit Decline Task in
the display area and select Modify. The Decline Pending Visits Scheduler
Task dialog box appears.
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=, Decline Pending Yisits Scheduler Task. ll

| schedule Item Parameters
E| Define the time interval for Scheduler to check For the visits that have not
—— | been approved for more than the specified time,

~Task Dptions

Decline Yisits that pending authorization more than |4 3: hours

Execute Task
O Once at application startup
(3) Once per day at | 12:45 Z‘

() Every g minutes

[ Save H Cancel l

2. Enter the number of hours in the spin box to specify the wait period
before cancelling the visit. When the wait period exceeds this value, the
visit is declined.

3. Click Save to save the time setting.
Specify the date and interval at which this task is to be repeated, to complete the
cancellation of the visit task.

For scheduling the task, refer to “Assigning the timing specifications® on page 3
in this chapter.

Calendar synchronization task
This task enrolls the visitors who attend a particular meeting, you can enable the
meeting request by sending the e-mail id and pre-registers them automatically.
You can schedule this task to be performed after a specific interval.

For providing the information to enable the Administrator to synchronize with
the employee calendar, refer to “Integrating Calendar Information® on page 4 in
the Profile Management chapter.

To select the task option:

1. Select Client Tasks in the navigation area, right-click Calendar
Synchronization Task in the display area and select Modify. The
Calendar Synchronization Scheduler Task dialog box appears.
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=, Calendar Synchronization Scheduler Ta =]

Schedule Item Parameters

Define the time inkerval For Scheduler to check with
Exchange server for meetings that require automated
wisitor pre-regiskration.

~Task Dptions

Pre-register visits with cakegory Visitar -

Execute Task
O once at application startup
O onee per day at | 12,45 =

(¥} Exery |5 minukes

[ Save ] [ Cancel ]

2. Select the category of visitors for which pre-registration should happen
automatically.

3. Select the Execute Task checkbox to execute the task. The following options
are enabled. Select one of the them to specify the frequency at which the task
must be performed:

* once at application startup: The task is executed each time the front
desk personnel logs onto the application.

* once per day at: The task is executed once a day, at the specified
time.

Example: To perform the task at 10:00 PM everyday, select the option and
enter 22:00 in the spin box.

* every... minutes: The task is executed every few minutes, based on
the set value.

Example: If you select 15 minutes, the task is repeated after an interval of
15 minutes.

4. Click Save to save the category selection.

Watch task

Any suspicious visitor or package can be added to a watch list at the front desk
personnel’s discretion. This task checks for any expired items in the watch list and
enables the front desk personnel to render them inactive, after expiry.

You can specify the time interval at which this task is to be repeated. This task has no
options available.
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To schedule this task:

1. Select Client Tasks in the navigation area, right-click Visit Expired
Notification Task in the display area and select Modify. The Visit
Expired Scheduler Task dialog box appears.

x

Schedule Item Parameters
Define the time interval for Scheduler to check For the expired
watch items and inactive them.

Task Options
Execute Task
O Once at application startup
() Once perday at | 12,45
() Every g minutes

[ Save H Cancel l

2. Select the Execute Task checkbox to execute the task. The following
options are enabled. Select one of the them to specify the frequency at
which the task must be performed:

* once at application startup: The task is executed each time the
front desk personnel logs onto the application.

* once per day at: The task is executed once a day, at the specified
time.

Example: To perform the task at 10:00 PM everyday, select the
option and enter 22:00 in the spin box.

* every... minutes: The task is executed every few minutes, based
on the set value.

Example: If you select 15 minutes, the task is repeated after an
interval of 15 minutes.

3. Click Save to save the schedule.

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International 13-19 Release 4.0



Scheduler

Schedule report tasks

Schedule report tasks

The information of any visitor or package, entering the premises is entered into the
LW database, through the Front Desk application. Using this data, you can generate
reports to review and monitor the visitor management system.

Reports are generated for Visitor, Event / Group Visit, Visitor Watch List, Host,
Delivery, and Asset categories.

You can generate a report for:

the visitors entering the premises

visiting groups

any activity on the watch list

the hosts and employees details and activities
the inbound and outbound deliveries

the assets registered at the Front Desk

Generating a report is called a report task in LobbyWorks. There are no predefined
report tasks in LobbyWorks. So you can add report tasks based on your requirements,
modify them, and delete them when not required.

The generated reports can be saved in a folder or an e-mail can be sent to the required
person. In addition, the report tasks can be scheduled to occur at specific intervals of
time. Normally, reports are generated on a weekly or monthly basis. However, this
can be customized.
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Adding a report task

1. Expand Scheduler and select Report Tasks in the navigation area.
Right-click anywhere in the blank space in the display area and select
Add. The Report Task Scheduler dialog box appears.

2, Report Scheduler Task x|
—~ Scheduler Item Parameters
“3| | This task sends repart based on options specified.

~Task Opti

Mame Send To ®
Title Save to folder ()
Created by Format
Comments Kind

Report

:on =
[ Execute Taskat | 00:00 —

Sunday

1 =] day of manth

Cancel

Type the Name of the report task for which the report is required.
Type the Title for the report.
Type your name or designation in the Created by field.

Type comments, if you have any, in the Comments field.

AN

Select the Send To option if you want to mail the report, and type the
recipient’s e-mail address in the adjacent field.

OR

Select Save to folder if you want to save the report. You can Type the
destination address in the adjacent field.

To browse to the folder:
a. Click (-] to open the Browse for folder dialog box.

b. Browse to the required location and select the folder where you
want to save the report.

c. Click OK to save the setting.

Note: Selecting one of the two options is mandatory.

@
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7. Select the format type for the report in Format. The formats available are
HyperText(*.html), Rich Text(*.rtf). Adobe PDF(*.pdf) and
comma-separated(*.csv).

8. Select the Kind of the report from the list of available report types.

9. Select a criterion for the Report. The list displayed here, depends on the
report type you select under Kind.

10. To filter the fields displayed in the report, based on the information you
require, click Report Filter. The Filter Parameters dialog box appears.

Note: The filter parameters depend on the criterion you select for the report.
It is mandatory to specify the filter parameters. When not done, the following
eITor message appears:

@

Parameters validation =

& Flease check and correct the Following:

- Report parameter{s) not specified.
Flease use "Report Filker... " button

Filter Parameters x|
Filter Parameters
& Define Filter parameters ta restrict returned entries.
—Parameter List
Parameter: Condition: Walue:
Sign-In Date any -
Category [are =]
Host Company [ary =l
Host Site Jary =il
Host Building [arw =]
Host Department  [any =]
Access Area [ary R ||
Sign-In Building [any =il
Security Level [arw =]
cancel |

a. Inthe Parameter List, all the fields relevant to the selected report are
listed. Select the criteria and values to search for the required records
based on the following information:
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Table 13-6 Options available to select the report filter criteria

Option Description

Condition The criterion to search for the records related to the
parameter. The default condition is any.

Value The letter, word, phrase, or numeric expression to
search for.

b. Click OK to save the filter options.

Note: The report task appears disabled till you schedule it for a particular time.

11. Select the Execute Task At checkbox to schedule the report generation.

@

+ Set the time at which you want the report to be generated.
12. Select one of the following options:
* Daily: generates a daily report for the criteria you selected
*  Weekly: generates a weekly report on the selected day
*  Monthly: generates a report on the selected day, every month

13. Click Save to save the scheduled report task.

Editing the report task

1. Expand Scheduler and select Report Tasks in the navigation area. The
report tasks are listed in the display area.

2. Select the report task you want to edit, right-click and select Modify.
The Report Scheduler Task dialog box appears.

3. Make the required changes.
4. Click Save to save the changed settings.

Deleting the report task

1. Expand Scheduler and select Report Tasks in the navigation area. The
report tasks are listed in the display area.

2. Right-click the task you want to delete and select Delete. A
confirmation message appears.

3. Click Yes to delete the report task.
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Scheduler settings

The scheduler settings enable you to configure the database and advanced settings
provided in the scheduler application.

To Start the Scheduler

1. Click Start >Program > LobbyWorks > Scheduler or double-click the
Scheduler & shortcut on the desktop.

After logging on, the Lobbyworks Scheduler application runs in background and

the §m icon is visible in the system tray. Right-click the icon to view the scheduler
settings.

System Tray Menu

Settings. .
About
IF Exit

Database settings

The LobbyWorks Scheduler connected to the LobbyWorks database. You can provide
the server information and also the user credentials.

To specify the database information:

L ]
1. Right-click the & icon in the system tray, and click Settings. The
Scheduler Settings dialog box appears.

2. Click the Database tab.
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Scheduler Settings x|
g Scheduler Settings.
= 1 Specify LobbywWorks Database connection settings and start-up option.

Database IAdvanced |
— Database Setting

Server: I199.63.60.2491,SQLEXPRESS

Uszer Mame I =a

I sebkekekkobohokkekeok ok
FPaszzword

™ Use Windows integrated authentication

" Use Lobby'Works authentication Test connection |

Save | Cancel |

3. Inthe Server box, type the name of the server in which the LobbyWorks
database resides.

4. Select one of the following authentication options for logging onto the
database:

+ Select Use Windows integrated authentication, if the
credentials for logging on to Windows must be used for logging
on to the database.

* Select Use LobbyWorks authentication, if the SQL Server user
name and password must be used for accessing the Commander
database.

Type the Username and Password.
Click Test Connection to verify the connection with the database.

Click Save to save the settings.

S A

Click the Advanced tab and select the checkbox, if you want the
scheduler application to start automatically when the computer is
switched on.
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Overview

Overview

At the front desk, personnel enter the necessary visitor information to create a visit
and register the visitor. The mandatory entries include:

* unique information like the visitor’s name, address, and so on

« common information like the purpose of the visit, visit category, and so on
In the Administrator, you can predefine values for the:

* unique name field by creating aliases for visitor names

* common visit purpose field by defining visit purposes

The personnel at the front desk can fill these fields by selecting one of the predefined
values. This quickens registration process and in turn reduces the wait time for the
visitors.

You can add, modify, and/or delete visit purposes and aliases.

Note: After altering the values, restart the LobbyWorks Front Desk application for
the changes to take effect.

G

Visit purposes
Entering the purpose of the visit is mandatory for registering a visitor at the Front
Desk. You can predefine the reasons for a visit in the Administrator which can be
selected by the front desk personnel during registration.
The following visit purposes are available by default:
* Interview
*  Meeting
*  On-site work
* Personal

Adding a visit purpose

1. Expand Lists in the navigation area, right-click Visit Purposes and select
Add. The Purpose dialog box appears.
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x

% | Purpose Information
E‘| Fill information figlds and click Save button,

~Purpose:

hlamme: Persanal

Description:

[ Save ][ Cancel l

2. Type the Name and Description for the visit purpose.

3. Click Save to save the new visit purpose.

Editing a visit purpose
1. Expand Lists and select Visit Purposes in the navigation area. A list of
all the available visit purposes appears in the display area.

2. Right-click the purpose you want to edit, and select Modify.
3. Change the required information.

4. Click Save to save the changes made to the purpose.

Deleting a visit purpose

1. Expand Lists and select Visit Purposes in the navigation area. A list of
all the available visit purposes appears in the display area.

2. Right-click the purpose you want to delete, and select Delete. A
confirmation message appears.

3. Click Yes to delete the selected visit purpose.

Aliases

In the Administrator, aliases can be provided for the first or last names of
visitors. At the Front Desk, when the personnel enter the alias, LobbyWorks
maps it to visitors’ names in the database. This is called name matching. And as
a result of this, the visitor’s name gets populated automatically.

You can add aliases to LobbyWorks, modify and delete them.
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Adding an alias

1. Expand Lists in the navigation area, right-click Aliases and select Add. The
Alias dialog box appears.

[ ~alias x|
gl Alias

rl& Add an alias for the visitorfhost, The aliases will be used For searching the
visitorfhost in the database.

Hame johnsan
Save ] [ Cancel

Type the Name of the visitor.
Type the alias in Aliases.
Click Add to add the alias to the list.

Click Delete to remove the selected alias form the list.

A

Click Save to save the alias.

Editing an alias

1. Expand Lists and select Aliases in the navigation area. A list of all the
available aliases appears in the display area.

2. Right-click the alias you want to edit, and select Modify.
3. Change the required information.

4. Click Save to save the changes to the alias.

Deleting an alias

1. Expand Lists and select Aliases in the navigation area. A list of all the
available aliases appears in the display area.

2. Right-click the alias you want to delete, and select Delete. A confirmation
message appears.

3. Click Yes to delete the selected alias.
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Colors

LobbyWorks has a list of colors for all the days of the week. These colors can be
set to print badges with different colors on different days of the week. You can
modify the colors assigned to the days of the week by customizing and defining
colors. The assigned colors are applicable to badges of all visitor categories.

In addition, you can set badge color in template tab in the visit category dialog
box. A new badge color can be set in the template tab, which overrides the color
defined in the Assign Color dialog box.

Assigning colors to days
To assign a color:

1. Expand Lists and select Colors in the navigation area.

2. Right-click Colors and select Modify. The Assign Color dialog box
appears.

=, Assign Color x|

Color Assignment
Define color For the days of the week,

~Days of Week
Sunday

Monday

Tuesday

Wednesday

Thursday

Friday

Saturday

[ Save H Cancel l

a. Click anywhere in the field to open the Color dialog box.
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Basic colors:

(ol ((mfl (1[I
Il |
Wil 0 Wl § |
el 000l
Ll
00 el

LCustom colors:

|
J e

Define Customn Colors »» |

Cancel |

b. From the Basic colors palette, select the color you want to use for the
field.

c. To define a custom color, click Define Custom Colors and specify the
color combination in the Color dialog box.

d. Click OK to apply the color and exit from the Color dialog box.

For defining custom colors, refer to “Define a Custom Color* on page 10 in
Categories chapter.

3. Click Save.
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Overview

Overview

{%;

Configuring the additional settings in LobbyWorks provides extra features such as:
» Controlling visitor access, in the absence of an access control system.

* Displaying links to websites with useful information for a visitor, in the
Kiosk.

* Customizing the fields to be displayed for each category, in the Front Desk.
+ Sending notification e-mails from LobbyWorks.

* Enabling PACS Integration.

« Enabling super user options

Note: These settings are not mandatory for the working of the application.

Clearance codes

{%/}

Clearance code refers to a specific area within the premises, that a visitor is allowed
access to.

When integrated with Pro-Watch®, the clearance codes are imported to the
LobbyWorks database. In the Front Desk, the list of codes appears in the Clearance
Code field. The personnel can select a code and assign it to a visitor, allowing access
only to the corresponding area. The code can then be printed on visitor badges.

Note: When you integrate LobbyWorks with Pro—Watch®, the access level
information is imported to the database.

ACS access cards

@

In the Front Desk, access cards can be uniquely assigned to visitors and the numbers
can be printed on their badges. This helps in monitoring and controlling visitor access
within the premises. It displays the different card such as

* cards assigned to the visitors
* cards lost by the visitors
* temporary card assigned to the employees

Note: When you integrate LobbyWorks with Pro-Watch®, the access card
information is imported to the database.
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Security levels

A visitor can be a contractor, a service technician, an interview candidate, a
guest speaker for a conference, and so on. To ensure the security of the premises
and safety of the employees, you can assign each visitor to an appropriate
security level.

There are two predefined security levels in LobbyWorks Administrator:

* Escort Required: the host must accompany the visitor, within the
premises.

* Escort Not Required: the host need not accompany the visitor.

The security level can be printed on the visitor’s badge.

Adding a security level

1. In the navigation area, select a Company and the Site to which you
want to add a security level.

2. Right-click Security Level in the display area, and select Add. The
Security Level dialog box appears.

s, Security Level x|

% | Security Level Information
E| Fill the information and click the Save button,

~Security Level
Company Lobby\Works Enterprises v
Site Mame Wisconsin 4
Mame |
Description

Cancel

3. The following table provides you the details about the information you
must enter in the appropriate text boxes.

Table 15-1 Security Level details

Name Action

Company Select the company from the drop-down box.

Site Name Select the name of the site from the drop-down box.
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Name Action

Name Type a name for the security level.

Description Type a description for the security level.

4.

Click Save to add the security level to the LobbyWorks database.

Editing a security level

1.

In the navigation area, select a Company and the Site, whose security levels
you want to edit.

Double-click Security Level in the display area. The list of available security
levels appears.

Right-click the security level you want to edit, and select Modify. The
Security Level dialog box appears.

Modify the required details.

Click Save to save the changes to the security level.

Deleting a security level

1.

In the navigation area, select a Company and the Site, whose security levels
you want to delete.

2. Double-click Security Level in the display area. The list of available security
levels appears in the display area.
3. Right-click the security level you want to delete, and select Delete. A
confirmation message appears.
4. Click Yes to delete the selected security level from LobbyWorks.
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Links

The Administrator allows you to add links or addresses of relevant websites,
which can be accessed by the visitor, at the Kiosk. Links provide information
about the company to the visitor. They are displayed as icons in the Kiosk
application.
There are two predefined links.

*  Home: opens the company’s website.

* Search: opens the Google search page.

You can create links, modify them, and delete the irrelevant ones.

Adding a link

1. In the navigation area, select a Company and the Site to which you
want to add a link.

2. Right-click Links in the display area, and select Add. The Visitor
Information Link dialog box appears.

=, ¥isitor Information Link X

| ¥isitor Information Link
‘» Type the name and the URL (for example, wwww,google.com) For the buttons k

. be displayed in the visitor information center in KIOSK,
~Kiosk Information
Company Lobby\works Enterprises
Sike Name Wiscansin
Mame
LRL
Description

Cancel

3. The following table provides you the details about the information you
must enter in the appropriate text boxes.

Table 15-2 Link details

Name Action
Company Select the company from the drop-down box.
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Name Action
Site Name Select the name of the site from the drop-down
box.
Name Type a name for the link.

Example: Local Tourist Guide

URL Type the address of the website.

Description Type a description for the Link.

4. Click Save to add the link to LobbyWorks.

Editing a link

1. In the navigation area, select a Company and the Site, whose links you want
to edit.

2. Double-click Links in the display area. The list of available links appears in
the display area.

3. Right-click the link you want to edit, and select Modify. The Visitor
Information Link dialog box appears.

4. Modify the required details.
5. Click Save to save the changes to the link.

Deleting a link

1. In the navigation area, select a Company and the Site, whose links you want
to delete.

2. Double-click Links in the display area. The list of available links appears in
the display area.

3. Right-click the link you want to delete, and select Delete. A confirmation
message appears.

4. Click Yes to delete the selected link from LobbyWorks.
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Custom fields

You can configure the fields to be displayed at the Front Desk by:

* Selecting the fields and their values.

* Adding custom fields.
For selecting the fields, refer to the “Customize Field Definitions® on page 12
section in the Categories chapter.

Note: Custom fields are site and category specific.
g
—
B

Adding custom fields

You can create a maximum of ten custom fields for each of the four categories
namely, Visits, Employee, Assets, and Deliveries. The custom field appears with
the description, at the Front Desk.

To create a custom field:

1. In the navigation area, select a Company and the Site to which you
want to add custom fields.

2. Double-click Custom Fields in the display area. The four categories
appear in the display area.

3. Right-click the category to which you want to add custom fields, and
select Modify. The Custom Fields dialog box appears.
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X

=% | Custom Fields
+— | Mame each custom field and give it a data type (String, Mumber, or List), IF the data
— | type is a List, enter the possible values of the list in the Yalues column {each value
should be separated by a semicolon),
~Custom Field Definition
Field Mame | Type | Description Values |
Customl Age Integer age of the visitor
Cuskomz2 Skring
Cuskom3 Skring
Cuskom4 Skring
CuskomS Skring
Cuskoms Skring
Cuskom? Skring
Cuskom Skring
Cuskom9 Skring
Cuskom10 Skring
[ Save l [ Cancel

|

4. In the Name column, type a name for the custom field you want to create.

5. In the Type column, select the type of data the field must hold. The available

data types are:

* Integer
+ String
* List

6. In the Description column, type a description for the field, to be displayed at

the Front Desk.

7. In the Values column, type the values for the field separated by a semi-colon.
This is applicable only for fields assigned to the List data type.

8. Click Save to save the custom field.
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Templates

Using the Administrator, you can define templates for notifying the host through
e-mail, and/or phone. The defined phone and e-mail templates are used for
sending notification alerts to hosts on the arrival of their visitors.

Mail template
The Administrator enables you to define templates for e-mail notification.

You can specify e-mail template settings to notify the host about the following:
* Registering visitors
+ Sign-in visitors
* Sign-out visitors
* Decline visiting rights to visitors

To define the e-mail template:

1. In the navigation area, select a Company and the Site for which you
want to define the e-mail template.

2. Click Notification templates in the navigation area. The Phone
Template and Mail Template appears.

3. Right-click Mail Template and select Modify. The Mail Template
dialog box appears.

2 Mail Template E|

~ | Template Item Parameters
= ‘ Define your own templates for e-mail notification. LobbyWarks
—— | uses it ko send natification e-mails to the host.

~Mail Templates for

Reqgistering new visit
Signing in a wisit
Signing out a visit
Declining a wisit
Delivery Received

Delivery Sent

I HOHHEE

4. Click next to the Mail Template you want to design. The
Notification Template dialog box appears.
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=, Notification Template x|

Motification Message Template
Populate notification template with using macros from list,

Motification Template

From Lobbyworks@local . com
Subject Wisit Reqgistration Matice

Message You had a visitor YaVstrLastMames by strFirsthame s [D
From %eNstrCompany ¥ on %eLastSignInDatess,

Save H Cancel l

5. Type the following details:
Table 15-3 Notification Template details

Name Description

From Default from address.

Subject Default subject line.

Message Default message.

=] Insert/Remove placeholders.

6. To insert or remove placeholders:
a. Click (=] to open the Message Template Builder dialog box.
x

Motification Message Template
Populate notification template with using macros from list,

~Motification Template

STATE - Status ﬂ Visit Reqistration Mokice
WSTRFIRSTMAME - First Mame

WSTRLASTMNAME - Last Mame

WSTRCOMPANY - Company

CARPLATE - Yehicle Plate

BARCODE - ID

WSTRALIAS - Alias

STARTDATE - Expected Date

HOSTCOMBD - Primary HDSt_ILI
3

Ok ] [ Cancel

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 15-10 © 2011 Honeywell International



Additional Settings
Templates

b. Select the required placeholder from the left column to add it to
the right column.

Repeat step b to add multiple placeholders.
d. Click OK to view the changes to the template.

Example: If you want to have a subject line that reads “Kenneth
Williams Registration Notice”, select the appropriate
placeholders to make the prototype “<VSTRFIRSTNAME > <
VSTRFIRSTNAME > Registration Notice”.

7. Click Save to save the template and close the Notification Template
dialog box.

8. Click OK to close the Mail Template dialog box.
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Mail and network settings

LobbyWorks requires network information such as server name and port numbers to
send notification e-mails and Notify alerts. LobbyWorks Administrator uses the
specified server and port details to communicate with the Front Desk, Notify and
Kiosk applications.

To configure the mail and network settings:

1. Expand Advanced Configuration in the navigation area and select Mail and
Network. The Mail and Network Parameters option appears in the display
area.

2. Right-click Mail and Network Parameters and select Modify. The Mail
and Network dialog box appears.

=, Mail and Network X

L}J Mail and Network Settings
>3

Enter your SMTP mail server name and supported port number, This is used by
LobbywWorks to send notification emails. You may also provide an email address
to be used as the originating mailbox For Lobby\Works email,

~Mail and Network Settings
SMTP Server: SMTP Part:

25

Send e-mail notifications from::

administrator@servername. com

Motification Socket Port Numbers::

Front Desk: 2003 Iakify: 2001

Kiosk: 2002

[ Save H Cancel l

3. Type the SMTP Server name and SMTP Port number.

4. In Send e-mail notifications from, type the address to be displayed in the
From field of all notification e-mails sent from LobbyWorks.

5. Type the port numbers to be assigned to the Front Desk, Notify, and Kiosk
applications.

6. Click Save to save the notification e-mail and network settings.
Note: LobbyWorks loads the network settings on startup. Therefore, after

making changes to the settings, restart the client applications such as Front
Desk, Kiosk, and Notify for the new settings to take effect.

@
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PACS integration settings

The SmartPlus® application integrates Pro-Watch® and LobbyWorks. So the
SmartPlus® URL must be provided in LobbyWorks to initiate the process.
During integration, the company, employee, and clearance code information
stored in the Pro-Watch® database can be imported to the LobbyWorks database,
based on your selection.+

For more information about the PACS Integration dialog box, refer to the
section “Step 6: Initiating the integration from LobbyWorks* on page vi in
Appendix A.

The PACS Integration dialog box appears.

Enabling super user privileges

The super user privileges enables you to view and modify the report, and user
interface templates such as Front Desk and Kiosk. You must enable the super
user privilege before modifying the templates.

Warning: Do not modify the template unless instructed by the technical support.
A To enable the super user privileges

1. Open LobbyWorks.config file.

2. Locate <add key="SuperUser" value="0" />

3. Change the value from 0 to 1 inside the double quotes across the word
value. By default, the value is 0.

4. Save the file.
5. Restart LobbyWorks Administrator.

6. Expand Advanced Configuration and Definitions to verify the
changes as shown in the following figure.

El% Advanced Configuration
E| Definitions

% ser Interface
| Badge Codes

o Pazzword Management
i L"-f_l Reports

After changing the value, the User Interface and Reports are also displayed.
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Overview

Overview

Badges contain all the unique information necessary to identify a visitor, asset or
delivery. Badge codes are barcodes printed on badges to increase the accuracy and
speed of the identification process. Badge templates decide the outline for the badge.
You can configure the template, assign it to a badge and then customize it to suit your
requirements.

LobbyWorks enables you to:
* Design badge layout templates
* Create badges by assigning templates to them

LobbyWorks has predefined badges and templates. After installation, you can use
these available badges to reduce your initial setup time.

Configure layout templates

The layout or badge template defines the appearance of a badge. The template holds
all important information relevant to a badge and can be customized. In addition, for a
premises with multiple companies, you can design company-specific badge
templates.

The area within a badge that contains text or graphics is termed as a Control. A
control can be a Barcode, Label, Logo, or Picture. You can set the properties like
alignment, position, content, color, and font for each of these controls. To complete
the design template, configure all the control properties.

You can assign predefined templates to badges. This makes it easy for you to get
started with the badge configuration. However, LobbyWorks also enables you to
create templates. To do so:

* Copy an existing template and modify it
* Import a template in .xml format and modify it

Adding a template

1. Expand Profiles and Company and select Layout Templates in the
navigation area. Right-click anywhere in the display area and select Add. The
Label Layout dialog box appears.
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2, Label Layout |

LobbyWorks Label Layout Editor
Badge layout templates are stored in the LobbyWwiarks databass.

General Templates

Label General

Someany [Company 7]
Name |Huneywel| 4xE" |
Description Honeywell visitor badge layout

Save Cancel

In the Label Layout dialog box, click the General tab.

Select the Company for which you want to create the template.
Type a Name for the template. This is a mandatory field.

Type a Description for the template.

Click the Templates tab.

A

=, Label Layout x|

LobbyWorks Label Layout Editor
Badae layout kemplates are stored in the Lobby'works database,

General | Templates

ControlHame

|BadgeBound v [ Load fromFile_|
Text

| ‘ Save to File
Align/Text Default =

N
= R—
Background |transparent -]

e
SO R P
(L
v
Height
Lot 7
e e ]
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7.

Click Preview to view the selected control and refresh the template
label/badge layout after changing the properties.

Select the control you want to configure in Control Name. When you select a
control, the corresponding area is highlighted in the preview pane.

Set the properties for the selected control in the fields that follow. The
following table describes the entries to be made in the fields.

Table 16-1 Setting the control properties

Control Property | Action

Text Type the text for the selected control. This value is
displayed in the highlighted area, in the badge preview.

Align/Text Select the horizontal and vertical alignment of the text.

Font Click L=] to open the Font dialog box. Set the font,
style, size, and script for the text.

Color . .

Click L= to open the Color dialog box. Set the color
for the text.

Background Click [=]to open the Color dialog box. Set the
background color.

Back style Select the style for the background from the drop-down
box. You can set the style for the background as
transparent or opaque.

Picture Insert a picture, if you want to place a graphic in the
selected control.

Align Picture Select the position for the picture from the drop-down
box.

Width Set the width of the control in pixels.

Height Set the height of the control in pixels.

Left Set the left alignment of the control in pixels.

Top Set the top alignment of the control in pixels.
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10. To launch the designer tool for setting other control properties like
border color, border style and so on, click Designer....

11. Click Save to save the design settings for the template.

Tip: It is recommended that you copy and edit the existing template to create a
new layout template as it simplifies the design process.

For modifying the template, refer to “Editing a template* on page 7, in this
chapter.

Importing a template

If a designed template exists, LobbyWorks enables you to import it. After
importing the design, you can also modify it using the designer tool available in
LobbyWorks.

To import a template:

1. Expand Profiles and Company and select Layout Templates in the
navigation area. In the display area, right-click any predefined template
and select Add. The Label Layout dialog box appears.

2. In the Label Layout dialog box, click the Templates tab.

2, Label Layout x|

LobbyWorks Label Layout Editor
il Badge layout kemplates are stored in the Labbywarks database,

Geneial | Templates

~&Pr
Contiol Name BadgeBound b
Text
Align/Text Default b
Font Tahoma E]
Color Black E]
Background Transparent E]
Back Style Transparent b’
Picture E]
Align/Picture Zoom b
Width 5TT5
Height 8745

e o
Top o

Save ancel

3. Click Load from File to import a template in the .xml format. The
Please, select label template file dialog box appears.

4. Type or select the File name for the template file you want to import.
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5. Click Open to import the template file to LobbyWorks.

Copying a template

You can create a copy of an existing template and modify it to suit your requirements.
This enables you to design a new template while retaining the required features of an
existing template.

To copy a template:

1. Expand Profiles and Company and select Layout Templates in the
navigation area. A list of all the available layout templates appears in the
display area.

2. Right-click the template you want to copy and select Copy.
h Lobbyworks Administrator

[-fE] Lists
Prafiles
2

Layout Templates:

3. Right-click in the display area and select Paste to create a copy of the
template.

For modifying this template, refer to “Editing a template® on page 7, in this chapter.

Saving a template

You can save the templates in LobbyWorks in the .xml format.
To save a template:

1. Expand Profiles and Company and select Layout Templates in the
navigation area. A list of all the available layout templates appears in the
display area.

2. Right-click the template you want to save and select Modify. The Label
Layout dialog box appears.

3. In the Label Layout dialog box, click the Templates tab.

4. Click Save to File to save the template in the .xml format. The Please, select
filename to save label template into dialog box appears.

5. Type or select the File name for the file in which you want to save the
template.

6. Click Save to save the template in the selected file.
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Editing a template

LobbyWorks enables you to modify an existing template or an imported
template.

To edit a template:

1.

Expand Profiles and Company and select Layout Templates in the
navigation area. A list of all the available layout templates appears in
the display area.

Right-click the template you want to edit and select Modify. The Label
Layout dialog box appears.

In the Label Layout dialog box, click the General tab.
Change the Name and Description, if required.

Click the Templates tab.

=, Label Layout x|

LobbyWorks Label Layout Editor
EBadge layout kemplates are stored in the LobbyWorks database.

General Templates

~BPr
ControlHame BadgeBound B
Align;Text Default N
Font Tahoma B
Color Black B
Background Transparent B
Back Style Transparent 2
Picture E
Align/Picture Zoom 3
Width aTin
Height 8745
e i
Top 0

Save Cancel

Select the Control Name for which you want to change the control
properties.

Set the properties for the selected control in the fields that follow.

For setting the control properties, refer to “Adding a template® on page 2
in this chapter.

To launch the designer tool for changing other control properties, click
Designer....

Click Save to save the design settings for the template.
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Deleting a template

1. Expand Profiles and Company and select Layout Templates in the
navigation area. A list of all the available layout templates appears in the
display area.

2. Right-click the template you want to delete and select Delete. A confirmation
message appears.

3. Click Yes to delete the template.

Note: If the template is assigned to a badge, the following error message appears:

@

LobbyWorks Administrator =

° Can't delete Label Layvout, because there are label (badge) referred to it

To delete this template, assign a different template to the badge.

For assigning templates to badges, refer to “Adding a badge* on page 9 in this
chapter.

Configure badges

A badge is a physical card used for identifying assets, deliveries, visitors, and
employees in LobbyWorks. The badge appearance depends on the layout template
assigned to it. The controls in the template can be:

» Static - where the values you enter for the control are not altered.
* Bound - where the data fields you map the control to, can have different
values based on the LobbyWorks database.

The layout templates can be customized to create unique badges for:

e acompany

* asite

* acategory
When a site is added, badges are created by default. Using a badge, you can track the
following categories:

*  Employee
*  Asset
* Delivery
*  Visit
LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
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Note: LobbyWorks Front Desk loads the badge templates on startup. Therefore,
Kﬁ\ after making changes to the badge templates, restart the application for the new
= .
- settings to take effect.

Adding a badge
To assign a template to a badge:

1. Expand Profiles, Company, and Site. Right-click Badges in the
navigation area and select Add. The Label Templates dialog box
appears.

=, Label Templates

LobbyWorks Label Templates
Enter the general label details, select one of previously created Layouts and select the kind of

badge. Click Templates, ta define the necessary values.

General Templates

~Label General
Company LobbrWorks Enterprises b
Site Mame: Wisconsin b
Name Steve
Description |
Layout Dwmo template # 30256 Horizonkal w
Kind EMPLOYEE w

Save Cancel
In the Label Templates dialog box, click the General tab.

Select the Company to which you want to assign the badge.
Type a Name for the badge.
Type a Description for the badge.

AN

Select the template you want to assign the badge to, from the Layout
drop-down box.

7. Select the category for which you are creating the badge from the Kind
drop-down box.

8. Click Save to add the badge to LobbyWorks.

You can also customize the template assigned to the badge.
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Customizing the template for the badge
To customize the badge template:

1. Expand Profiles, Company, and Site. Select Badges in the navigation area.
A list of all the available badges appears in the display area.

2. Right-click the badge you want to customize and select Modify. The Label
Templates dialog box appears.

a, Label Templates [ x|
LobbyWorks Label Templates
Enter the general label details, select one of previously created Layouts and select the kind of
badge. Click Templates, to define the necessary walues.
General Templates
~Preview
Control Picture
E Type Static Control v
Text
Picture [E
Field
Back Color pefault v
Orientati
() Portrait
() Landscape
Preview ] Reset Control

3. In the Label Templates dialog box, click the Templates tab.

4. Click Preview to view the selected control and refresh the template
label/badge layout after changing it’s properties.

5. Select the Control you want to define.

6. Select the Type for the control.
* Select Bound Field to map the control to a value from the database.
* Select Static Control to enter the data for the control.

Note: The Text and Picture fields that follow, are enabled only when you
select Static Control as the type.

@

. Type the Text you want displayed in the selected control.

8. To insert a Picture in the template:
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Click [--] provided next to Picture. The Please, select image file
dialog box appears.

* Select the image and click Open to insert it.

9. Select the database Field you want to map the control to. This field is
enabled only when you select the control type as Bound Field.

10. Select the background color for the badge from the Back Color
drop-down box.

* Default: The background color set for the template is used for the
badge.

» By Category: The color set for the category is used for the badge.
11. Under Orientation, select the badge orientation.

» Portrait for a vertical badge.

* Landscape for a horizontal badge.

12. Click Reset Control to revert to the default settings for the selected
control.

13. Click Save to save the settings for the badge.

Editing a badge
LobbyWorks enables you to modify the badge settings.
To edit a badge:

1. Expand Profiles, Company, and Site. Select Badges in the navigation
area. A list of all the available badges appears in the display area.

2. Right-click the badge you want to edit and select Modify. The Label
Templates dialog box appears.

Click the General tab in the dialog box.
Make the required changes in assigning the template.

Click the Template tab in the dialog box.
Make the required changes to the badge.

= N

Click Save to save the modifications to the template assignment and
badge template.
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Copying a badge
You can create a copy of an existing badge and modify it to suit your requirements.
This enables you to design a new template, while retaining the required features of an
existing template.

To copy a badge:

1. Expand Profiles, Company, and Site. Select Badges in the navigation area.
A list of all the available badges appears in the display area.

2. Right-click the badge you want to copy and select Copy.
3. Right-click on the display area and select Paste to create a copy of the badge.

Deleting a badge

1. Expand Profiles, Company, and Site. Select Badges in the navigation area.
A list of all the available badges appears in the display area.

2. Right-click the badge you want to delete and select Delete.A confirmation
message appears.

3. Click Yes to delete the template.

Note: If the template is assigned to a category, the following error message appears:

LobbyWorks Administrator =

@

° Can't delete Label (Badge), because there are visit categories referred to it

To delete this badge, assign a different badge to the category.
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Badge codes

Information about visitors, assets, deliveries, and employees can be encoded in a
badge code. Badge codes are barcodes that are printed on badges. In addition to
the numerical representation supported for all the barcodes, it supports symbolic
representation for visitor and employee barcodes. You can set the barcode length
for all the categories, and select the representation type for barcode generation.
The generated barcode is printed on a badge by a barcode printer.

A barcode reader can be used to retrieve the encoded information from the
badge. In the absence of an access control system, this reader can be used at
entrances to track visitor movement.

The use of barcodes automates data capture. This in turn improves the speed and
accuracy of computer data entry and retrieval.

There are four predefined badge codes, one for each category. LobbyWorks does
not allow you to add badge codes for the sub-categories. However, you can
change the length of the existing codes.

Asset barcode
The asset barcode appears on badges provided for assets.

To modify the asset barcode:

1. Expand Advanced Configuration and Definitions, and select Badge
Codes in the navigation area. A list of all the available badge codes
appears in the display area.

2. Right-click Asset Barcode and select Modify. The Barcode Settings
dialog box appears.

a, Barcode Settings | ]

|||I||| Asset Barcode Template
| | Flease set the Barcode length For the Asset,

oooooo

~Barcode Settings

Barcode Length IB 3: ‘

[ Save H Cancel l

3. Set the Barcode Length in the spin box.

4. Click Save to save the barcode settings.
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Visitor barcode
The visitor barcode appears on badges provided for visitors.

To modify the visitor barcode:

1. Expand Advanced Configuration and Definitions, and select Badge Codes
in the navigation area. A list of all the available badge codes appears in the
display area.

2. Right-click Visitor Barcode and select Modify. The Barcode Settings dialog
box appears.

a, Barcode Settings | ]

|||I||| ¥isit Barcode Template
| | Select symbolic bype and define barcode length For entities,

°°°°°° Press the Preview button to test the barcode template.

~Barcode Settings

Barcode Length |8 3: Use Symbaolic Type

Test Barcode Templat

Eirsk Mame Steve
Lask Mame Johnson

[ Save H Cancel l

3. Set the Barcode Length in the spin box.

4. Select the Use Symbolic Type check box to enable a symbolic representation
for the barcode.

5. Type the First Name and Last Name.

6. Click Preview to view a sample of the barcode sequence that might be
generated.

7. Click Save to save the visitor barcode settings.

Delivery barcode
The delivery barcode appears on badges provided for deliveries.

To modify the delivery barcode:

1. Expand Advanced Configuration and Definitions, and select Badge Codes
in the navigation area. A list of all the available badge codes appears in the
display area.
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2. Right-click Delivery Barcode and select Modify. The Barcode

Settings dialog box appears.

Il

|o|o7~|s

Delivery Barcode Template
| Flease set the Barcode length For the Delivery,

~Barcode Settings

Barcode Length |8 3: ‘

[ Save H Cancel l

3. Set the Barcode Length in the spin box.

4. Click Save to save the barcode settings.

Employee barcode

The employee barcode appears on badges provided for employees.

To modify the visitor barcode:

1.

4.

Expand Advanced Configuration and Definitions, and select Badge
Codes in the navigation area. A list of all the available badge codes
appears in the display area.

Right-click Employee Barcode and select Modify. The Barcode
Settings dialog box appears.

Set the Barcode Length in the spin box.
x

|o|o7~|s

| Employee Barcode Template
| Set symbolic bype and barcode length For entities, Press
Test to preview barcode template,

~Barcode Settings

Barcode Length |8 3: [ use Symbalic Type

Test Barcode Templat

First Mame steve

Lask Mame chan

SaE54652

[ Save H Cancel l

Select the Use Symbolic Type check box to enable a symbolic
representation for the barcode.
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5. Type the First Name and the Last Name.
6. Click Preview to view a sample of the barcode sequence that might be
generated.
7. Click Save to save the employee barcode settings.
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Overview

The LobbyWorks Badge Preprint application prints the badges for the visitors before
they arrive at the premises.

You can use this application to preprint badge for the following visitor categories:
* Customers who visit the company.
* Trainers and attendees of a scheduled training program.
» Attendees for a conference and seminars.

Features of Badge Preprint
* Set the time for pre-printing before arrival of visitor.
* Displays the details of the previous pre-print activities.
* Configures different printers for visitor category.

This chapter describes you how to log on to the Badge Preprint application, preprint
settings such as preprint time, category, database, and visit location.

Logging On to Badge Preprint

Before logging on to the Badge Preprint application, ensure that your computer is
running under any site.

* Choose Start > Programs > LobbyWorks > Badge Preprint or
double-click the Badge Preprint ,5& icon on the desktop.

After logging on, the LobbyWorks Badge Preprint application runs in background and
the gg icon is visible in the system tray.

Quitting Badge Preprint

To quit the Badge Preprint application, right-click 3 icon in the system tray, and
then click Exit.

System tray menu

After logging on, the LobbyWorks Badge Preprint application runs in background and
the gg icon is visible in the system tray.

Right-click the icon to view the configuration options.

Settings..
Activity..

About

Exit
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The following table describes the configuration options.

Click To..

Settings | Configure the preprint time, printer category, database, and
visit location settings.

Activity | View the preprint activity.

About View the version information.
Exit Exit the application.
Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
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Badge Preprint Settings

Configure the following settings for the Badge Preprint application:

Preprint Time
To specify the preprint time

1. Right-click the 83 icon in the system tray, and click Settings. The Preprint
Settings dialog box appears.

= Preprinkt Sekttings il

Preprint Settings.

f\ﬁ Specify period when badges should be printed before visitor arrives. Also verify
printer usage per cakegory

Preprint Time IPrinter Category | Database | Wisit Location

Badge should be printed I 15 j‘ minutes before visibor arrives

Showe activity last I &0 jl minutes

[V start Preprint when Windows starts

¥ Print badge For expired pre-registered visits

Save | Cancel |

2. Click the Preprint Time tab.

3. Set the time for printing badges before visitors’ arrival. To do this, select the
time in minutes from Badge Should be printed spin box.

4. Set the time to show the activities performed by the application. To do this,
select time in minutes from Show activity last spin box.

5. Select the Start Preprint when Windows starts check box, if the application
must start automatically when Windows starts.

6. Select Print badge for expired pre-registered visits, if you want to print
badges for expired pre-registered visitors.

7. Click Save.

Printer Category

The printer category enables you to customize the application by configuring the
usage of the printer for different category of visitors.

To specify the printer category
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L
1. Right-click the ® icon in the system tray, and click Settings. The Preprint
Settings dialog box appears.

2. Click the Printer Category tab.

= Preprint Settings ﬂ

Preprink Settings.

e,
r\\ﬁ Specify period when badges should be printed before visitor arrives. Also verify
prinker usage pet cakegory

Preprink Time | Printer Category | Database | Visit Location |

- N\
'Categor \ yprinter
[sitez]-[Site1]-[Contrackar]
[sitez]-[Site1]-[Service]
[sitez]:-[Sited 10visicor] . .......... [

—NI
Microsoft Office Document Image Writer
Adobe POF |
WiglOnkZks00MMa0 402 e

Y

Visit Category Printer

Save | Cancel |

3. Right-click on any one of the category to select the printer.

4. Click Save to save the settings.

Database Settings

The details of the visitors for whom the badges must be preprinted are sent from the
LobbyWorks database to the badge preprint application. In the database tab you can
specify the database information such as server name and logon details.

To specify the database information:

L
1. Right-click the #S icon in the system tray, and click Settings. The Preprint
Settings dialog box appears.

2. Click the Database tab.
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= Preprint Sektings 5'

¥ Preprint Settings.
f\ﬁ Specify period when badges should be printed before visitor arrives. Also werify
printer usage per caktegoary

Preprint Time I Printer Category Database | visik Location I

Server Mame: |199 63,6024 FJLEXPRESS
Uszer Mame I sa
Password 1 Sk A
" Use Windows integrated authentication |
1 Use LobbyWorks authentication =SS EEE
Save | Cancel |

3. Type the LobbyWorks database Server Name.
4. Select one of the following to logon to the database.

* Select Use Windows integrated authentication, if the credentials for
logging on to Windows must be used for logging on to the database.

* Select Use LobbyWorks authentication, if the SQL Server user
name and password must be used for accessing the LobbyWorks
database.

5. Click Test Connection to verify the connection with the database.

6. Click Save to save the settings.

Visit Location

Using LobbyWorks Administrator, you can configure the visit location by assigning
the workstation to the particular location.

To specify the visit location information

»
1. Right-click the ®S icon in the system tray, and click Settings. The Preprint
Settings dialog box appears.

2. Click the Visit Location tab.
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= Preprint Settings il

B Preprint Settings.

f\é Specify period when badges should be printed before wisitor arrives. Also werify
prinker usage per cakegory

Preprint Time | Printer Categary | Database  Visit Location I

Hosk Company: I Company j

Host Sike: I Sitel j

Save | Cancel |

3. In Host Company, select the name of the company for which application to
print the badges for the visitor.

4. After selecting the host company, In Host Site, select name of the host for
which application prints the badges for the visitors.

5. Click Save to save the settings.

Preprint activity
The Preprint activity enables you to check the activities performed by the application
such as badge status, name of the visitor, expected time, and printing time of the
badge.

To perform the activity:

L ]
1. Right-click the B icon in the system tray, and click Activity. The Preprint
Activity dialog box appears.
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X
tl:h Preprint Activity

— Preprint Activity

Status Wisitor Expected time Printing time
L Bl printed 21952009 1 Ah [ 219720091 4l
e, Baclge printed John o 2852009 1005700 A 21972009 10:57:32 Ak

Clear | Ok |

Note: Click Clear to clear the previous entries.
2. Click OK.
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Overview

The LobbyWorks Reporter application is used for report management. You can
generate report for the various entities who visit the premises such as visitors,
contractors and so on.You can also generate reports on delivery, assets, and so on
which is taken in and out of the premises.

This chapter describes how to log on to the LobbyWorks Reporter application, and
how to use its various elements.

In addition, you can print, and save the reports different formats. The formats
available are HyperText(*.html), Rich Text(*.rtf). Adobe PDF(*.pdf) and
comma-separated(*.csv).

Logging on to Reporter
To log on to Reporter:
1. Choose Start > Programs > LobbyWorks > Reporter
or

double-click the Reporter g,l'r..g icon on the desktop. The Agreement screen
appears.

Text1END-USER LICENSE AGREEMENT FOR HONEYWELL SOFTWARE -

IMPORTAMT-READ CAREFULLY: This Honeywell End-User Licenze Agreement [this “Agr
By installing, copying, or athenwize using the HOMEY'WELL SOFTWARE. vou agree to be |
Unregistered use of the HOMEYWELL SOFT'WARE iz not authorized or permitted by Hone:

1 LICENSE

The HOMEYWELL SOFTWARE includes software owned by Honeywell and software licer
Subject to the terms below, Honeywell grants vou, under thiz Agreement, a limited, non-exc
r'ou are specifically prohibited from making any additional copies of the HOMEYWELL SOF
Al rights of any kind in HOMEYWELL SOFTWARE, which are not expressly granted in thiz
The HOMEYWELL SOFTWARE may contain or be derived from materialz of third party lice =

il

QK | Lancel |

2. Read the agreement and select Confirm. This enables the OK button.
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3. Click OK. The LobbyWorks Login window appears.

) Logon
= ‘\ Select company and authentication mode.
I A

—LobbyWorks Logon Information

Company: I Lobby\Works Enterprises j

7 Wse Windows authentication,

User: Marme: I PACRIMI\E446397

{* Use LobbyWarks authentication.

Logon I |

Password: I
" Change password after logging on.

[~ Remember my logon infarmation on this computer,

Advanced... | Log on | Cancel |

4. Type the Login Name and Password.

5. Select the Change Password after Login checkbox, if you want to change
the password immediately after logging in.

6. Select Remember my logon information on this computer checkbox to

save the login information and next time you can login automatically.

» Note: To cancel Remember my logon information on this computer, press Shift
@ key on your keyboard when you start the application. You can see the login screen.
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7. If you want to change the database server from where the information is
accessed, click Advanced. The Connect dialog box appears.

=g, Database Server Connection
":1‘1‘-‘” Plzase specify valid database server name.

—Serwver Information

Server name: I 199,63.60. 24 SQLEXPRESS

" Use Windows inteqrated authentication

% |Use LobbyWorks authentication

Uszer Mame : I EE]

Bk
Pazswaord : I

oK Cancel

a. Type the name of the database in Server name.
b. Select one of the following options to log on to the database server:

* Select Use Windows integrated authentication: If the credentials
for logging on to Windows must be used for logging on to the
database.

* Select Use LobbyWorks authentication: If the SQL Server user
name and password must be used for accessing the LobbyWorks
database.

c. Click OK to change the settings and close the dialog box.

8. Click Log on in the Lobbyworks Login dialog box. The LobbyWorks
Reporter window appears.
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User interface

The user interface is divided into entity manager, toolbar, display area, and status bar.
Entity Manager Toolbar

| LobbyWorks Reporter

_lol x|
€

Wisitar
Report —Report List

List < ({otepected vistors

Save

Property

Refresh

[&

Preview

é

Print

LD GO | ReportFiIterl

[T 102 P H Qj

Navigation
Toolbar

2{16(2009 )

Status Bar Display Area

Figure 18-1 Reporter User Interface.
Entity Manager — Lists the various entities in LobbyWorks

© .
Wisitar

Visikor

Event | Group Visit
Wisitor Wakch Lisk
Hosk

Delivery

Assek

Display area — Displays the report
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Toolbar

The toolbar helps you perform operations like save, refresh, print the report, and so
on.

The following table describes the tool buttons:

Tools Description
=] Enables you to save the report
Save
Enables you to view the property of the report.
Property
Enables you to refresh the report.
Refresh
& Enables you to preview the report before printing
Preview it.
B Enables you to print the report.
Print

Navigation tool bar

The following table describes the navigation tool buttons:

Tools Description

Enables you to navigate to the first page of the

H report.

i Enables you to navigate to the previous page of the
report.

, Enables you to navigate to the next page of the
report.

M Enables you to navigate to the last page of the
report.
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Enables you to zoom the size of the report.

Generating reports

You can generate the reports for different entities in LobbyWorks. Reports can be
generated before or after the arrival of visitors or receipt of deliveries.

LobbyWorks Reporter enables you to generate built-in reports.

Built-in reports
Built-in reports are available along with the application. Some of the built-in reports
are report for visit summary, visit details, and so on. If you require any specific report
that is not available as a part of the built-in reports, you can do so by generating a
customized report. For example, if you generate a report on visitor summary see
“Built-in Report.* on page 13.

1. Visitor

The following table lists the name of the built-in report that can be generated for
visitors and a brief description on the information provided by each report.

Report Name Description
Visit Summary Lists the signed in and signed out visitors.
Visit Details Displays visit details on a separate page with

picture, signature, biz card, photo ID image,
history log, and custom fields.

Parking lot Report Shows cars currently in parking lot.

Expected Visitor Displays the pre-registered visitor information.

Visitors for Host Displays the list of visit records for a specific
employee.

Busiest Hosts Contains the list of employees and their visitors.

Visitor per Department | Represents the number of visitors to a department
Count in the form of a pie chart.
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Report Name

Description

Repeat Visitors

Provides information on the number of visitors
who have visited the company more than once.

Average intra day
visitor traffic

Represents the average hourly count of visits.
Displays the result on a graph of the average daily
count vs hour of the day. Also displays number of
visits that expected, signed in and signed out.

Intra day visitor traffic

Represents the hourly count of visits. Displays the
number of visits that expected, signed in and
signed out.

Day of Month Average | Displays the average daily count by days of month

Visitor Traffic and displays a graph showing average daily count
vs day of month.

Day of Week Average | Displays the average daily count by days of week

Visitor Traffic and displays a graph showing average daily count
vs day of week.

Average Weekly Displays the visitor information who sign in per

Visitors Traffic

week. Displays the graph average count vs number
of visitors per week.

Average Monthly
Visitors Traffic

Displays the visitor information who sign in per
month. Displays the graph average count vs
number of visitors per month.

Expected vs Walk-In
Visits

Displays the graph number of visits expected vs
number of visits which are not pre-registered.

Non-signed out visitors

Displays the list of visitors who have not signed
out.

Non-signed out visitors
per host.

Lists the details of visitors who have not signed out
along with the host information

Average Unsigned Out
Visitor trend

Displays the average number of visitors who have
not signed out over a period of time in a trend
chart.
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Report Name Description

Unsigned Out Visitor Displays the number visitors who are not signed
trend out on a particular date.

Hourly Visit Traffic Graph showing visitors signed in per hour.
Daily Visit Traffic Graph showing visitors signed in per day.
Weekly Visit Traffic Graph showing visitors signed in per week.
Monthly Visit Traffic Graph showing visitors signed in per month.

Declined Visitor

Shows declined visitors

Access Card Visitor
Report

Details of visitors who are given access cards.

Unreturned Access

Details of the visitors who are not returned the

cards access card.

Visitor’s onsite time

Displays the visitor’s duration time.

2. Group Visit

The following table lists the name of the built-in report that can be generated for
group visits and a brief description on the information provided by each report.

Report name Description

Group Summary Displays the number of groups visited.

Group Details Displays the details of the group on a separate
page. Including list of visitors, status of the visitor
such as visitor arrival time, sign in and signed out

time.
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3. Watch List

The following table lists the name of the built-in report that can be generated for
watch list and a brief description on the information provided by each report.

Report name Description

Watch List Summary Displays the list of people present in the watch

list.

Watch List Detail Displays the details of the visitors who are in
watch list.

Attempted Entry Displays the list of visitors who enters the

company when they are already in watch list.

4. Host

The following table lists the name of the built-in report that can be generated for host
and a brief description on the information provided by each report

Report name Description

Host Summary Displays the umber of hosts.

Host Detail Details of each host on a separate page, also
displays picture, signature, history, pre-authorized
visitors, and declined visitors.

Host Timesheet Displays the sign-in and sign-out details of the host
per week.

Host Visitors Details of visitors who visited the host.

Host Deliveries Details of deliveries received or sent by hosts.

Host Assets Displays the number of signed-out assets per host.

Created Host List of host created in a particular date.

Host Pre-authorized List of visitors who are pre-authorized by the host.

visits

Host Denied visits List of visits denied by the host.
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5. Assets

The following table lists the name of the built-in report that can be generated for
assets and a brief description on the information provided by each reportt.

Report name Description
Assets Summary Displays the list of assets.
Assets Details Displays the details of each asset on a page such as

signature and picture.

Assets Trend by Days Displays the graph showing daily count of
of Month signed-out assets.

Unreturned Assets Displays the details of assets for which the date of
return has expired but are still not returned.

6. Delivery

The following table lists the name of the built-in report that can be generated for
delivery and a brief description on the information provided by each report

Report name Description
Delivery Summary Number of deliveries.
Delivery Details Delivery details such as signature, and picture on a

seperate page.

Delivery Trend Shows a graph of daily count of deliveries
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To generate a built-in report:
1. In Entity Manager, select any one of the entity. see Figure 18-1

2. In Report List, click = to select the report and click GO. The Filter
Parameters dialog box appears.

x
Filter Parameters.
g) Define filker parameters ko restrick returned entries.
—Parameter List
Parameter: Condition: Walue:
Sign-In Date Jinthe last 7 days = ||11/19/2008 00:00 ~ |
Category | contains [ wistor
Host Company I conkains jl company
Host Site I not contains jl all access
Host Building | contains = |[ buiding
Host Department I contains jl acs
Clearance Code I contains jl abc123
Sign-In Building I not contains jl abc
Security Level I emply jl
OF | Cancel |

3. Under Parameter List, select the Condition for parameters and type the
Value for the parameters and then click OK to close the dialog box.

4. Click OK to generate the report. The following report is generated.
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Visit Summary

Figure 18-2  Built-in Report.

Filtering reports

You can filter the reports using the application. For example, if you need a report on
visitor summary see figure “Filtering the report.”

To filter the report:
1. Repeat the step 1 through step 3 from Built-in reports, page 7.
2. Click Report Filter, the Report Filter dialog box appears.
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|z Report Filter x|

Report Filter.
Define custom filker far report.

—Report Filter
Figld: Conditicn: Walue!
ICountry LI Icontains LI |US
Criteria List:
Field | Condition [ Walue [
Sigreln Date in the last 7 days iRemove |
Cormpany containg campang
Host Person containg steve
Country contains us

ok Cancel

3. Under Report filter, select Field, Condition, and Value and click Add
to List. The field is selected and added under Criteria List. Click
Remove, if you want to remove the field.

4. Click OK to generate the customized report.The following report is
generated.

Visit Summary

S

Paara et ¥
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Figure 18-3  Filtering the report.
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Backup and Restore

Overview

Overview

@

This chapter describes how to backup and restore the LobbyWorks database. The
LobbyWorks database contains data about companies, employees, and visitors.
Hence, it is essential that a backup of the information is taken on a regular basis.
The backup and restoration operation involves:

» Taking a backup of the database at periodic intervals.

* Cleaning up the database of redundant and old information.

* Restoring data when the database is corrupt.

Note: The backup, cleanup, and restore operations are performed on the database
server and require exclusive access to the LobbyWorks database. So, Honeywell
recommends you to close all LobbyWorks applications that are currently open.

Backup and cleanup

A

You can take a backup of the database by saving the data on your computer. You can
take a backup of the entire database or take a backup of only the incremental changes
in the database.

Taking a backup of the incremental changes or changes in the database ensures that
multiple copies of the same file is not created and thereby saves disk space.

Warning:

» Before taking a backup of the server, ensure that you have installed the
Scheduler on the computer in which you have installed the Administrator
application.

» Before taking a backup of the server, ensure that you have closed the Front
Desk, Kiosk, Notify, Scheduler, Badge Preprint, and Reporter applications.

The cleanup operation involves removing redundant data from the database.

Database Backup and Cleanup

1. Click |12 in the toolbar. The Backup and Cleanup LobbyWorks Database
dialog box appears.
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, Backup and Cleanup Lobby¥orks Database ZI

Backup and Cleanup Database

t@’? This function allows you to backup the LobbyWorks Database, Please, select
the backup storage file and populate the conditions For cleaning up the
Lobby\Works Database,

¥ Backup LobbyWworks Datahase

Backup file name: E

¥ Incremental

¥ Cleanup original LobbyWorks Database after backup

W Remove deleted assets older than 31 3: days
[V Remove closed visits older than 3l 32 days
W Remove deleted deliveries older than 3l 3: days

[V Remave logs older than 31 3: days

2. Select the Backup LobbyWorks Database checkbox to enable backing up of
the LobbyWorks database.

3. In the Backup file name, type the name of the backup file along with the
folder path.

OR
Click [-]. to navigate and select the file from the folder.

4. Select the Incremental checkbox, to take a backup of only the changes in the
database.

5. Select the Cleanup original LobbyWorks Database after backup
checkbox to remove outdated information from the database. The following
check boxes are enabled. Select the appropriate check box for the clean up
operation, specify the condition for cleanup, and select the day in the spinbox.
The table below describes the option.

Table 19-1 Database Cleanup Options

Option Description
Remove deleted assets Removes the details of assets deleted prior to
older than the specified number of days.

Remove closed visits older | Removes the details of visits closed prior to
than the specified number of days.

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International 19-3 Release 4.0



Backup and Restore
Backup and cleanup

Option Description

Remove deleted deliveries | Removes the details of deliveries deleted
older than prior to the specified number of days.
Remove logs older than Removes the details of records created prior

to the specified number of days.

6. Click Backup and Cleanup to initiate the backup and cleanup operation. A
dialog box showing the progress of the backup and cleanup operation
appears.

a, Backup and Cleanup Lobby¥orks Database ﬂ

Backup and Cleanup Database

t@? This function allows you to backup the LobbyWorks Database, Please, select
the backup storage file and populate the conditions For cleaning up the
Lobby\Works Database.

~ Backup and Cleanup Progress
Backup progress

Cleanup progress

Backup and Cleanup Result

Eack Up Faied

7. Click OK to close the progress dialog box.

Scheduling Backup and Cleanup
You can schedule the backup and clean up operations for specific time intervals.

When LobbyWorks is installed, two predefined server task are available.

*  Monthly full backup: This task makes a complete backup of the database on
the first day of every month. The default location for the backup file is
C:\LBW_FULL.DAT.

*  Weekly incremental backup: This task makes an incremental backup of the
database, Saturday of every week.

You can modify and add the predefined server tasks, create tasks and delete the
required tasks.
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Adding a Server Task

1. Expand Advanced Configuration and Scheduler and select Server Tasks in
the navigation area. Right-click anywhere in the blank space in the display
area and select Add. The Server Scheduler Tasks dialog box appears.

s Server Scheduler Tasks x|

» | This task performs database maintenance based on options specified.
E‘ Server DB Backup and Cleanup Task.

~Task Opti

Task Name Monthly Full backup
Backup File CHLEW_FULL DAT [E
[] tneremental
Remove delsted assets older than E days
Remove closed visits older than E days
Remaove deleted deliveries older than B0 o dars
Remave |ogs alder than lﬂ days
[ Execute Task at | 00:00 =
Sunday
m day of month

2. Type a name for the task in Task Name. This is a mandatory field.

3. In the Backup file name, Type the location to save the backup file. This is a
mandatory field.

OR

Click [-] to navigate and select the file from the folder.

4. Select the Incremental checkbox, to update only the changes to the existing
file in the database.

5. To remove outdated information from the database, select the Cleanup
original LobbyWorks Database after backup checkbox. Selecting this
checkbox, enables the checkboxes that follow.

6. You can specify the conditions for data cleanup by selecting the appropriate
checkbox and entering the days in the spinbox. The table below describes the
options.
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Table 19-2 Database Cleanup Options

Option Description
Remove deleted assets Removes the details of assets deleted prior to the
older than specified number of days.

Remove closed visits older | Removes the details of visits closed prior to the
than specified number of days.

Remove deleted deliveries | Removes the details of deliveries deleted prior to
older than the specified number of days.

Remove logs older than Removes the details of records created prior to
the specified number of days.

7. Select the Execute Task check box and enter the time in the spinbox
provided alongside to execute the backup and cleanup operation at the
specific time. The operation is performed at the specific time daily, weekly, or
monthly, based on the option you select below:

» daily: The task is executed everyday.

* once per day at: The task is executed once a week, on the specified
day.

Example: To perform the task on Saturday every week, select the option
and select Saturday.

* monthly: The task is executed every month, on the specified day.

Example: If you select 2, the task is performed on the second day of every
month.

8. Click Save to save the server task settings.

Editing a Server Task

1. Expand Advanced Configuration and Scheduler and select Server Tasks in
the navigation area. The list of available server tasks appears in the display
area.

2. Right-click the server task you want to edit and select Modify to view the
Server Scheduler Tasks dialog box.

3. Make the required changes.

4. Click Save to save the changes and close the dialog box.
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Deleting a Server Task

1. Expand Advanced Configuration and Scheduler and select Server Tasks in

the navigation area. The list of available server tasks appears in the display
area.

2. Right-click the server task you want to delete and select Delete. A message
asking for confirming the deletion appears.

3. Click Yes to delete the selected task.
Note: Database Back Up functionality in Lobbyworks 4.0 makes use of SQL Server

2005 service.This service by default runs with the credentials of Network Service and
has write permission for the data folder only.

@

So to back up the Lobbyworks 4.0 database folder other than Data folder the service
has to be made to run in an account with those credentials.

Changing the SQL Server Settings

To change the account of the service:

1. Choose Start > Programs > Microsoft Sql Server 2005 > Configuration
Tools > Sql Server Configuration Manager. The following screen appears:

7 QL Server Configuration Manager

=lolx

Ele Action Yew Hep —‘

«=» BBR[®2 |
[ 5L Server Configuration Manager (Local) Hame [ state [ start riode Log On s

- [Th5aL Server (SQLEXPRESS) Running Automatic NT AUTHGR

onfigurat DHsal Server Browser Running Automatic NT AUTHCOR

5L Native Client Configuration

1) | I

2. In the left pane, select SQL Server 2005 Services.

3. In the right pane, select SQL Server. The following screen appears:
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SQL Server (SQLEXPRESS) Properties

Log On |Sarwta | Advanced |
Log on as:

& Built-in account

" This account:

Account Mame:
Password:

Confirm password:

2=

Browse. |
kA AR At A
R AR

Service status: Running

Stark | Stop |

Pause |

Restart |

[ ]

Cancel |

fipply

Help

Click the Log On tab.

NS ok

Click OK to finish.

Select Built-in Accounts, and then select Local System from the list.

Click Apply, a confirmation message appears. Click Yes.
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Restore

There can be situations, where the current working database encounters problems. In
such cases you can restore a backup of the working database. You can restore the
database that was last backed up to ensure minimum data loss.

To perform a restore operation:

1. Click [ in the toolbar. The Restore Database dialog box appears.

s, Restore database X

Restore LobbyWorks database

This Function allaws vou ta restore a LobbyWorks Database that has been
backed up previously. Please, specify the backup file name and dick Restare
to start the recovery process.

~Restore settings

Full backup file name:

! [ |

Backup ko restore:

I™ Specify Incremental Backup

Incremental backup file name:

Backup to restare:

Cancel

2. Type the filename and path of the backup file which needs to be restored, in
Full backup file name.

3. Select the most recent successful backup date in the Backup to restore box.

4. Select the Specify Incremental Backup checkbox to restore only the
incremental changes.

5. Type the filename and path of the incremental backup file which needs to be
restored, in Incremental backup file name.

6. Select the required date in the Backup to restore box.

View the audit log

Logs are recorded in LobbyWorks for any requests, responses, errors, and events
happening in Administrator, Front Desk, Kiosk, and Notify. You can export the
recorded logs and save them as csv (comma separated files). Using the logs, you can
troubleshoot and resolve any errors or issues in any of the application.

To export Audit logs:
1. Click [# in the toolbar. The Export Audit Log dialog box appears.
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View the audit log
x
— Select Log Date Range.
| Z | Please select log date range that will be exported.
Date Range:
" Select all log event
(+ Select log events between  |04/18/2005 08:00:00 | and 0471872008 zz:0000 7 |
[ Save l [ LCancel l
2. In Date Range, select one of the following options:
Option Description
Select all log event | Logs recorded for all events.
Select log events Log events recorded during a specific period.
between
3. Click Save to save the settings. The logs are saved as a .csv file in the
folder where LobbyWorks in installed.
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Overview

Overview

External devices operate in conjunction with a central system, but is not part of the
system itself. Some of the external devices that are interfaced with the Front

Desk/Kiosk applications are:

e Camera: To capture images
* Scanner: To scan cards
* Printer: To print badges

« Barcode reader: To read barcodes

Driver license scanner settings

To scan a driving license:

These devices are used to track and record the visitors’ entry into the premises.

The host can scan the visitor’s driving license through the driver license scanner.

1. Expand Advanced Configuration and select Devices in the navigation area.
The predefined list of tasks appears in the display area.

2. Right-click Driver License Scanner and select Modify. The Driver License

Scanner dialog box appears.

=, Driver License Scanner

Driver License Scanner Settings

—
D Please specify country, state and additional parameters,

~Driver License Scanner Settings

Counkry |

State

~Allow scanning only following types
[ Business Cards

[] Driver Licenses
[ Passparts
[] 20 barcodes

[] stere DL Image
[] 5tore DL Mame
[] Store DL Address

["] State DL Person Attributes (hair, color, gender, etc...)

~fllow store following DL Information ——M

Cancel

3. Select the country you are located in from the Country list.

4. Select the state you are located in from the State list.
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5. Under Allow scanning only following types, select the type of document to
be scanned. The supported type of documents are business cards, driver
licenses, passports and 2D barcodes.

6. Under Allow store following DL information, select to store the type of
information. You can store driver license image, name, address and person’s
attributes.

7. Click Save.
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Overview

Overview

Using the LobbyWorks Administrator application, you can configure the following:
* The Kiosk user interface.
* The categories of visitors who can register/sign-in at the kiosk.
* The Kiosk workstation properties.
* The settings for the devices connected to the kiosk.

The settings you configure in the LobbyWorks Administrator determine the options
displayed in the Kiosk application.

Design the kiosk user interface

You can define and organize the contents displayed in the Kiosk user interface using
the configuration options in the Administrator.

In the Administrator application, you can configure the following settings for the
Kiosk.

* The background display for the Kiosk user interface.

Setting the background display

Using the LobbyWorks Administrator, you can select an image to be displayed at the
background in the Kiosk user interface.

To set the background image:
1. Expand the Company and Site.

2. Right-click Workstations in the navigation area and select Modify. The
Workstation dialog box appears.
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=, Workstation x|

Workstation Properties

!
.»‘-'5 Select computer name and populate location area field, Also check workstation
= permissions for application executing,

Application Permizzions T Kiozk Additional T Kiosk General ] 4 | ’l

~Kiosk General

Kiosk background image

Use animated assistant
[ pisallow name makching

Use previous visit pickure
Wisits authorized by Front Desk on:

“

Kiosk location Load l [ Remove l

Cancel

3. Click the Kiosk General tab.
4. Click Load to select and upload the background image.
5. Click Remove to undo the selection.
6. Click Save to save the general Kiosk settings.
Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide

© 2011 Honeywell International 21-3 Release 4.0



Kiosk Configuration
Configure settings for categories

Configure settings for categories

Visits Category: In LobbyWorks, the Visits category helps you track and control
visitors’ entry to the premises. You can configure settings to determine how the
visitors of a category interact with the Kiosk application. In addition, you can assign a
template for the visitor’s badge to be printed at the kiosk.

Employees Category: The Employees category consists of people working at the
premises. You can assign a template for the temporary employee badge, which can be
printed at the kiosk.

Settings for the visits category

You can make the following settings for the Visits categories.
» Enable visitors of a Visits category to self-register their visit using the kiosk.
* Allow only pre-registered visitors for a Visits category.

To enable visitors to self-register

1. Expand Categories and select Visits in the navigation area. A list of Visits
categories is displayed in the display area.

2. Right-click the Visits category to be modified and select Modify. The Visit
Category dialog box appears.

3. Click the Application Access tab.
x

% | Wisit Category Information
ﬁ | Flease set the configuration information common to all visits in this category

Host Motification Application Access T Templates T Field Definil 4 | ’l

~LCategory Registration Permissi

Kinsk
Yeb

Cancel

4. Select the Kiosk check box to enable visitors of this Visit category to
self-register at the kiosk.
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5.

Click Save.

To allow only pre-registered visitors for a Visit category

1.

Expand Categories and select Visits in the navigation area. A list of
Visits categories is displayed in the display area.

Right-click the Visits category to be modified and select Modify. The
Visit Category dialog box appears.

Click the Registration Process tab.

Select the Allow only pre-registered visitors check box to enable only
pre-registered visitors to self-register at the kiosk.

Note: Before you select this option, you must clear the Disallow name

@

matching option in the Set General Kiosk Properties dialog box.

5.

Select the Require visitor card scanning check box to make card
scanning for the visitors of the category.

Click Save to save the category settings.

=, ¥isit Category ﬂ

% | Wisit Category Information
ﬁ | Flease set the configuration information common to all visits in this category

General Fegistration Process T Wizit Control T Host Notification 4 | ’I

~¥isit Requirement:
[] visit is authorized by Hast

[] ¥isit is autharized by Erant Desk

[] Display cantract befare autharizing visit

Auto-sign in after registration

[] Reprint badge on sign in

[] &llow anly pre-registered visitors (Applicable only For KIOSK)

|:| Require visitor card scanning

[] Allow UnRegistered Hasts

Cancel

To set the badge template for visitors of the category:

1.

Expand Categories and select Visits in the navigation area. A list of
Visits categories is displayed in the display area.

Right-click the Visits category to be modified and select Modify. The
Visit Category dialog box appears.
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=, ¥isit Category ﬂ

% | Wisit Category Information
ﬁ | Flease set the configuration information common to all visits in this category

Host Motification T Application Access T Templates Field Definil 4 | ’l

-Badge Templat

Wisitor Badge

Contractor horizontal v

Car Pass

Category color {click to change the color)

Cancel

Click the Templates tab.
Select the badge template from the Visitor Badge list.

Select a template for a Car Pass from the list.

S

You can select a color for the badge by performing the following steps.
Click anywhere in Category color to open the Color dialog box.

b. From the Basic colors palette, click the color you want to use for the
category.

c. To define a custom color, click Define Custom Colors and specify the
color combination in the Color dialog box.

d. Click OK to apply the color and exit from the Color dialog box.
7. Click Save to save the badge settings for the Visits category.

Settings for the employees category

For an Employees category you can set the badge template for the temporary
employee badge.

To set the badge template:

1. Expand Categories and select Employees in the navigation area. A list of
Employees categories is displayed in the display area.

2. Right-click the Employees category to be modified and select Modify. The
Employee Category dialog box appears.
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3. Click the Templates tab.

a, Employee Category ll

% | Employee Category Information
ﬁ] Flease set configuration information common ko all employees in this category,

Motifications T Motify ‘W atch List T Wizit Control T Templates F4 | ’l

-Badge Templat

Employee badge template:

Category color {click to change the color)

Cancel

For more information about selecting a badge, refer to “To set the badge
template for visitors of the category:” in this chapter.
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Configure the kiosk workstation properties

Using the Administrator you can configure general and additional properties for the
workstation at the kiosk.

Setting application permissions

You can select the applications you want to run on a selected workstation. To run the
Kiosk application on a workstation, you must enable the Kiosk option, in the
Application Permissions tab for the workstation.

To set the application permissions:

1. Select the workstation on which you want to run the Kiosk, right-click and
select Modify.

OR
a. Click Available Workstations in the navigation area.

b. Select the workstation on which the Kiosk is installed, right-click and
select Modify.

The Workstation dialog box appears.

= Workstation g]
- - Workstation Properties

.»‘-'5 Provide the general workstation information. Also, define the application
= permissions and other Kiosk settings.

General Application Permizzions T Kiozk Additional T Kiosk Ge 4 | P

~Workstation Applications Profile

Select the applications allowed to execute on this workstation,
[ Eront Desk

Reporter

[] administrator

Kiosk.

Preprint

Cancel

2. In the Workstation dialog box, click the Application Permissions tab.

3. Select the check boxes for the application(s) that can run on the workstation.
The options available are Front Desk, Reporter, Administrator, Kiosk, and
Preprint.

4. Click Save.
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Setting additional kiosk properties

The following settings can be configured/enabled for the Kiosk, in the Kiosk
Additional tab.

* The supported Kiosk user interface languages.
* The Information Center.

» The visitor sign-in and/or sponsor sign-in features.

By allowing visitors to sign-in themselves, you can eliminate the time spent
by the visitor in waiting for the host to do the sign-in.

To set the additional properties for the kiosk
1. Expand Workstations in the navigation area.

2. Right-click the workstation on which the Kiosk application is installed,
and select Modify. The Workstation dialog box appears.

3. Click the Kiosk Additional tab.

> Workstation g]

- - Workstation Properties
5 Provide the general workstation information. Also, define the application

s
i
= permissions and other Kiosk settings.
General T Application Permizzions T Kiozk Additional Kiosk Ge 4 | P
~Kiosk general profile configuration
Enable the Following buttons: Enable Following UI languages:
Visitor Reqgistration D oo D Dutch
Scan pre-registration bar code O German Orussian
Visitar sign-out/re-entry English O aresk
. OFrench O sparish
Employee Sign In i
O talian
Information Center
Page prink < *
Camera Snap (Sec) |03 w

Cancel

4. Select the Visitor Registration check box to enable the visitors to
register themselves. This reduces the wait time for visitors as they need
not wait at the Front Desk.

5. Select the Scan pre-registration bar code check box to enable the
visitor to scan the bar code that was sent through e-mail while
pre-registering.

6. Select the Visitor sign-out/re-entry check box to enable the visitor to
automatically sign-out after finishing the meeting.
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7. Select the Employee Sign In check box to display the option that enables the
sponsor to sign in and authorize the visitor at the Kiosk

8. Select the Information Center check box to display the information center
option in the Kiosk. The information center can be configured to display your
company’s information. The links you created are also displayed in the
information center.

For creating links, refer to the Additional Settings chapter:

9. Select the Page print check box to enable the Print option in the Kiosk
Information Center. The visitor can click the Print option to print the onscreen
information if a printer is connected to the Kiosk.

Note: The Page print option is enabled only when you select the
Information Center check box.

@

10. Select the Camera Snap(Sec) time.

11. The Enable following UI languages contains a list of languages. From the
list, select the languages for the Kiosk user interface.

12. Click Save to save the additional Kiosk settings.

Setting general kiosk properties
The general settings determine the basic features available to the visitor at the Kiosk.

You can enable the following feature:
* Allow name matching to speed up the process of entering information.

To set the general properties for the kiosk:
1. Expand Workstations in the navigation area.

2. Right-click the workstation on which the Kiosk application is installed, and
select Modify. The Workstation dialog box appears.
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= Workstation g|

- Workstation Properties
.»‘-'5 Provide the general workstation information. Also, define the application
= permissions and other Kiosk settings.

Application Permizzions T Kiozk Additional T Kiosk General o4

~Kiosk General

Kiosk background image
[ pisallow name matching

Use previous visit pickure
Wisits authorized by Front Desk on:

“

Kiosk location

Load l [ Remove l

Cancel

3. Click the Kiosk General tab.

4. Select the Disallow name matching check box to disable the name
matching feature.

Note: Before you select this option, you must clear the Allow only
pre-registered visitor option in the Setting general kiosk properties dialog box

@

5. Select the Use previous visit picture check box to use the picture taken
during the visitor’s previous visit.

6. Select the name of the computer on which the Front Desk is installed,
from the the Visits authorized by Front Desk on list.

7. Type the Kiosk location.

8. Click Load to apply the selected the image as the background to set the
Kiosk background image. You can undo the selection by clicking
Remove.

9. Click Save to save the general Kiosk settings.

Setting other kiosk properties

The other settings determine the additional features available to the visitor at the
Kiosk.
You can enable the following features:

* Allow default scan mode for a visitor entering the Front Desk.

* Enable/Disable visitor match.
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To set the other properties for the kiosk:

1. Expand Workstations in the navigation area.

2. Right-click the workstation on which the Kiosk application is installed, and
select Modify. The Workstation dialog box appears.

= Workstation g|

!
:ﬁ\g Provide the general workstation information, Also, define the application

Workstation Properties

permissions and other Kiosk settings.

Kiosk Addtional | Kiosk General TDthers] |

~0Other configurations

[[] Default Scan Mode far Front Desk

[ Disable Visitor Makch (Applicable only For Front Desk),

Save ] [ Cancel

W

Click the Others tab.

4. Select the Default Scan Mode for Front Desk check box to enable the front
desk personnel to select the following scan mode(s) for visitor authorization.

Business Card
Driver License
Passport
Barcode

5. Select the Disable Visitor (Applicable only for Front Desk) check box to
disable the visitor match feature.

6. Click Save to save the other Kiosk settings.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829

Release 4.0

2112 © 2011 Honeywell International



Kiosk Configuration
Configure device settings

Configure device settings

Note: Configure Device Settings is not supported for this release.

You can connect the following devices to the kiosk workstation and specify
settings for them using the LobbyWorks Administrator.

@

» Camera to take a picture for the badge.

* Driving license scanner and business card scanner to scan visitors'
driving licenses and business cards.

Configuring the driving license scanner

Driving license scanners are specific to the region in which they are used. They
must be configured for a specific country and state. In addition, you can specify
the document types that you want to scan at the Kiosk.

1. Expand Advanced Configuration and Devices in the navigation area.

2. Right-click Driving License Scanner in the display area and select
Modify. The Driving License Scanner dialog box appears.

=, Driver License Scanner ﬂ

= Driver License Scanner Settings
D Please specify country, state and additional parameters,

~Driver License Scanner Settings

Country United States v
State Alabama v
~Allow scanning only following types

Business Cards

Driver Licenses

Passparts
2D barcodes

~Allow store following DL Information
Store DL Image

Stare DL Mame
Store DL Address

Stare DL Person Attributes (hair, color, gender, etc.,..}

[ Save H Cancel l

3. Select the Country and State of the company at which the scanner is
being used.
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4. The Allow scanning only following types contains a list of personal
identification documents that can be scanned by LobbyWorks.

Select the check boxe(s) for the documents you want to scan.

5. The Allow store following DL information contains a list of driving license
information.

Select the check box/es for the driving license information you want to save.

6. Click Save to save the settings for the driving license scanner.
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Overview

The SmartPlus® Commercial Interface application enables you to integrate
LobbyWorks with the Pro-Watch® Access Control System. The following diagram
shows the interaction between the various blocks in the LobbyWorks, SmartPlus®,
and Pro-Watch® applications.

LobbylWorks SmartPlus
e 40909090909 | e jy——
l T !
I Visitor datain || [ ;
! LobbyWorks XML format || SmartPlus | Pro-Watch
I : : Adapter [
l Yisitor data | | |
| | | Yisitor data in I
| | | HML format }
| | | |
| : £l Pro-Watch | updat
| LobbyWorks — l l : Adapter } Prowatch DD
: SmartPlus | r— SmartPlus —— |
; E | | Yisitor dat
I InteQ ration | | |n‘5)<‘her fir?’nat }
: 54 : : |
| I | Sends host }
| : : update values |
| P | as ML [
i i :
| | =
! LobbyWarks | | | Windows }
: Adapter ok Service |
! + | |
| i : : Setrilds hDT‘J |
T i
| LobbyWorks o A —~ Pro-Watch
: Database Updates | | honitars any } Database
et DB b b iodtuptatee

Integrating Pro-Watch® with LobbyWorks enables you to do the following:

* During registration, you can assign clearance codes to visitors in the
LobbyWorks Front Desk application.

*  You can print access cards for visitors.
* You can print temporary badges for employees.

- Note: If the username of the host is modified in Pro-Watch®, it does not gets updated
Z/X in LobbyWorks.

Flow diagram

The following diagram illustrates the tasks and the order in which they must be
performed to successfully integrate LobbyWorks with Pro-Watch®, using the
SmartPlus® application.
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| MEET THE PREREQUISITES I

!

INSTALL PRO-WATCH®

!

INSTALL SMARTPLUS®

!

LOG ON TO SMARTPLUS®

|

CONFIGLIRE SMARTPLUS®

|

INITIATE INTEGRATIOMN

®@ @0 06 e

The steps to be performed to integrate LobbyWorks and Pro-Watch® are as follows.

1.

Check the list of prerequisites and ensure all of them are met.

. Install the Pro-Watch® application on a computer within the network.

2
3. Install the SmartPlus® application on a computer within the network.
4.
5
6

Log on to SmartPlus®.

. Configure the SmartPlus® application.

. Provide the integration settings and initiate the integration from LobbyWorks.
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@

Step 1: Meeting the prerequisites

Installing the LobbyWorks Adapter

The LobbyWorks Adapter enables the LobbyWorks application to communicate with
other applications, such as Pro-Watch®. The LobbyWorks installation setup installs
the adapter if it is enabled in the Custom Setup screen.

Note: Ifyou forget to install the LobbyWorks Adapter during custom installation, you
can run the setup in the same computer, select modify option and select the feature in
the custom setup screen. For more information about the adapter installation, refer to
the “Installing LobbyWorks applications” section in the Installing LobbyWorks 4.0
chapter.

IIS 5.1 or higher must be present

For more information about the prerequisites to install LobbyWorks 4.0, refer to the
“System requirements” section in the Introduction chapter.

Step 2: Installing the Pro-Watch® database and application

Install the Pro-Watch® application and database server. The computers on which the
application and database are installed must be in the same domain as the LobbyWorks
database, to enable both the applications to communicate with each other.

For information about how to install Pro-Watch®, refer to the Pro-Watch user
documentation.

Step 3: Installing the SmartPlus® application

Install the SmartPlus® application on a computer which is in the same domain as the
LobbyWorks and Pro-Watch® databases.

For information about how to install SmartPlus®, refer to the SmartPlus® Installation,
Configuration, and Troubleshooting Guide.

Step 4: Logging on to SmartPlus®

After the SmartPlus® application is installed, log on to the application to configure
the LobbyWorks information. The default username and password when you are
logging on for the first time are ‘admin’ and ‘smartplus’. After logging on, you can
change the password based on your user privileges.

For more information about how to log on, refer to the SmartPlus® Installation,
Configuration, and Troubleshooting Guide.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829

Release 4.0

A-iv © 2011 Honeywell International



Appendix A - ACS Integration

Step 5: Configuring SmartPlus®

After logging on to SmartPlus®, configure the following settings to enable
connectivity among the LobbyWorks, SmartPlus®, and Pro-Watch® applications.

1. Specify the LobbyWorks connection information.

Enter the LobbyWorks Subscriber URL and Publisher URL which enables
communication between SmartPlus® and LobbyWorks.

2. Specify the Pro-Watch® connection information.
Enter the Pro-Watch® database, server, and URL information which enables
communication between SmartPlus® and Pro-Watch®.

Select the LobbyWorks sends Clearance Codes check box for clearance
codes to be passed on from LobbyWorks to Pro-Watch®.

during visitor registration using the LobbyWorks Front Desk application. If the
check box is selected and a clearance code is not assigned in Front Desk, then
you might encounter an “Integration Failed” error.

j Caution: If this check box is selected, ensure that a clearance code is assigned

3. Map the attributes in LobbyWorks to those in Pro-Watch® and vice-versa.

Enter the entity (visitor) and the entity property (visitor data) in LobbyWorks
(source) and select the entity (badgeholder) and entity property (badge fields) to

which it must be mapped in Pro-Watch® (destination).

Note: By default, the first name and last name are mapped in LobbyWorks to
those in Pro-Watch®.

@

4. Specify provisioning rules for the entity attributes.

Select the clearance code(s) to be assigned to the entity property value. The default
badge type ‘LW _Visitor’ is assigned to each LobbyWorks visitor by default, and

cannot be changed.

Note:

@

«If you have not assigned the clearance code in the Front Desk, you cannot
integrate the visitor details with Pro-Watch.

*Integration failure message does not appear.

5. Save all the settings and restart the SmartPlus® service to enable the changes
to take effect.
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For more information about how to perform the above configuration steps, refer to

the Configuration chapter in the SmartPlus® Installation, Configuration, and
Troubleshooting Guide.

Step 6: Initiating the integration from LobbyWorks

To enable integration between Pro-Watch® and LobbyWorks, the SmartPlus® URL
must be entered in LobbyWorks. During integration, the employee, and clearance
code information stored in the Pro-Watch® database can be imported to the
LobbyWorks database, based on your selection.

Company names are not imported from Pro-Watch® to LobbyWorks, instead they are
added manually in LobbyWorks. While adding companies in LobbyWorks, the
company names must exactly match the company names in Pro-Watch as they are
case sensitive.

Example: Consider there are two companies A and B defined in Pro-Watch®. To add
these companies in LobbyWorks, use the same names (maintaining case sensitivity)

as defined in Pro-Watch®-

Note: If you are integrating for the first time, the host and clearance codes is
imported. For further integration, you can import any of the entities.

To configure the integration settings in LobbyWorks

1. Expand Advanced Configuration in the navigation area and double-click
ACS. The PACS Integration dialog box appears.
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PACS Integration El

) Configurations for PACS Integration,
--'5"-'-1 Configure settings for PACS Integration. Click ‘Tnteqrate’ buttan in the
Integration tab ko download hosts and clearance codes,

Configuration Integration i

~Configuration

&

SrnartPlus publisher LURL: hekpe: If

PACS Default Company: Compary w

ACS Inbegration Status: () OFF
(&) ON

If Comparnvy/Site from PACS does not match:
(=) Puit the employes in defauk compary
(") Do not impaort the employes

ACS Card Pin length: 4 =
PIN Field In wizard [“]vistle  [#]Enabled  [] Required
ADA Field in wizard [ visible [] Enabled

l Save I I Cancel

2. Type the SmartPlus® publisher URL.
For information about the SmartPlus ®URL, refer to the Configuration chapter in
the SmartPlus® Installation, Configuration, and Troubleshooting Guide.

3. Select the PACS Default Company.

4. Select the ACS Integration Status. to ON to start the ACS Integration.

5. Select the Put the employee in default company option button if the
company/site name in Pro-Watch® does not match with that in LobbyWorks.

OR

Select the Do not import the employee option button if the company/site name in
Pro-Watch® does not match with that in LobbyWorks.

6. Select the ACS Card Pin Length to set the pin length while registering a
visitor at the Front Desk. The minimum and maximum Pin Length that you
can set is 3 and 16 respectively.

7. For Pin field in wizard, select the following check boxes as applicable.
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@

9.

» Select the Visible check box to display the Pin field in wizard
field in the Front Desk application.

¢ Select the Enabled check box to enable the Pin field in wizard
field in the Front Desk application.

* Select the Required check box to make the Pin field in wizard
field mandatory in the Front Desk application.

For ADA field in wizard, select the following check boxes as
applicable.

* Select the Visible check box to display the ADA field in wizard
field in the Front Desk application.

¢ Select the Enabled check box to enable the ADA field in
wizard field in the Front Desk application

Click Save to save the URL information in the LobbyWorks database.

10. On the Integration tab, the check boxes to download the list of eligible

hosts (employees) and clearance codes from the Pro-Watch® database
are selected by default.

Note:
* Company names are not imported from Pro-Watch® to LobbyWorks.

« If the company and site are assigned in Pro-Watch®, then they are
delegated to their respective companies in LobbyWorks. If either one
of them is not assigned in Pro-Watch®, then the employee is
delegated to the default site under the default company only if they
are configured as default, else they are ignored.

* As assigned to in Pro-Watch®, the employees (hosts) are imported to
the same companies in LobbyWorks. To enable this, you must map
the companies from Pro-Watch® to LobbyWorks. If the mapping is
not done in SmartPlus®, the employees are imported to the default
company in LobbyWorks.

* Only those clearance codes which are selected to be exported to a
visitor management system in Pro-Watch® are imported to
LobbyWorks.

* All the clearance codes are moved to the default company, and must
be assigned in LobbyWorks.

* The username is updated only if it is mapped from Pro-Watch®, if the
username is not mapped, it is left blank.

* Picture is updated only for the first integration through Administrator,
subsequent integration in Administrator does not update the picture.
However picture is updated in the automated background host
updates.
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11. To start the integration,
* Ensure that the ACS Integration Status is set to On.

* Click Integrate. A message appears indicating that the
employee, or/and clearance code information is being sent to the
LobbyWorks database.

PACS Integration g|

=y Configurations for PACS Integration.
':If-‘.l\ Configure settings for PACS Integration. Click 'Integrate’ button in the
“ | Integration tab to download hosts and clearance codes.

Configuration Integration ]

Click the Integrate button to download Hosts andfor Clearance Codes, Please
wait ill the integration is complete,

Updating Host Details,

Cancel

Warning:
A » After clicking Integrate, wait until the integration process completes.
» Partial integration might have undesirable effects on the application.
* Itis recommended that integrating the host must be done only once.
* Further integration is done automatically in the background.

12. After the integration is completed, click Cancel to close.

Document 800-03829 LobbyWorks Administrator’s Installation and Configuration Guide
© 2011 Honeywell International A-ix Release 4.0



Appendix A - ACS Integration

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 A-x © 2011 Honeywell International



Appendix B - Active Directory

B

In this chapter...

Overview
Flow diagram

FAQs and known issues about active directory and domain

information

Overview

B-i
B-ii
B-x

Active Directory is a hierarchical collection of network resources such as user
accounts, computers, printers, and so on, which is used for storing information about

the objects on the network.

Example: Active Directory stores the information about the user account such as
name, password, phone number, and so on, which enables the authorized user on the

same network to access the information.

In the Active Directory, the objects are organized as domains, trees, organizational

units (OUs), and sites.

After integrating Active Directory with LobbyWorks database, all the users from the

Active Directory is imported to LobbyWorks database and not vice-versa.

The following table shows how the active directory fields are mapped to LobbyWorks

field.
Active Directory Field | LobbyWorks Fields
SAMAccountName Username
givenName FirstName
sn LastName
mail EMail
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Active Directory Field | LobbyWorks Fields
telephoneNumber Phone
mobile Mobile
department Department
Objects
An object is a unique set of attributes that represents a user, a printer, or an
application.
Site

A Site in an Active Directory represents a geographic location of the host network.

Domain

A domain contains objects grouped into containers called Organizational Units
(OUs).

Container

A Container is an integral part of the Active Directory system. When you promote the
first domain controller, by default a container is created. An administrator can also
create a container for logical grouping, and to set the permissions. A container can be
used for importing specific employees into a specific site from the Microsoft Active
Directory, depending on the organization unit specification.
The following examples illustrate the container specifications.

» To retrieve users from a specific organizational unit:

type OU=US in the Container textbox.

Criteria

A Criteria is an integral part of the Active Directory system. You can use the criteria
for importing employees from a specific site from the Microsoft Active Directory
depending on the attribute values, such as last name, e-mail address, account name,
and so on.

The following examples illustrate the different criteria specifications.
» To retrieve all the active users from the company:
type &(!(userAccountControl:1.2.840.113556.1.4.803:=2))
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({(SAMAccountname=*$))(GivenName=%*) in the Criteria text box.

* To retrieve all active users with user names starting with the letter "a":

type SAMAccountName=a* in the Criteria text box.
* To retrieve with e-mail address not empty:

type mail=* in the Criteria text box.
* To retrieve all users with first name:

type GivenName=* in the Criteria text box.
» To retrieve all users with under specific department:

type Department=Name Or Department=name™ in the Criteria text box.
e To retrieve all users with Surname/Last name starts with “a”:

type Sn=a* in the Criteria text box.

Note: If you are importing the employee details for the first time, you must provide

5 .o .
2/\ the criteria selection for all the employees.

Flow diagram

The following diagram illustrates the tasks and the order in which they must be
performed to import the employees from the Active Directory.

PROVIDE ACTIVE DIRECTORY
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! ;

-

&

v
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@

Step 1: Providing active directory connection details in
LobbyWorks

Before importing the employee information to the LobbyWorks, you must provide the
necessary connection details such as server, container, criteria, and windows
credentials in LobbyWorks Administrator.

To provide the connection details

1.
2.

Log on to the LobbyWorks Administrator application.

Right-click Company for which you want to integrate with Active Directory
in the navigation area, and click Modify. The Company Information dialog
box appears.

. Click the Active Directory tab.

, Company Information ll

Company Information
m Provide the company information.

Calendar Integration T Kiozk Settings T Active Directory Logon 4 | ’l

~hActive Directory

AD Server: | IE1ZDTEYX6715.global.ds.honeywel Fill sample data

Container: | ol=1J5, DC=Pacrim1,DC=honeywell, DC=com

Criteria: sn=a*

Append Domain Mame to the User Mame for

Windows based authentication. pactim1}

[ use Windows Integrated Security
User name:

Password:

[ Save ] [ Cancel

In the AD Server box, type the server details.

In the Container box, type the values. Refer Container on page ii for
example.

In the Criteria box, type the values. Refer Criteria on page ii for examples.

Note: Only 50 characters are allowed in the search criteria field.

7. Select the Append the Domain to the username for Windows based
authentication check box, and type the domain name.
8. Type the User name and Password.
9. Select the Append the Domain to the username for Windows based
authentication check box, and type the domain name.
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Step 2: Verifying the connection settings

After providing the Active directory connection details, you must verify the
connection settings.

* Click Check Account Settings in the Company Information dialog box.

Step 3: Saving the settings

After verifying the connection settings, you must save the settings.
* Click Save in the Company Information dialog box.

Step 4: Importing active directory information

You can import the employees from the Active directory in two ways.
*  Manually
* Scheduler

Importing manually

If you do not want to use the company settings to import the employees, you must
provide the necessary details such as server, container, criteria, domain, and, windows
credentials in LobbyWorks Administrator.

To import the Active Directory information manually
1. Log on to the LobbyWorks Administrator application.
2. Double-click Profiles and Company, and then click Sitel.

3. Right-click Employee and click Import. The Import Employees dialog box
appears.
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@

8.
9.

o, Import Employees ﬂ
P Import Employee Settings
&3 Specify company, import source, and rules For the correct impork:

processing. Press the Finish button to skark importing.

~Import Wizard [Step 1 - Source Company and Import File]

Company Lobbytorks Enterprise ~
Site Wisconsin ~
Import From windows Active Directory b

[] Use Company Settings

AD Server: IE11DTEY%8815. global. ds. honeywell.com

Container; QU=U3, DC=pactimi,DC=ds,DC=honevwell, DC=com
Criteria: sn=Patrick*

Darmain pacrim1

[[] Use Windows Integrated Security

User name: pactimlie446393

Password: shppekep ok

[ dex> [ Fmsh |

In the Import from list, click Windows Active Directory. The wizard
automatically shows active directory settings specified for the selected
company.

Clear the Use Company Settings check box to specify the Active Directory
settings.
Note: Ifyou clear the check box, you cannot use company active directory
settings.
In the AD Server box, type the server details.

In the Container box, type the values. Refer Container on page ii for
example.

In the Criteria box, type the values. Refer Criteria on page ii for examples.

In the Domain box, type the name of the domain.

10. Clear the Use Windows Integrated Security check box.

11. Type the User name and Password.

12. Click Next. The Import Employees dialog box appears.
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o Import Employees

F= Import Employee Settings
&3 Specify company, import source, and rules For the correct import

processing. Press the Finish button to start importing.

~Import Wizard [Step 2 - Import Rules]

Create new employees

Create with category

Gererate inkernal user name for the imparted employee who do not
have a user name,

[[] Update existing emplayess.

Ernplayee

Employee update fields, UserMame ﬂ
Fir skMarme:
LaskMame
[l Phone LI

|:| Inactivate non-imported
employess.

Emplayee

13. Select the Create New employees checkbox.

a. Select the Create with Category checkbox, and then in the list you
can select any of the following employee categories such as
Employee, Administrator, Operator, Temporary host, and so on.

14. Select the Update existing employees checkbox to update the employees for
the existing employee such as:

* Employee, Administrator, Operator, and Temporary host

* Username, First name, Last name, Phone, Email, Mobile phone,
Pager, and Department.

15. Select Inactive non-imported employees.

16. Click Finish.

Importing by scheduler

After importing the employee information from the active directory, you can add,
update it based on employee scheduler task settings.

To update the Active Directory information
1. Log on to the LobbyWorks Administrator application.
2. Double-click Profiles and Company, and then click Sitel.
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3. Double-click Scheduler and click Client Tasks.

4. Select Employee List Task. The Employee Scheduler Task dialog box
appears.

», Employee Scheduler Task x|

Schedule Item Parameters
Define the time interval for the Scheduler to check with an
Active Directory service For updates in list of hasts,

~Task Options

Create new employees with category,

Create with categary, Employes hd

Update existing emplovees.

Emploves update fields, LISER MAME PHOME
FIRST NAME E-MAIL
BALasT NaME B MoBPHO

N[ 1]

[ Inactivate non-imported employees,

Execute Task
O Once at application startup

O Once per day at (12,45 —

() Every |5 minutes

5. To assign a default category to the employees who are imported:
a. Select the Create new employees with category checkbox.
b. Click the Employee from Create with category list.

6. Select the Update existing employees checkbox.

a. Select the employee fields you want to update from the Employee
update fields list such as:

* Username, First name, Last name, Phone, E-mail address, Mobile
phone, Pager, and Department.

7. Select the Inactive non-imported employees checkbox, to set inactive the
non-imported employees.

8. Select the Execute Task checkbox, to execute the task. The following options
are enabled. Select one of the them to specify the frequency at which the task
must be performed.

* once at application startup: The task is executed each time the front
desk personnel logs onto the application.
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* once per day at: The task is executed once a day, at the specified
time.

Example: To perform the task at 10:00 P.M everyday, select the option and
enter 22:00 in the spin box.

* every... minutes: The task is executed every few minutes, based on
the set value.

Example: If you select 15 minutes, the task is repeated after an interval of
15 minutes.

9. Click Save.

Note:

You must configure the Scheduler application in which you have assigned to
the company.
*  You must restart the Scheduler application after modifying the schedule tasks.

@
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FAQs and known issues about active directory and domain
information

@

Note: All the Know Issues and FAQs listed below are applicable to the Windows
2003 Server only.

Question

How can I access resources across domains?

Description

Active Directory domains within the same forest are implicitly connected by two-way
transitive trusts. Authentication requests made from one domain to another are
successfully routed through them, to provide a seamless coexistence of resources
across domains. Users can gain access to resources in other domains only after being
authenticated in their own domain. Domain controllers running Windows Server 2003
authenticate users and applications using Kerberos V5 or NTLM.

Suggestion

By carefully using domain local, global, and universal groups, administrators can
effectively control access to resources located in other domains. Consider the
following best practices.

* Organize domain users based on administrative needs, such as their locations
or departments, and then create a global group, and add the appropriate user
accounts as members.

Example: Add all employee user accounts in the Sales department to the
Sales Department global group, and add all employee user accounts in the
Accounting Department to the Accounting Department global group.

* Create a domain local group, and add all global groups from the other
domains that need the same access to a resource in your domain.

Example: Employees in the Sales Department and Accounting Department
global groups located in DomainA use similar print resources located in
DomainB. To make future administration changes more flexible, create a
domain local group called Print Resources in DomainB, and add as members
both the Sales Department and Accounting Department global groups in
DomainA.

* Assign the required permissions on the shared resource to the domain local
group.
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Example: Assign permissions to the Print Resources domain local group
located in DomainB so that its members, including the Sales Department and
Accounting Department groups from DomainA, can access the printer
located in DomainB.

References

http://technet.microsoft.com/en-us/library/cc787646.aspx

Issue

Dynamic or static content error: Applications are denied access to resources.

Description

After a clean install, IIS 6.0 runs in worker process isolation mode. Applications
running in this mode use the Network Service identity by default. The Network
Service is an account with few user rights and therefore provides better security by
restricting access to resources on the Web server. If you migrate applications to IIS
6.0 while the server is in worker process isolation mode, and if your applications
previously ran in-process (in Inetinfo.exe) as Local System, the applications may fail
to access resources because of the restrictions set by the Network Service identity.

Suggestion

The Local System account has access to almost all resources on the operating system,
and therefore creates serious security implications. You should avoid using the Local
System account when possible. If it is absolutely necessary to use the Local System
account on an application, run that application in a new application pool in its own
virtual directory to reduce the attack surface by isolating the application. As an
alternative, if your application needs permission to use the Trusted Computing Base
(TCB), run the application as a configurable identity and assign the TCB permission
to the configurable identity. This alternative, however, still presents a security risk
because the TCB permission is very powerful.

References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Dynamic or static content error: Requests for Dynamic Content Return 404 Error.
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Description

In order to take a more proactive stance against malicious users and attackers, IIS is
installed in a highly secure and locked mode.By default, IIS serves only static
content. So features like ASP, ASP.NET, server-side includes, WebDAV publishing,
FrontPage® Server Extensions, and Common Gateway Interfaces must be enabled for
them to work. If you do not enable the functionality after installing IIS, by default, IIS
returns a generic 404 custom error page to prevent disclosure of configuration
information. IIS also writes the 404 error with the substatus code of 2 (404.2) in the
W3C Extended log files, by default.

Suggestion
To enable or disable a Web service extension

1. Choose Start > Control Panel > Administrative Tools > Internet
Information Services.

Expand local computer.

In the details pane, click Web service extension.

Click Allow, to enable a disabled Web service extension.
Click Prohibit, to disable an enabled Web service extension.

Click OK.

A O

Reference

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Dynamic or static content error: Worker Process Recycling Drops Application
Session State.

Description

By default, worker processes recycle after 120 minutes. If your ASP applications are
not designed to store the session state while a worker process is recycling, then the
session state in that ASP application can be lost. To remedy this problem, you can
either store the session state in a database or disable worker process recycling.

Suggestion

To disable worker process recycling
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1. Choose Start > Control Panel > Administrative Tools > Internet
Information Services.

2. Expand local computer.
3. Right-click Application pool, and click Properties.

4. On the Recycling tab, clear the Recycle worker processes (in minutes)

check box.
5. Click OK.
References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Dynamic or static content error: Server-Side Include Directives (#include) Return 404
Error (for .stm Files) or 0131 Error (for .asp Files).

Description

nn

If your ASP page uses the #include server-side include directive and the ".." notation
to refer to a parent directory, the directive will return an error unless you have
reconfigured the AspEnableParentPaths metabase property. This property is set to
false by default. If set to true, this property constitutes a potential security risk
because an include path may access critical or sensitive data files outside the
application root directory.

Suggestion
To enable parent paths through Internet Information Services

1. Choose Start > Control Panel > Administrative Tools > Internet
Information Services.

Expand local computer, right-click the application you want to configure.
Click Properties.

Click the Directory tab, and then click Configuration.

Click the Options tab.

AN O i

In the Application configuration section, select the Enable parent paths
check box.

7. Click OK.
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References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Dynamic or static content error: CGI Processes Will Not Start

Description

If your CGI processes do not run, ensure that the CGI Web service extension has
been enabled. See Issue- Requests for Dynamic Content Return 404 Error. Also,
CGls does not start unless the account on which the CGI processes run are
assigned certain user rights. You can add the account as a member of the

IIS WPG group and assign the account the following two user rights:

* Adjust memory quotas for a process.

* Replace a process level token.

Suggestion
To assign user rights to an account on the local computer

1. Choose Start > Control Panel > Administrative Tools > Local
Security Policy.

Expand Security Settings and double-click Local Policies.
Double-click User Rights Assignment.
In the details pane, double-click the policy you want to change.

Click Add User or Group.

A I

In the Enter the object names to select text box, type the user or group
name.

7. Click OK.

References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Dynamic or static content error: ASP.NET Pages are Returned as Static Files.
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Description

If you installed IIS 6.0 without installing ASP.NET, ASP.NET files can be returned as
static files. This error can also occur if you reinstalled IIS 6.0 without re-registering
ASP.NET.

Suggestion
To learn how to remedy this error, see ASP.NET IIS Registration Tool in the help.

References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Connection error: Client Requests Receive 503 Error.

Description
Check the error event log to determine

If the 503 error was detected in HTTP.sys or in the World Wide Web Publishing
Service (WWW service).

If the error was detected in HTTP.sys, it could imply that there were too many queued
requests, resulting in the HTTP.sys exceeding its application pool queue length limit.

If the 503 error was detected in the WWW service, then the problem may be that IIS s
initiated the rapid-fail protection because too many worker processes assigned to an
application pool became unhealthy in a given period of time. To remedy this problem,
increase the number of failures or the time period before the rapid-fail protection
initiates. You should test your application for memory leaks or other problems that
may be the source of the unhealthy worker processes.

Suggestion
To change an application pool queue length limit

1. Choose Start > Control Panel > Administrative Tools > Internet
Information Services.

2. Expand local computer, and then expand Application Pools.
3. Right-click Application and click Properties.

4. Click the Performance tab.
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5. Inthe Request queue limit section, select the Limit the kernel request
queue to check box, and type the maximum number of queued requests.

6. Click OK.
To configure rapid-fail protection

1. Choose Start > Control Panel > Administrative Tools > Internet
Information Services.

Expand Local Computer, and then expand Application Pools.
Right-click Application and then click Properties.
Click the Health tab.

A

In the Failures box, type the number of worker process failures to be
detected before disabling the worker process.

6. In the Time period box, type the number of minutes during which
failure totals are accumulated.

7. Click OK.

References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Connection Error: Anonymous Accounts (IUSR computername) Attempting
Sub-Authentication Logon Receive 401 Error.

Description

The sub-authentication component, lissuba.dll, is not enabled by default in IIS
6.0. In earlier versions, lissuba.dll allowed IIS to manage passwords on
anonymous accounts, which created a potential security risk.

Suggestion
In IIS 6.0, you can use sub-authentication to manage passwords for anonymous
accounts by meeting the following requirements.

» For applications which have anonymous access, the worker process runs
on the Local System.

* The sub-authentication component, lissuba.dll, is registered.

* The AnonymousPasswordSynch metabase property is enabled (set to
true).
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The actions taken to meet the above requirements differ between clean installs of IIS
6.0 and upgrades to IIS 6.0 from installations of IIS with sub-authentication
configured.

For information on the procedures to configure sub-authentication, see Anonymous
Authentication in the help.

References

http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Connection Error: Clients Cannot Connect to Server.

Description

The Windows Server 2003 family provides a software-based firewall to prevent
unauthorized connections to your server from remote computers. The Internet
Connection Firewall (ICF) is disabled by default. However, if you have enabled the
firewall in its default configuration after installing a member of the Windows Server
2003 family and before installing IIS, clients will not be able to connect to your
server.

Suggestion
To configure Internet Connection Firewall for Internet Information Services
1. Choose Start > Control Panel > Network Connections.
2. Right-click Local Area Connection, and click Properties.
3. Click the Advanced tab.
4

. If you do not want to use the ICF, make sure the Protect my computer and
network by limiting or preventing access to this computer from the
Internet check box is cleared, and click OK.

5. If you want to use the ICF, make sure the Protect my computer and
network by limiting or preventing access to this computer from the
Internet check box is selected, and click Settings.

6. On the Services tab, enable a service to which you want to allow access to
clients.

7. In the Service Settings dialog box that appears after enabling a service,
perform one of the following:
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« Ifyou are enabling a service on the computer you are working
on, the correct computer name is already filled in.Click OK.

* Ifyou are enabling a service on a different computer on your
network, type the name or IP address of the computer hosting the
service you are enabling, and click OK.

8. Repeat steps 6 and 7 to enable the services which must be accessible to
the clients.

References
http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Connection Error: Access Denied to Console Applications in System32
Directory.

Description

Requests that use console applications in the Windows System32 directory, such
as Cmd.exe, are denied access unless the remote user making the request is an
authenticated member of the Administrators group.

Suggestion

The denial is the result of special access control lists (ACLs) on all console
application programs in the Windows System32 directory, to restrict access to
administrators, Local System, interactive users, and services. The ACL
restriction does not affect local logon users who need access, or own custom
CGI executable programs.

References
http://msdn.microsoft.com/en-us/library/ms524996.aspx#modes

Issue

Connection Error: Client Requests Error-out or Time-out.
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Description

In IIS 6.0, settings are set to aggressive and secure defaults to minimize attacks due to
time-outs and limits which were previously too generous.
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Appendix C - calendar Integration C

In this chapter...

Overview C-i
Flow diagram C-ii
FAQs about Outlook integration C-vii

Overview
The Calendar Integration in LobbyWorks allows pre-registration of the visitors by
means of the appointments created in Microsoft™ Outlook.
After creating the appointments, LobbyWorks:

» Uses a specific logic to extract visitor details from the Vcalendar
specification.

« Converts appointments to pre-registrations.

The following diagram illustrates the Calendar Integration in LobbyWorks.
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Flow diagram
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Step 1: Providing the calendar connection details

Before pre-registering the visitors appointment, you must provide the calendar
connection details such as POP3 server, port number, username and password in
LobbyWorks Administrator.

1. Log on to the LobbyWorks Administrator application.

2. Double-click Profiles, right-click Company and click Modify. The
following screen appears.

a, Company Information E
Company Information
EE Provide the company information.
General T ‘work gtation Links T Calendar Integration Kiosk Settirg 4 | »

~Calendar Integration

Calendar integration allows synchronization of employee
meeting/appointments with LobbyWorks visitar list,

Mail Server (POP3):  |199.63,32.180 Pork: 110
User name: Ibwsync@server .com
Password: A AA A

Check Account Settings

Cancel

3. Click the Calendar Integration tab.

4. In the Mail Server (POP3) text box, type the name or IP address of the
mail server or POP3 server or exchange server.

Note: POP3(Post Office Protocol 3) is an internet-based standard used
for retrieving the e-mails sent by a user from an e-mail server. Where “3"
represents the third revision of the standard.

@

5. In the Port text box, type the port number of the mail server for which
the POP3 protocol is enabled. The default port number is 110.

6. Type the User name and Password.
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Step 2: Verifying the connection settings

After providing the connection details, you must verify the connection settings.

* Click Check Account Settings in the Company Information dialog
box.

Step 3: Saving the settings

After verifying the connection settings, you must save the settings.

* Click Save in the Company Information dialog box.

Step 4: Configuring the scheduler tasks

You can configure the time interval to automatically import the visitors details
from the POP3 in the Administrator application.

To configure the scheduler
1. Log on to LobbyWorks Administrator.
1. Double-click Profiles and Sitel.

2. Click on the company for which you want to provide the calendar
synchronization.

3. Double-click on the site for which you want to provide the scheduler
settings

4. In the right pane, double-click Calendar Synchronization Task. The
following dialog box appears:

s, Calendar Synchronization Scheduler Ta =

Schedule Item Parameters

Define the time interval for Scheduler ta check for the
meetings/appointments that require visitor pre-
reqgistration.

~Task Dptions

Pre-register visits with category. | visitar R

Execute Task
O Once at application startup
() Once per day at | {245 ZI

(3) Every |5 minutes

[ Save H Cancel l

5. Under Task Options, select the category in the Pre-register visits with
category list and then specify the scheduler task interval.
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6. Click Save.

Step 5: Creating an appointment in Microsoft Outlook™

You can create a new appointment using the Microsoft Outlook™ by providing
the necessary details such as visitors e-mail address, subject, location, and so on.
Before creating an appointment, you must meet the following prerequisites.

* All LobbyWorks employees must have their e-mail addresses configured
in the LobbyWorks database.

* Before adding a visitor to the meeting request, the host/employee has to
add the visitor details to the Outlook contact list with the name
configured as “First-Name Last-Name”.

* The default visit purpose must be “Meeting”", as it is a prerequisite

To create a new appointment.

1. Open the Microsoft Outlook Calendar.
[illi LobbyWorks Presentation - Meeting [_[O[x]

Fie Edt Yiew Insert Format Tools Ackions  Hep

Yerdana -lw -AlB 7D [EEE

Sgend | § ) | [0 8 | OvRecurrence... FEcCancel Invkation | 1 B | X | 4 of

Appcintment | scheduing |

To,.. [Ibwssunc@server.com; viasenk sergey; nazanov alexey;
Subject:  [LobbyWorks Presentation

Location;  [Honeywel =] Label: [ Hone =l

Starttimez  [Mon 8/17/2009 x| [ooem x| T Al day event
End time: Mon &/17/2006 | [rmneam |

[V Reminder: [15 minutes = 2| show time as: [ Busy -
IMeeting Workspace... | [ Thisis an online meeting using:  |Ficrosoft HetM=sting L2

Lobbyworks Presentation =
&
Contacts. | | Categories... Brivate [

2. Select the Start time and End time for the appointment. These timings
are converted to Expected Date and Expired Date for the visitor, during
pre-registration.

3. Type the Subject and Location for the meeting. These details are
displayed in the visit note during pre-registration of the visitor.

4. Click Invite Attendees. The To: textbox is displayed.

5. In the To... text box, type the e-mail addresses of the meeting attendees
and ensure that you provide the e-mail address for synchronization in the
Lobbyworks database.
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@

Note: You must send the invitation to the visitor’s username configured in the
application while pre-registering.

Example: Ibwsync@server.com

6. Click Send. The appointment is sent to the meeting attendees and to the
LobbyWorks database server.

Extracting visitor details from the appointment

LobbyWorks uses a specific logic to extract visitor details from the Vcalendar
specification. The process has three trials. If a trial fails, then the next trial is
executed in the following order.

Trial 1: Using the Vcalendar attendee tag and display name

*  Checks for “.” Space separation between First name and Last name [like
John Smith]

*  Check for “.” (Dot) separation between first name and last name [like
John.Smith]

*  Check for “_” (Under Score) separation between First Name and last
Name [like John Smith]

Trial 2: Using the E-mail address specified for the guest (assuming
E-mail Address contains First name and Last name)

* Checks for “.” (Dot) separation between first name and last name [like
John.Smith@MyDomain.com]

*  Checks for “_” (Under Score) separation between First Name and last
Name [like John Smith@MyDomain.com]

Trial 3: Using the E-mail address search for a visitor match in the
LobbyWorks database

e Checks for First Name and Last Name taken from the matched visitor.

If all the three trials fail, then the visitor cannot be pre-registered in Lobby Works.

Converting appointment to pre-registration

The following actions take place when the appointment is delivered to the
LobbyWorks database.

1. The scheduler checks the mail box of synchronization e-mail address.
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Note: The scheduler performs this task, based on the time at which it is
scheduled to run. The settings for the scheduler to execute the outlook
integration is configured in the Administrator application.

@

2. Ifthere are any e-mails to the e-mail address, the scheduler verifies if the
sender is a valid host in LobbyWorks. If the sender is a host in a company
other than the one in which the scheduler is running, the appointment is
ignored. If the sender is a valid host, the scheduler checks the
appointment time.

If the appointment time is later than the time at which the scheduler is running,
the visitor is pre-registered. If the appointment start time is earlier than the
scheduler time, the appointment is ignored.

FAQs about Outlook integration

Question
What happens when there is a change in the meeting time?
Answer

When there is any change to the appointment start or end time, the changed
timings are updated in the visit details of the pre-registered visitor.

Question
What happens when a visitor declines the meeting request?
Answer

If the visitor declines the request for an appointment, the visitor response is sent
only to the host and is not handled in LobbyWorks.

Question
What happens when an appointment is deleted?
Answer

If the host deletes the appointment and sends the response to the meeting request,
the pre-registered visitors are deleted in LobbyWorks application.

Question
What happens when there is change in the invitee list?
Answer

If there is a change in invitees list, the changes are reflected in LobbyWorks
application accordingly.

Question
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What happens when there is a recurring meeting and change in recurring
meeting time?

Answer

Pre-registration for recurring meetings are not currently handled by LobbyWorks.

LobbyWorks Administrator’s Installation and Configuration Guide Document 800-03829
Release 4.0 C-viii © 2011 Honeywell International



Glossary

Glossary Term

Description

Administrator Used to configure and control the working of all the
applications in the suite.

Badge Preprint Used by the front desk personnel to print badges.

Badges Contains unique information about the visitor.

Building A building is configured after completing the settings for

the Company and Site.

Clearance Code

Clearance code refers to a specific area within the premises,
that a visitor is allowed access to.

Company

A Company in LobbyWorks is the topmost entity.

Employee

Employees in LobbyWorks are the hosts for visitors
entering the premises.

External Devices

Devices such as printers, scanners, web camera, and so on.

Front Desk Used by the personnel to enter visitor, asset, and delivery
information and print badges for them.

Kiosk Used by visitors to self-register.

Notify Used by the Front Desk personnel and hosts to

communicate with each other about the arrival of visitors
and accepting/declining them.

Reporter

Used to generate reports.




Glossary

Glossary Term Description

Scheduler Used to schedule the frequently performed tasks by the
Front Desk.

Site A site is configured after completing the settings for the
Company.

Visitor A visitor is a person who visit the premises.

Watch List A list of visitors who are monitored closely.

Web Center It is a web-application used by the employees to pre-register
and manage their visitors’ information.

Workstation Workstations are computers connected to the LobbyWorks
data network.
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