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Getting Started

If you have not yet initialized your Gateway or created users, please refer to our Quick Start Guide before continuing.
This guide is available to our authorized partners in the Qumulex Partner Portal, in the “Docs” folder.

Once you are ready to start using QxControl, click on the link in your welcome email, or the application can be accessed
via the following URL:

https://app.qumulex.io

QxControl is flexible and easy to use, almost any modern browser will work with our application and will provide the
same experience on both Mobile and Desktop devices. You can use a Windows, Mac, Chrome OS, or Linux based
Operating Systems without any significant change to your experience. For mobile devices, both Android and iOS are
supported.

Please Note: Older/Legacy Active-X based browsers, such as Internet Explorer, are not able to work with the modern
JavaScript needed to build the QxControl user experience. In the example of Internet Explorer, its replacement
(Microsoft Edge) should be used instead.

Logging in For the First Time

Step One: To log in the first time, open your browser and enter the address https://app.qumulex.io . In this example, we
are using Google Chrome:

QxControl

G Signinwith Google

This will bring you to the first-time user log in page. You can choose to log in using your Google profile or use your email
address. For this example, we will use our email address.

7 |www.qumulex.com
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Step Two:

Enter the email address used by your system administrator to create your user profile:

QxControl

Sign in with email

jbowman@qumulex com|

This will bring you to the “Create account” page. Again, use the correct and case sensitive email address provided by
your system administrator and for the first and last name. You will then create your own password and choose “Save”.

QxControl

Create account
bowman@aqumulex com
Fist

Josh Bowman

password o

ane m

@ T odi eem [

8 |www.qumulex.com



Qumulex

Step Three:

Click “Yes” to verify your email address.

C @ appqumulexio @ w oa@ 4%

= Qumulex JO JosH BowmaN

] o

You will then receive an email at the specified email address. You must click on the link within the message to verify your
email address.

Verify your email for Qumulex-Cloud-Authentication nbox x 5 B2
noreply@qxfirebase-production.firebaseapp.com 1:37 PM (0 minutes age) ¥y 4=
tome ~

Hello Josh Bowman
Follow this link to verify your email address

https./igxfirebase-production. fir om/__/auth/action?mode=verifyEmail&oobCode=ekglFcaAPilziEr8jhGIK1bhhiWkViZ20TnOWG _IIRYAAAFOW]lE0w&apiKey=AlzaSy ChpMaDGtdx5Eot7kYmli2ukvr

If you didn't ask to verify this address, you can ignore this email
Thanks,

Your Qumulex-Cloud-Authentication team

4. Reply m Forward

If you do not receive the email, verify that you used the correct email address in QxControl and check your spam folder.

9 |www.qumulex.com



Qumulex

Step Four:

Once you have clicked on the link you will receive this message indicating you are successfully authorized. You may now
return to https://app.gumulex.io and log in to the service!

Your email has been verified

You can now sign in with your new account

G H ® e 0 O O X

A @ @ T ) wem [
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Common First Time Log in Issues

Oops! If you receive this message after attempting to log in, something is wrong.

O Qx-Control Agp x - F

< G @ appaumulexio #imot -0+ B »%

= Qumulex JO sosH sowman

Not Authorized

Please rosout and try again.

If you receive the “Not Authorized” error page, here are the common reasons and how to resolve:

1) Consult with your system administrator to ensure they correctly entered your email address and name.

2) Please verify that your system administrator assigned you a “Role” in QxControl. This is required for access to
the application.

3) Please verify with your system administrator that you are a valid user in QxControl. The user authentication
system will not stop you from creating a log in, even if you are not yet a user in the QxControl. You will still be
allowed to verify your email successfully. You will however see the “Not Authorized” error once you attempt to
log in as there is no user in QxControl to authenticate you with.

If you are still unable to access QxControl after completing these steps, please contact your authorized Qumulex partner
for help.
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Logging in For the First Time: From a Mobile Device

One of the many advantages of QxControl is that you get the same user experience on a mobile device as you do when
using your desktop system or laptop. Another advantage is that you do not need to download and configure a mobile
app. You will simply use your internet browser just as you would on your PC, for example.

While this is very intuitive and easy to do, here are a few quick tips to get your mobile experience started off right.
Please note: This example uses an Apple iPhone but also works great with Android devices.

Step One:

To log in the first time, click on the link in your welcome email, or open your mobile browser and enter the address
https://app.qumulex.io . In this example, we are using Apple Safari:

1:43 % all ¥ @@

AA 8 app.qumulex.io ©

QxControl

G Sign in with Google

Sign in with email
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Use the same email and password as you used to setup your access from a computer, or follow the same steps as noted

on pages 4 through 8 to set up you log in credentials.

Step Two:
Once you are logged into QxControl, we want to create a shortcut on your device to allow quick and easy access to

QxControl.

1:439 il & @@

AA & app.qumulex.io &

:50 AM

PLAY | AddTag

@ Logic: Has Video x

QxControl

G sign in with Google

Sign in with email

Open a new tab and go to https://app.qumulex.io . In this example using an iPhone, we can access the “Share” Menu

using the icon that resembles a square with an arrow at the top.
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Step Three:

You will now see the “Share” Menu. Select the option for “Add to Home Screen”.

s i _

Qx-Control X

Qx FRCIT SIS CHImDS Cancel Add to Home Screen
@ Q My Qumulex Site|
— (@)%

AirDrop Messages Mail Twitter Fa

An icon will be added to your home screen so you can
quickly access this website

Copy

Add to Reading List

Add Bookmark

Add to Favorites

O % B 8 @

Find on Page

Add to Home Screen

Markup

®
| ©
| =
| ®
-
—_
| <
| ©
| ©
| ©

D &
e
(@]
<<
O
3
3
®

Print

Edit Actions... 123 space m

©®
HO

This will present the “Add to Home Screen” menu. Enter the name you would like to see below the shortcut icon and
press “Add” to submit your shortcut to Home Screen.

Note: For iOS devices this procedure works in Safari, however the Google Chrome app will not support Add to Home
Screen. In Google Chrome you will need to save the Qumulex site as a Bookmark.
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You will now have an icon that you can use to click and enter the Qumulex site. This allows you to experience the ease of
using a mobile App without the need to download and configure one. You will still be using the mobile browser.

= o5 ‘D ¥ 4 B100% 8:56

& app.qumulex.io/#/p

Qumulex
TeamViewer Kroger SmartHomeM... ActiveBuilding

i & Qumulex

giant *
eagle
Admin, Qx

Target Grocery GoToWebinar Agentero Credential: Inactive

Emp Id: None

Manufy

- Qx

Allen, Chase

Credential: Inactive
Emp Id: Mone

Beck, Steve g

Credential: Inactive
Emp Id: Mone

Beckwitt, Damon E

Credential: Inactive
Emp Id: None

Carmona, Luis 5
Credential: Inactive
Emp Id: None

Q¢ Add Qu

Note: For an Android device, you will see the option to add to Home screen at the bottom of your webpage view.
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Using the application

Simple to use

QxControl is a progressive web app (PWA). This means that it is the same application on every device, computer, tablet,
and phone. PWA'’s are the next generation of application with several benefits over more traditional solutions that have
a Windows PC-based browser app, a Mac version, |I0S app and Android app, which in its time was an improvement over
the fat client PC or Mac application.

The first key benefit of a PWA is that there is only one app. Only one app to learn and rirol o vdETOn

support with the same features and the same experience across all devices. A PWA also y @ @ 5 @
., (&)

means that there is nothing to install on a Mac or PC, just open a browser and browse to i W

https://app.qumulex.io.

®e o o0

On iPhones, iPads or Android devices just browse to the same link. For convenience on any
mobile device, our app will offer an ‘Add Qumulex to home screen’ option that will put an 0 - e @ @
app icon on your home screen (see the screenshot on the right) so it feels just like an app. >

ienmo. Roku National Airbnb

One of the keys that make PWA’s work is that the app will adapt itself to the display size of “ . @ @ ()
the device to provide the best experience. A good example of this is the Navigation bar will medean . Fiydota  Uned . St Al Conad
auto-collapse on smaller screens but still be available by clicking on the hamburger icon. @

Qumules  ZahoFxp..  ?60+Salit. CreditKar,  Viving

QEOE ~

i s [

<4 ® m

Mobile Desktop
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On a device with a smaller display or when the browser has been made a small enough size, the navigation menu gets
tucked away. To Navigate through the QxControl application and jump to a different page, simply tap the hamburger
icon (circled in red) to unhide and then tap again to collapse and regain full view of your screen once you have made
your selection.

The menu can also be hidden and will automatically hide when the display area is narrow enough, even on a larger
screen.

cloudmaster develop.qumulex network/#/ qu/dlp search B e e = @ @ -

9 & aunex

& now 4 smins & 5 mins

TRANSFORMING. |
WORKPLACES" |

0004 1 06:18 Size: ~10M8 HWHEMN W

Most items can be edited by double clicking on them. Otherwise click or tap to select the item such as a camera, then
click or tap the desired action.

Navigating QxControl

Using QxControl is an intuitive and simple process. Here are some of the features built into the user interface to help
guide your experience.

Search Bar

Most pages have a search bar in the upper right corner. Typing in the search bar will automatically search across many
fields of information. For example, on the People page, the search will look across first name, last name and employee id
all at the same time.

x

spqumulexio e nd

1uU-100 - 4 101
Executive Offi... . ace: Executive Offi.
FD9360-H

7 days
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User Menu

Also located in the upper right is the user menu which is accessed by clicking on the username or avatar. The user menu
has three options: “settings”, “Release Notes” and “sign out”. Choosing “settings” gives you access to user specific
settings such as allowing a default view to be set or not. This is also where you access the software build info for your
site. “Release Notes” will show you the latest features and options provided in recent releases, and choosing “sign out”
logs you out of QxControl on all devices and requires you to log back in.

jpowmangqumulex com

£ sewings

B8 Reiease Notes

Sign Out

Scope Selector

At the top right of every page that you navigate to is the “Scope Selector”. This will always be labeled with the current
scope you have selected in your hierarchy. In our case, the current scope selected is named ‘Qx Headquarters” so that is
what you see reflected on the places button. The Places Menu enables you to change or set the scope (i.e., how to select
what sites you are working with) without having to leave the current page. You can also use the “Search Places” search
bar to easily find sites in a large system.

Choose “Clear Scope” to move back to the highest level of your hierarchy and see all sites and areas again.

aging  + -

pp.qumulexio T

-
Places

Search Places
st e
Selected Place: Qx Headquarters

\ ‘ Qumulex

[ Employee Sites
» B3 Example Hierarchies

[ External Testing Contractors
> Wy Federal Protection, inc.

> W KIT Communications

~ [ axHeadquarters

> W Indy Security, Inc.
> BB QxExample Integrator

> B Qxinternal Use Integrator
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Cloud Status Icon

To the top left of the Qx Control App is the Cloud Status icon. This is a “non-clickable” icon that displays the status of
QxControl. A green icon indicates that the service is online, and everything is working properly. A red icon indicates that
the service is offline or there is a problem.

Note: If there is a system wide update taking place, you may also see a red icon even though QxControl will still be
operating properly. This will resolve once the update is complete and return to a green status. You will then also be

prompted that an update is available to you.

C & app.gumulexio/#

Qx

: o Search Date & Time
Y Filters X SetlingS ey yun29, 2022850 M 2 Now [

. & s/z9/2022
#. B:50:15 PM
i h‘ @ Axis Area

Navigation Menu/Hamburger Icon

The Navigation Menu is located on the left side of the screen. This is your primary menu for navigating to the various
Application Areas available in QxControl. The “Hamburger Icon” is represented by three lines at the top of the
Navigation Menu and is used to either hide or reveal the Navigation Menu.

C & appqumulexio/?

Qx
b Dace £Time

{ Live Jun 29, 2022 8:50 PM e ] EPp.quﬂUlE}(.iﬂ L

Search pi
9 Places Qx

: L i ) ) Search Date & Time
B e Y Filiers X Settings ey jun29, 2022 8:50PM & Now
Reports
. H sm92022
&£ 8:50:15PM
T *E @ Axis Area

Configuration

Gateways
Cameras

Doors

Schedules

Holiday Sets

Rules

Views
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Card View/List View Buttons

There are several Application Areas that offer the choice of a “Card View” or “List View”. These are typically found in
Application Areas that contain People or Devices such as the Cameras, Gateways and People pages.

On these pages you can find the Card and List View Buttons at the top of the screen centered above the view.

C @ app.qumulexio came A a4
Qx & & QumulexCusto

22 Card = List 1= Name Q, Search

W Auu Camera

‘ Front Camera 4 loT Lab Vending ; Main Entrance Fisheye

9 Headquarters Facility 9 1 Main Entrance Exterior = 9 Headquarters Facility
W FDI360-H ¥ q W P5654-E I % 57 W M305B
‘% & 0Days {* & b & 30Days

] (<]

Parking Lot North... Parking Lot South... » ' %1 side Entrance
9 Hesdquarters Facility = 9 Customer Support._
®L W ONDTOWR
™y & 30Days

The information presented in both options are largely the same. The Card View offers a bit more detail and visual
feedback. The List View may be better suited in larger systems where you would like to show more devices on the
screen than Card View allows. Here is an example of both to offer a contrast between the two:
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Adjusting for Optimal Viewing
While using QxControl you can make a few small adjustments to make full use of your browser interface and to tailor
the experience to your own preference.

Adjusting the Browser Resolution

Depending on the size of your monitor, you may want to adjust the “zoom level” of your browser. This will allow you to
“zoom out” and make full use of a larger monitor, or for a small monitor you could “zoom in” to make smaller images
easier to see. Each browser may place this function in a different place, but every browser should have this option. For
example, here is how to make this change in Google Chrome:

a:l ; /

MNew tab Ctrl+T
New window Ctrl+N
Mew incognito window Ctrl+Shift+N
History »
Downloads Ctrl+]
Bookmarks »
Zoom - 100%  + L
Cloud Storage: Print... Ctrl+P
Cast...
! Name: Find... Ctrl+F
Place: ' Open in Qumulex
Camera: More tools »
| Cloud Storage: Edit Cut Copy Paste
Settings
] Name: Help »

Place:
Camera:
) Cloud Storage: 7 W5 Managed by qumulex.com

Exit

Name:

Place: Executive Offi...
FD9360-H

Adjusting the Browser Size
Similar to adjusting the resolution, you may also want to adjust the size of the browser to make full use of your screen,
or you may also want to reduce the size to share with other applications on a larger screen.

There are two ways to do this. The easiest and most common method is to use your mouse and drag the edge of the
browser window to the size you prefer. You can also use shortcut commands, such as pressing “F11” for full screen
when using a Windows device.
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Adjusting the QxControl View

You can also adjust QxControl to enhance your viewing experience. Using the “Live” page as an example, you can use
the hamburger icon in the top left to collapse the menu view and make full use of the view. You can also collapse the
resources menu in the top right, and you can also use the “F11” command to expand the browser to full screen. Here is
an example using Google Chrome where we will use all three of these methods:

e Cameras

Configuratio

Manage Cameras

Aperio Door Green Light

3% AmangeWidgels  ta Cycle Cameras
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Installing the Browser Extension

Another option to achieving a full screen browser view, without using the F11 command, is to install the available
browser extension. This will also provide you a desktop shortcut and a dedicated browser instance, meaning that you
will not share the QxControl tab with other browser sessions. On a Desktop or Laptop this is a similar procedure to the
shortcut process using a mobile device. If your browser is PWA compatible, you will see a small “plus” symbol on the far-
right side of your URL/Address bar in the browser. In this example we will install the Microsoft Edge extension, as Edge is
already PWA compatible.

Step One: Select the Edge extension icon:

]

I.Tl.d L Ilj r;:' _ _;_-«.-.-

Install Qumulex app ¢ H
Publisher: cloudmaster.staging.gumulexnetwork
This site can be installed as an application. 1t will

open in its own window and safely integrate with
Windows features.
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Step Three: You will now have a “Qx” icon on your desktop. Open this shortcut to use the extension.

& tm T g9 nosem  []

Success! You are now able to use the browser extension!

2% Amange Widgets t3 Cycle Cameras

Manage Cameras

Aperio Door Green Light

Note: This is not a separate software program. This is simply an extension of your browser that allows easier access via a
shortcut, provides a dedicated browser instance to avoid “tab sharing” and allows a more intuitive full screen
experience. As described earlier in this guide, use the “share menu” on your mobile device to create this same
experience on your mobile device.
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Updating the Browser Client

Updating your browser client to the latest version is simple and easy. When the QxControl software has been updated
(both Cloud and On-Premises), you will receive a notification to update to the latest version. Simply click on the
“Update” button to complete this process.

If you wish to see what is new in this available update prior to updating, click on “Release Notes”.

NEW VERSION AVAILABLE RELEASE NOTES

The Browser will refresh during the update, and then you will be returned to QxControl. Easy!

Please note: If you use multiple browsers, you will be asked to update in each type of browser that you use.
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Best Practices for Mobile Operation

As a progressive web app, QxControl is designed to offer the same experience, regardless of whether you use the app on
a desktop or mobile device. However, there are some inherent differences between the two types of devices and how
they operate.

This section offers best practices for using QxControl on mobile devices that will help you have the best possible
experience on mobile.

Mobile Device Compatibility

QxControl is compatible with supported devices using either iOS or Android operating systems. It is important to
remember that “supported” means that the device is still new enough that it is eligible to receive OS updates from the
manufacturer.

Once a device has been deemed “end of life” by the manufacturer, it is no longer going to be compatible with
QxControl. QxControl is a progressive web app and will need the device to be current for all components to operate
correctly.

You can verify the status of your device here:
For Android Devices, start by choosing your Manufacturer from this page:

https://support.google.com/android/answer/3094742?hl=en

For Apple Devices:
iPhone

https://support.apple.com/guide/iphone/supported-models-iphe3fa5df43/ios

iPad

https://support.apple.com/guide/ipad/supported-models-ipad213a25b2/ipados

These manufacturers will typically support mobile devices for a very long time. If you have an older device however, it
may be beneficial to check the links above if you are having performance issues or if features are not working
consistently or correctly.
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Using Mobile Layouts

Qumulex has added and will continue to add layouts that are friendly to use on mobile devices. While you can use any
desired layout or view that is saved in QxControl, the aspect ratio combined with the smaller screen size will make larger
layouts difficult to see.

When you are selecting views from the Live Pane, 1x1, 1x2, 1x3 and 1x4 are the views that work best on mobile screens
(1x1 works best in landscape, 1x2/1x3/1x4 in portrait) :

WIDGETS LAYOUTS VIEWS

Search Layouts

1x1

Qumulex

1x2
Qumulex

1x3

Qumulex

1x4

Qumulex

2x2
Qumulex

3x3

Qumulex

4x4

Qumulex

(@)% Qumulex Customer

Arrange Widgets 3 Cycle Cameras

27 |www.qumulex.com



Qumulex

Another good strategy when viewing on a mobile device is to use the Cycle Cameras button in a 1x1 and quickly flip
through the available cameras. This helps you quickly see each camera that is available to you and is also a quick way to
work through all cameras and find a real-time event after receiving an alert.

(@)

Arrange Widgets 13 Cycle Cameras
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PWA-Specific Considerations

In this section we will highlight a few factors to consider when using mobile. Because we deliver in a PWA app versus a
traditional mobile app, there are many benefits such as being able to use common browsers and always being up to date
and in-synch with the desktop app. While this is beneficial, there may be a few actions that you are not accustomed to
unless you have used other PWA-based apps. Here are a few tips to ensure the best experience.

(1) Be sure to save the app to your home screen. This will allow the app to behave more like a mobile app and will
remove the traditional bookmarks, addresses and other items that take up valuable real estate on your screen. It
will also place a shortcut with the QX icon that makes it easy to locate. This also prevents you from using a
bookmark or typing in our web address to enter the app. Often, time is of the essence when you want to view
video or events. Instructions on how to do this are located in this chapter under “Logging in for the first time:
From a Mobile Device”

(2) Sometimes you will see a Red Cloud indicator and video seems to be stuck. If your site is working properly on
another device your connection to the service may need refreshed. This can happen on any mobile device but
seems to be most prevalent on certain iPhones. To refresh you simply need to reboot the PWA app by pulling
upward on the bottom of the page until you see the cards open for each running app, then flick upward to close

Qx Production Qumulex

After doing this procedure you will now see a green cloud and video is restored. Note: the process of rebooting an app
may vary on Android devices depending on what manufacturer you use. Consult the device manual for instructions.
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(3) You can use swipe gestures to page forward and backwards, like a page forward or backward arrow button

would work. This makes it easier to navigate on mobile. Simply use your finger to swipe right or left in order to
use the swipe gestures.

In this example, | have navigated to places from Live, and | am able to swipe left to return to Live without
opening the left-hand toolbar:

Q Create Place 3§ ¢

> = Qumulex Customer

Forward

Backward
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Application Areas

Live

The live page is where cameras and events can be monitored, and doors can be operated. Live also allows various status
and performance related information to be tracked and displayed with Data Charts. This is accomplished through the

available corresponding widgets. Widgets are sorted and classified as “Cameras”, “Doors” and “Other”. The Widgets
available will depend on the current scope, such as the site or area you have selected in Places.

Use icon at the top right (circled in red) to open the Live Tray and select Widgets for the layout, change the layout or to
access the saved views.

B3 Amange Widgets

Live Actions \
The following actions are available in the live actions menu. Hover your cursor over the menu to reveal the options:

Action Result
Full Screen View the video in full screen

Full Screen

Xz g
Enable Digital PTZ Enable Digital PTZ function. Allows you to scroll inward to
zoom in, outward to move out and move the mouse cursor
(or pinch on mobile) to change the field of view and to
choose where to zoom.

Enable PTZ

XO @8
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Onscreen Display

Onscreen Display

XQ @Y

Settings

Setiings

X@ @

Displays details on screen. Choose what information to
display on screen, and where, in the settings menu
(detailed below)

Choose what information is displayed on screen when
Onscreen Display is enabled. Also allows you to choose
where on the screen the information will be displayed.

axis, Dev Office 1
2u, 12:37:45

f

Choose Where to display

@ camera @ Place

¥ Gateway ® Time

1

Choose What to Display
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Live Features
There are several features that are unique to the Live viewing page of QxControl. In this section we will cover each in
more detail.

Live Tray: Widgets Tab

The cameras, doors, and data charts available for viewing on the Live viewing page are referred to as “Widgets”. Widgets
can be cameras, doors, events, or data charts. This approach allows you to do much more than just view live cameras.
You can create your own dashboard or command center using any of these available Widgets, rather than be limited to a
predefined version.

To select an available Widget simply click and hold, and then drag the Widget into your layout.

4 Qumulex ’ Josh Bowman

Search Widgets Search Widgets
@

Search to filter... Search to filter.
Cameras 30/ 1%

1 Adam's Vivotek FD9360-H
1U-100 (192.168.81.100) 2 »

Search Widgets

Search to filter...

Green icon
indicates the
widget is

Live Events selected and
what order it

Recently Updated Doors was SEIGCtEd

in.
Events Per Hour
Motion Vs Snapshots
System Stats
Cloud Recording Stats
Orange icon
indicates
@) widget is
= already being
Use the search field above Use the search field above i ISU Ol e T B oo e viewed in the
layout

The Widget cards themselves also offer feedback on the status of the devices. You can also choose actions from the 3-
dot menu, such as going to the info page of a camera (as shown above). You will also see a green icon when selecting
widgets and a number indicating how many you have selected. The orange eye indicates this widget is already in view.
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Widgets Tab: Cameras

Ofhce Wing

DEDODO36

Camera Widgets are used to view cameras in a layout. In addition, the camera widget provides information about the
camera itself.

s 1U-114 4 1U-114
& Q Funcanive Office Wing by ‘;: ¥ @ Fwmotive Offics Wina

Gateway: Online DEDO0S6 #= " Camera: Connected

\ /

This icon indicates Gateway status. This icon indicates camera status. This icon indicates media profile status.

2 72 Media Profiles: All Connected

For a Gateway, the status will either be green, or red. Green indicates the Gateway is online, red indicates the Gateway
is offline. In the case of the Gateway being red, the camera and media profile statuses will be grayed out.

Anna's Camera

Q@  Annan Customer

Camera: Gateway Disconnected
=y S

By choosing the 3-dot menu in the lower right of the Widget, you will be presented with the actions menu. For camera
Widgets this will present the option to be taken directly to the camera’s info page. The cameras info page gives you
access to cameras settings.

utive Office Wing
1 20EDOD36
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Widgets Tab: Doors

Bowman Door

.l.l. @ Imterior

& Columbus - Gateway 2

Door Widgets are used to view a door status and allows you to operate the door from the Live page.

Bowman Door

9 Inte~—-
Lock: Locked

This icon indicates door status. This icon indicates lock status.

Bowman Door
@ Interior

Bowman Door

@ Interior

Device: Online Gateway: Online

- — /

This icon indicates door controller status. This icon indicates Gateway status.

Bowman Door Bowman Door
9 Interior Q Interior

e \ e

Use the padlock button to pulse unlock the door. You will see the lock icon status change and the padlock

button will also change color to show the door is unlocked.

Note: The length of time for the pulse unlock function to last will correspond to the “Access Time” setting. To configure
this and other door settings visit the Doors page and select the door you wish to edit. Then choose “Edit Door” from the
top menu.
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Bowman Door
Q Interior

ACCESS

Momentary Unlock

Unlock Indefinitely

Lock Indefinitely

Revert to Schedule

EMERGENCY

Lock Down

While active in your layout, the 3-dot menu gives you several additional options to operate the door.

Momentary Unlock: This is the same as choosing the padlock button. This will pulse unlock the door.

Unlock Indefinitely: This will unlock the door and will not revert to locked until initiated by user prompt.

Lock Indefinitely: This will lock the door and will not revert to unlocked until initiated by user prompt.

Revert to Schedule: This is the prompt used to return to the door schedule and cancel Lock/Unlock Indefinitely.

Lock Down: This will initiate a Lock Down of THIS DOOR ONLY. To initiate a scope-wide lockdown, choose “Lock Down
Doors in Scope” from the top “Actions” menu of the Doors Page. See example below:

B8 Card = List 1= Name

B Create Door 3% Actions §
EMERGENCY

@ Lock Down Doors in Scope
Adam's Office nna De:
Q@ Adam's Office Release Lockdown in Scope Inside

CONFIGURATION

update Modified

Axis Door 2
© APAC Demo

a

Note: User Scope will affect what doors are available!
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By choosing the 3-dot menu in the lower right of the Widget prior to dragging the widget into your layout, you will be
presented with the actions menu. Like camera Widgets, this menu will present the option to be taken directly to the
door’s info page where you can operate and edit the door.

Bowman Door

.I-I. 9 Interior

& Columbus - Gateway 3

[ GoioiInfo Page

Widgets Tab: Other

The final group of widgets located in the widgets tab is “Other”. This is where you will find widgets that offer data charts,
system status and recent events. There is also a widget labeled “None” that you can use to create empty cells in your
layout.

Note: The data shown by these widgets are affected by the selected Scope. Changing your scope will revise what data is
displayed.

System Stats

Gateway Bandwidth

Gateway Cloud Upload

System Stats: This widget displays the total number of Places, People, Groups, Permissions, Roles Assigned, Gateways,
Cameras, Doors, Views, Schedules, and Holiday Sets at your current Scope. For devices such as cameras or Gateways,
you will see the number of online versus offline devices as well. For the subject icon green indicates everything is online,
Yellow some are online, red is all offline. For Gateways and cameras, the number of online devices is presented in green
font and offline in red.
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System Stats

None: This widget is used as a blank filler to clear a cell in a layout if you wish to display nothing in that cell.

Gateway Bandwidth: This widget is used to display the bandwidth being received or transmitted by a Gateway. You will
first choose the Gateway you want to monitor. Then you will see two graph lines for data being received by the Wan
port and the LAN port, measured in Mbps. You can choose the Gear icon to choose Transmitted bandwidth per Network
Port. You can also choose to enable or disable either NIC Port and you can also choose to enable the Wire Guard
bandwidth (VPN) or Cloud Upload.

The graph itself can be adjusted to monitor in Seconds, Minutes, Hours or per day by choosing the options at the top of
the Widget.

Gateway Bandwidth

Gateway Cloud Upload: This widget is used to measure Gateway queue depth metrics. This is useful to examine how
much buffering is being used and displays if you are streaming to the cloud service in real time or if data is being
buffered. This could be due to bandwidth throttling schedules, available internet speed, or network speed. This tool is
helpful in making sure that the expected results are being achieved.

You will see three metrics, (1) Sent data, (2) Queued data, (3) Total data. Choose the gear icon to choose between bytes
or seconds, and to choose another Gateway if desired.

The graph itself can be adjusted to monitor in Seconds, Minutes, Hours or per day by choosing the options at the top of
the Widget.

Gateway Cloud Upload
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Arrange Widgets

While we are talking about widgets, another great tool to discuss is the “Arrange Widgets” feature. This allows you to
rearrange the widgets that are already being displayed in your layout. To begin arranging the widgets choose the
“Arrange Widgets” button in the top left of your screen. This will present the green overlay and you are now in edit
mode.

® Amange Widgets
]

Then simply choose a widget and begin dragging into another cell. Once complete, click on the “Arrange Widgets”
button once more to return to your Live layout.

Success! The camera widgets in this example have been re-arranged as desired.
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Cycle Cameras

Adjacent to the Arrange Widgets button is another useful function known as “Cycle Cameras”. This feature will rotate to
the next available camera each time you press the “Cycle Cameras” button. This is very useful when you want to see
what is happening and are not sure what cameras are available or which camera may be displaying activity you want to

see.

C @& app.qumulexio

Qx & Qumulex Customer

Arrange Widgets 11 Cycle Cameras

¥

WIDGETS

Search Widgets

Search to filter.

Cameras

- _‘ Front Camera

™ Parking Lot North H

9 Headquar

This feature is also very useful when checking for live activity on mobile, allowing you to easily cycle through all available
cameras while staying in a 1x1 layout.
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Loading Widgets on a Mobile Device or Touch Screen
From a mobile device or touch screen this is a drag and drop action very similar to using a mouse on a desktop. The
primary difference is that on a touch screen device you will need to utilize a “long press” to initiate the selection.

To initiate the long press, click and hold from anywhere inside the desired widget until you see the green box appear in a
layout cell. If you release your hold, the widgets tab will re-appear, and you can now select more widgets by a single
touch on each.

You can see in the example on the left, we have two empty cells and we have selected two more widgets to drop into
the layout. The number of widgets selected is indicated in the green circle icon “+2”.

2:229

& Qx = Qx

Arrange Widgets EH Arrange Widgets

In the example on the right, we can see that the two additional widgets selected have been populated into the layout as
desired.

Note: If you select more widgets than cells available for your layout, you will receive a warning message and you will not
be able to select any additional widgets. To increase the number of available widgets simply change your selected layout
to an option that includes the required number of cells.
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Live Tray: Layouts

The next available option in the Live Tray is “Layouts”. This is where you can choose from a large variety of predefined
layouts for live viewing.

To select an available Layout simply click once on the desired layout. Widgets already active in your active Layout will
populate automatically into the new one.

lil

42 |www.qumulex.com



Qumulex

Live Tray: Views
The third and last available option in the Live Tray is “Views”. This is where you can choose from any of the saved views
that are available at your Scope level. You can also update a saved view and edit from this tab.

Saved views are color coded to show what type of Widgets are contained in the saved view. At the top of the saved view
window, you will find a legend that explains the color coding.

To select an available View simply click once on the desired View. Widgets saved to this View will populate
automatically. This process is identical on a Mobile or Desktop device.

’ Josh Bowman

’ Josh Bowman
Lo iH
View Name

New View | Want To Save

’ Josh Bowman

Will be saved to the "Qumalex” scope.

Save As New View

[,

@

0 Emply 1x3
Qumulex

0 Empty 1x3
Qumulex

16 vivoteks
Ciy Securiy, LLC1

16 vivoteks
City Seeurhy, LLC1

Search Views

2x2 - Chris loT Lab
Indiana loT Lab

2x2 - Chris loT Lab
Indiana IoT Lab

Search to filter...

Adam's Office 2 Cam
Brooklyn

Adam’s Office 2 Cam
Broakim

After Hours Entrance
0x Hesdquaners

After Hours Entrance

0x Headuuarters Main - Door + Data

Brooklyn

Mobile all Doors

BK Door & Data Swenberg Residence

[

BK Door & Daia
Broakdyn

Bowman House 1

Bowman

Bowman House 1
e Nelson

City Security, LLC1
Brooklyn Office - Cameras &
Doors

Brookiyn

Brooklyn Office - Cameras &
Doors -
Broaklm =
New View | Want To Save

Qumulex

Brooklyn Office - Parking Lot
Brook! -

Brooklyn Office - Parking Lot
okdvn i

Live Tray: Create a Saved View

Creating a saved view is easy! If you want to save the current view first select the “Eyecon” to the left of the Live Tray
button. Then type a name for your view in the dialog and choose the “Save As New View” button marked with a green
plus symbol.

This process is identical on a Mobile or Desktop device.
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Live Tray: Edit a Saved View

Editing a saved view is also very easy! You can edit the name and update a saved view without leaving the Live page. To
start editing a saved view, choose the 3-dot menu of the view you want to edit:

City Security, LLC1

New View | Want To Save

Qumulex New View | Want To E

Rename X
North Office Wing - All Cameras

Axis Test Area

Update

Office door

Indiana loT Lab
Delete

Office Interior Door
Ox Headquarters

Office Interior Door
0x Headquarters

Parking Lot - South

: ; Parking Lot - South
City Security, LLC1

City Security, LLC1

To rename the view, choose rename, type in your new name and then choose the green checkmark to save your change,
or the red x to cancel.

Bowman ‘ Josh Bowman

@®

Search Views

Search to filter...

Bowman House 1
Bowman

Rename

Update

Set as Default for Bowman

Delete

In addition, the 3-dot menu allows you to choose the following actions:
Update: This allows you to update the existing saved view if you have changed or re-arranged widgets.
Set as Default: Make this saved view the default for your current scope.

Delete: Delete the saved view if it is no longer needed.
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Video Borders

Video Borders are used to indicate event or recording status while viewing live video. This is included anywhere you can
view live video, not just on the Live page.

Blue — Indicates that a motion event is occurring.

Green — Indicates that Continuous Recording is scheduled and is occurring as scheduled.

C & app.gumulecio/ I B ©» % h » [ "

QX &‘ Lockdown == Qumulex Customer

28 Arrange Widgets 13 Cycle Cameras

This can be a very helpful tool when troubleshooting recording. In the example above, a car has driven past the parking
lot and you can see that QxControl has properly received the searchable event as the border has changed to blue.

The other three cameras are recording as scheduled on continuous, but there is no event occurring, so they are green.

Note: If there is no recording scheduled, or no even is detected, you may see no border colors present.
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Timeline

Timeline is a search page that allows you to search both events and continuously recorded video. This feature allows
you to select the desired camera, and then use many of the same filters that are also available on the Search page. Some
of the highlights that we will cover for Timeline:

How to select a camera and appropriate filters.

How to change the time scale.

Using the Legend to understand what the graph colors mean.

How to choose between playing video from the cloud service or from the Gateway.
How to export video from Timeline.

Basics of Timeline: Choosing a Camera and Filters and using the Player Functions
The first step in using Timeline is to choose the camera you want to search. Start by clicking the ‘Select Camera” button:

« (pControl App x

“

L

C & app.qumulexio/#/gx/timeline B 2 % » 0O ‘.I

& (@) = Qumulex Customer
Live
Timeline
Search

Places

Clips

Reports

No Camera Selected

Configuration
Select Camera
People
Groups

Permissions

Roles

Gateways

Devices

Cameras

Doors Tue, 1/10/23

12:48:51 PM

Tue, 110723
11:50 AM 12:00 PM 12:10 PM 12:30 PM 12:40 PM

Now

Schedules

Josh Bowman

e ey et Add Camera
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Next, you can either scroll to choose the camera desired or search for a specific camera using the “Search”
box:

Configuration

People
o or e s
‘g { Headquarters Facility - VIVOTEK FD9360-H
Groups
loT Lab Vending

L. ' 1 Main Emtrance Exterior - AXIS PS654-E
Permissions

Main Entrance Fisheye

Roles Headquarters Facility - AXIS M3058

1 Parking Lot North Entrance
Headquarters Facility - AXIS P3227-LVE
Gateways T
w7 Parking Lot South Entrance
o - Headquarters Facility - AXIS P3227-LVE
Devices «
Side Entrance
Cameras i Customer Support Department - Samsung._.

Doors End of list
Select Camera

Tue, 11023

v e o ,
schedules 12:00 PM 12210 PM

’ . Josh Bowman

I_. jbowman@qumulex com

Add Camera

Note: In this release of QxControl, you can only select one camera at a time when using Timeline.

Next, you will see the camera view displayed and events will be shown in the timescale graph line.

@ appqumulexio
Qx
S Live
Timeline
Search

Places
= Clips

Reports

Configuration

12:40 PM 12:50 PM

&4 JoshBowman Parking Lot
. AT e South

Entrance
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Now that you are seeing all events we will discuss how we can narrow down to specific events that you may
be looking for. To begin this process you will need to choose “Filter Event Data” to the lower left:

Gateways

Devices
Cameras

Doors ) Tue, 1/10/23
Filter EventData + 125056 pm  NOW

Tue, 1/10/23

Y @ 0 B\ - i ) 2-40 B 250 B
S hedies 12:00 PM 12:10 PM 12:20 PM 12:30 PM 12:40 PM 12:50 PM

’.-. Josh Bowman Parking Lot o
il South

Entrance . m§ ~ EEEEE I § W EE W =W IEE W § = =

E jbowman@qumulex com

Next, you can choose from Events and/or Analytics that are available from the camera. These are the same
options you will also see on the Search Page.

Note: (1) You must enable the analytics in your camera’s web interface for QxControl to receive analytic
events. (2) All possible analytics and events will be listed, please consult the specifications of your camera to
determine what events are available from your specific camera.

Configuration
Frask O View Selected(1) Clear | Undo

Groups

Permissions
Door Mode

Roles
Door State

Gateways A Gateway Connection

Devices A Events | »
A Motion

Cameras

i Object Action
Doors )
Filter Event Data
PACS HW Status

Schedules
PACS Status

‘, . Josh Bowman
E jbowman@qumulex com

L

You can see in this example we chose Events > Motion, but you can also combine with other events or
Analytics, such as Crossline:
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People

O View Selected(1) Clear | Undo

Groups

Permissions

Access Denied Reason

Roles Credential Not Enabled

Access Denied Reason

Cross Line

Gateways
k ¥ Object Action

Devices Disconnected
Stream Status, Device Connection Status

a Forced Open
© Analytics | > Door Alarm

Filter Event Data Open Too Long

Door Alarm

Cameras

Doors

Schedules Open Too Long Warning

Door Alarm

‘. . Josh Bowman

E jpowman@qumulex.com

Be sure to choose “Apply” after making each selection to apply the Filter(s).

Note: Be careful not to choose two or more Filters that would negate each other, because they do not
typically occur at the same time. When choosing multiple Filters, you will only be presented with events that
include all Filters selected. If you receive no results, start by reducing the number of Filters.

Now that we have selected our desired Filter, you will see the Filter listed in the Filters Menu:

Permissions A

O Include Health Events
Roles

W Remove All

Gateways o Events | >

Devices X # Motion

Cameras *

Filter Event Data H 4 M L @

Doors

Tue, 110/23
Schedules En 02:50 PM 03:00 PM 03:10 PM 03:20 PM 03:30 PM 03:40 PM

Josh Bowman Parking Lot
South

jbowman@qumulex com
Entrance  pmmmm

You also can see that the Motion events appear in Blue in the timescale graph.

Note: As you zoom out in the timescale graph, you will see the highest priority events and as you zoom in
showing shorter intervals of time, you will be able to see multiple types of events unless Filtered.
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You can also choose to see Health Events displayed on the timescale graph, such as disconnect or offline
events. These are events that are related to the status of a device and will not normally have video associated
with them. However, you may wish to see if anything occurred prior that could have caused the event.

Permissions

Include Health Events
Roles

@ Remove All

Gateways € Events | >

Devices * A Motion

it Filter Event Data L > Lo WX Hi DA - S

Cameras

Tue, 110723

Schedilies Y = 02:50 PM 03:00 PM 03:10 PM 03:20 PM 03.30 PM 03:40 PM

A Josh Bowman Parking Lot
L South

Entrance pmm

|3 jbowman@qumulex com

Once we have selected all desired Filters we can now scrub through and find the event(s) we wish to view.
Click and drag the curser to move through time.

Gateways
Devices

Cameras

L - o+ X @ 0D X @ )

Tue, 110723

Schedules Y 02:50 PM 03:00 PM 03:10 PM 03:20 PM 03:30 PM 03:40 PM

‘. Josh Bowman Parking Lot
| South

E jbowman@qumulex. com
= Entrance

The standard playing controls here will be used throughout QxControl. From Left to Right: Step Frame Back,
Play/Pause, Step Frame Forward, Fast Forward, Full Screen, Digital PTZ and On Screen Display On/Off

Gateways
Devices
Cameras

Doors _ Tue, 1/10/23
Th + 3opa0pm NOW @ o0sD ¥
Tue, 111023
i Y B 0P 03:20 PM 03:30 PM 03:40 PM 03:50 PM 04:00 PM

Josh Bowman Parking Lot
South

jbowman@qumulex com
Entrance i
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The last two options on the right are “Create Clip” (Scissors) “Play Video from The Cloud/Gateway” (Cloud
Icon). Create Clip is used to export a video clip to the Clips page and will be covered later in this chapter. Play
Video from the Cloud is used to choose to play the footage stored in the cloud service, in lieu of the local
Gateway, where the event has been stored in both places.

Devices

1 Cameras Play video from Gateway

Doors Tue, 1/10/23 %
*t  o32zsrpm NOW , 0sD K Ih

Tue, 1/10/23

Y B 10 pM 03:20 PM 03:30 PM 03:40 PM 03:50 PM 04:00 PM

Schedules

Josh Bowman Parking Lot
i South
jpowman@qumule com
Entrance g v e e e 1 s s 1 s s =5 1 1 1 Tl e V1 T e o N s O s D

'] Devices

1  Cameras Play video from Cloud

Doors Tue 1110723 L 0D X @&

*t  032257PM

Tue, 110723

% Schedules Y B oq0pMm 03:20 PM 03:30 PM 03:40 PM 03:50 PM 04:00 PM

Josh Bowman Parking Lot

Z South
jbowman@qumulex.com
EENtran e o N T T T P 0 05 0 0 2 I 0 O T T 5 S O {0 [

This function allows you to toggle between video stored locally or in the cloud service. It should be noted that
continuous recording is only stored locally on the gateway. Event data will be stored both in the Gateway and
in the cloud.

If you choose “play from the cloud” and your cursor is not placed at an event, you will see no video until you
move it to an event. By clicking this button you can toggle back to Gateway to see any recorded video that is

not associated with an event, if you have selected continuous recording in that camera’s settings.

You will also see that the timescale graph will display the cloud recording in Yellow and local (Gateway)
storage in Green:

e T e South
Entrance mmpmssssssmmmmmnes

This makes it easy to identify where this video footage is stored.
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Basics of Timeline: Changing the Time Scale in the Timescale Graph

To the far left, above the timescale graph we will see the time related options. You will first see the Date and
Time associated with the video you are currently viewing.

Devices

Cameras

5
Doors h Tue, 1/10/23

03:22:57 PN, NOW W X @ oD X @&
Tue, 110723

Schedules Y ER 10 pm 03:20 PM 03:30 PM 03:40 PM 03:50 PM 04:00 PM

‘. . Josh Bowman Parking Lot

[ et R ety South
Entrance o e e e e e T o s e e = e oy e e e e e T [ e ey I e e P

Next you will see the + and — to the left of the Date and Time. This is used to zoom the timescale graph in and
out. The farther in you go, you will see smaller time increments and will see more detail in the graph. In this
example we have zoomed in from 1 Hour to 15 Minutes. This allows us to see more detail:

[] Devices

Cameras
Zoom Scale In

1 Doors Tue, 1/10/23

03:22:57 PM

Tﬂ‘ 110723
Y B g390pm 03:30 PM

— 15m

&  Schedules

4 JoshBowman Parking Lot

. 2 South
jbowma lex_com
W Ermene Entrance

Now, we can zoom out. Here we have selected a 1 Week timescale. This shows far less detail as we are looking
at large increments of time:

1 Devices

[ Cameras
Zoom Scale Out

[l Doors sat, 1/7/23

07:05:42PM  NOW

Tue Wed

& Schedules IR il

‘-‘ Josh Bowman Parking Lot
South

Entrance

= jbowman@qumulex com

Also, you can see that the Green/Yellow bar does not fully populate in the timescale. The area with no Green
or Yellow does not have video. This indicates that at current video retention levels, this Gateway does not
have video prior to midday on Saturday 1/7/23.

If you are not seeing the video retention that is expected: (1) Check your camera settings for FPS and
Resolution versus budget (2) Add additional Local Storage or (3) select a longer retention period in the camera
settings for cloud storage.

(3) will incur additional subscription fees based upon the storage retention you choose.
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Basics of Timeline: Using the Legend

The legend can be found on the far right of the tool bar, just above the timescale graph. The legend shows
what the colors and images in the timescale graph mean.

@' = Qumulex Customer

Live

Timeline Event Priority

Search Alarm ® Analytics Mation Health

Places 1 minute - 6 hour scales

Clips 7 I = 7
= Individual event markers are time-precise

Reports 12 hour - 1 week scales

Configuration

People . i - . : ——; I

« Group event markers are time-approximate
Groups

« Each marker has at least one event
i3 = The highest event-priority determines color
Permissions / - g perinay oets o

Roles Video Segments

- _ = e 1§
Gateways : e y £ gt . === Video stored on Gateway
- \ ] = s T == Video stored in Cloud
Devices J . 2 L b e i — Video buffered for playback
4 Use Cloud button to play video in Cloud

Cameras

Doors Sat, 1/7/23
070542 PMm  NOW X &

Schedules X i 06 06:55 PM 07:00 PM 07:05 PM 07:10 PM

’ . Josh Bowman Parking Lot

= jbowman@qumulex com South
o= Entrance p

It also provides guidance on the variations between different scales of time.
Event priority lists what items are highest priority and down to the lowest, showing the associated color.

When zooming out to large time increments (such as days or week) you will see the highest priority events
listed.

As you zoom in to smaller time increments you may see more detail and more event types listed.
Where multiple exist and overlap, again you will see the color of the highest priority event.

Currently, the user is not able to change or customize the event priority.
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Basics of Timeline: Creating and Exporting Clips

Creating and exporting a clip is very similar to the process when uploading to cloud in Search. The biggest difference is
that in Timeline you don’t have to export based on an Event. Meaning, you manually select the length of the clip that
you wish to upload to the Clips Page. This offers great flexibility and allows you to save footage from Continuously
recorded video that has no event associated with it.

So let us work through this process step by step. In the example below we see a Van that is leaving a nearby driveway
and is outside of the motion window.

x QuControl App X

() & app.qumulexio/? | E = W » 0O "
Qx = Qumulex Customer
Live
Timeline
Search

Places

Clips

Reports

Configuration
People
Groups
Permissions

Roles

Gateways

Cameras

Doors _ Tue, 1/10/23 o ¥
05:32:56 PM > s 0 X & o

Schedules 0530 PM 05:35 PM 05:40 Pk

’ Josh Bowman Parking Lot

{ e North RS TR AT
= Entrance g ¢

As you can see, there is no event that was triggered and the timescale graph is Green. This means that it was captured
by the continuous recording schedule of this camera.
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If we need to keep this video we start by selecting “Create Clip”, which is represented by a scissor shaped icon.

Create Clip

X & e

¥

0535 PM 05:40 Ph

Now the Create Clip dialog box appears. This allows us to:

e Manually enter the start and stop time.

e Create a name for the clip.

e Provide a description for the clip.

e Choose if there is an expiration for the clip.

Note: Choosing “No” for expiration means that the clip will need to be manually deleted from the Clips Page.

End Time

© 5:37 :56 AM | PM

- Name

User Guide Example

Description

This example is to explain
Create Clip in Timeline !

Has Expiration

Once you are satisfied you can choose “Upload” to save the clip.
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That is very easy, and in that previous example we allowed QxControl to suggest the length of the clip, in this
case 5 minutes.

We also have another option for setting the start and end of the clip, aside from using the start/end time text
boxes.

If you look at the same clip, you will see the cursor is set at the start time of the clip and there is a bracket to
show the end time 5 minutes later. You can drag either bracket to extend or shorten then duration of the clip.

Start Time

© 5:32 :56 AM | PM

End Time

© 5:33:3 AM | PM
- Name
User Guide Example

Description

This example is to explain
Create Clip in Timeline !

Has Expiration

Yes

[+3 Uploadh

e

05:40 PN

You can see that We have moved the end time bracket closer to the start time, and the end time text box in
the dialog menu has automatically changed. This is a very simple and visual way to set the length of your clip.
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Live as = List 1= Created At

Timeline

User Guide Example

Search @ Headquarters Facility

W4 Parking Lot North Entrance

Placas © 1/10/2023, 5:32 PM

Access Granted

@ 2 Main Entrance Lobby

After choosing “Upload” we now see the clip appears in our Clips Page where we can manage or share the clip.
While we cover the topic of Clips in another chapter, it would be good to provide a reminder of how clip
storage works in QxControl.

When uploading to cloud, each camera license comes with 20GB of cloud clip storage for free. Clips that have
no expiration assigned will not be overwritten and will need to be manually deleted if no longer needed.

When uploading to Clips in QxONE systems (On-Prem) there will be 20GB of local storage assigned to each
camera.
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Search
The search page reflects a modern experience that makes finding events easy. There are multiple ways to search for

events.

o Use the “Search All Tags” text box under “Filters”. This works like an internet search engine. For example, you
could type the word “cameras” and see a list of cameras or enter a Person’s name and see events related to

them.
e Using the available Filters, you can choose from any number of cameras, doors, analytic events and so on.

e You can also use “Search Date and Time” to choose a specific time only, or to use Filters and Tags based on a

certain time.

In this section, we will detail each of these options and how to use them.

0y » '

# app.qumulex.io,

QX Q & Qumulex Customer ‘ Josh Bowman

) ) Search Date & Time "
Y Filters o Setlings 1y 1o 17,2022 1:4aPm gnow [B)

E 3 < @ Headquarters Facility
. B¢ Parking Lot South Entrance
= Zism \ © Motion:1 true
‘ 5y \
» Ty
% : - omer Support Department
-Q ¢ Entrance
Y/ =
‘ X
» ' I

% < omer Support Department
4 Entrance

i11s @ Motion true

i © Motion:0 true
i
= 3/17/2022, 144 PM
& ’ . 3/17/2022
AL 1:43:51 PM

g 5

5 . % ' @ Headquarters Facility
1 S

W11 3/

B Front Camera

mi19s © Motion true ‘

&= ’ 7, 317/2022
f 34 1:43:51 PM

- $ " @ Headquarters Facility
q’ (. W« Front Camera

. © Motion:0 true

3/17/2022
5. 1:43:40 PM

% @ Headquarters Facility
¢ Parking Lot North Entrance oo2/0010size-1ome A M) W . C P 4O

© Motion true X Q -+n .?. = ¢

3/17/2022

Search Actions
The following actions are available in the search actions menu. Hover your cursor over the menu to reveal the options:

Action Result

Enable Digital PTZ Enable Digital PTZ function. Allows you to scroll inward to
zoom in, outward to move out and move the mouse cursor
(or your finger on mobile) to change the field of view and
to choose where to zoom.

DigitalBTZ ® M M
XAtr= R
Download to Desktop | Download and save video clip on your local device. It will

appear as a file download in your browser.

Download To Deskiop
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Export Clip

B H‘ Export Clip »

XQir=2f

Allows you to save the clip in the Qumulex cloud service.
Each camera subscription includes 20GB of cloud storage.
This function will allow you to save the clip and then
manage or share it in the “Clips” page.

Onscreen Display

Onscreen Display 'l

m —
Qirr= R

Displays details on screen. Choose what information to
display on screen, and where, in the settings menu
(detailed below)

Settings

B H" ] @ Setlings
XQir= 0

Choose what information is displayed on screen when
Onscreen Display is enabled. Also allows you to choose
where on the screen the information will be displayed.

Full Screen

B H" ] @ Setlings
XQir= 0

Displays the Clip in full screen mode

bp x +

@ app.qumulex.io

(@)

Search Date & Time

Y Fitters Thu, Mar 17, 2022 1:44 PM

@ Settings & Now
N 9 Headquarters Facility

W« Parking Lot South Entrance

© Motion:1 true

3/17/2022

omer Support Department
Entrance
© Motion true

17/2022

er Support Department
Entrance
© Motion:0 true

/ Al
3/17/2022,1:44PM
. 3/17/2022

Pyt 1:43:51 PM
- " Q@ Headquarters Facility
v W« Front Camera
@ Motion true

g ’ 311772022
%7 5 1:43:51 PM
- " Q Headquarters Facility

v . W4 Front Camera

© Motion:0 true

3/17/2022
- 1:43:40 PM
% @ Headguarters Facility
W« Pzrking Lot North Entrance
€ Motion true

o B 2 W 4

Q9 & qQumulex Customer ‘ Josh Bowman

B

Front Camera,
Headquarters
Facility
Qumulex
Gateway ,
01:43:49.3 PM

~ Camera v Place + Time .X' Q _". .?.

v Gatewayl Metrics

+ Camera v Place + Time X Q _+n _?_ oso] x

~ Gateway. Metrics
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Choose Where to display, Choose What to Display, Close Settings

Search Settings
There are several features that are unique to the Search page of QxControl. In this section we will cover each in more
detail.

Health Events
Located in Settings is the option to enable “Health Events”. This feature toggles the inclusion of Device Health events
“On” or “Off”. In the example below, you can see this event is showing that a Door connected to QxControl.

This is a helpful feature to enable more efficient searching. Why? Because Device related events typically do not have
video clips. Therefore, if you are looking for a video related event, toggling Health Events to “Off” will reduce the
number of events you see and reduce the number of events displayed that do not have video.

“ Health

B Events 1:42:18 PM
0 e

L]

Auto Play
Located in Settings, there also an “Auto Play” option. Using this will toggle Auto Play on/off. When this feature is toggled
on, the next video clip will automatically play after the current clip is complete.

Health M
Events @t

Auto i
Play

60 |www.qumulex.com



Qumulex

Note 1: The clips will play from oldest to newest, which means that in your events tab clips will play from the bottom to
the top of the tab. If you select the newest video (top of the events tab) nothing will play until the next video clip is
produced.

Search Date & Time

Thu, Mar 17, 2022 1:44 PM & Now Newer Video
Clips

Y Filters g Settings

B¢ Parking Lot South Entrance
© Motion:1 true

Side Entrance
@ Motion true

3/17/2022
1 48 PM

mer Support Department
Side Entrance
3 @ Motion:0 true
: 3{171'."2022,1:44PM

- ’ _3/17/2022
Py i 1:43:51 PM

Auto Play Operates Oldest to
Newest

"
' ® Headquarters Facility

: 3/17/2022
“y 1 1:43:51 PM
’ @ Headquarters Facility
W4 Front Camera
( © Motion:0 true
3/17/2022
7. 1:43:40 PM
"= @ Headquarters Facility

¢ Parking Lot Morth Entrance
@ Motion true

e N /172022 Older Video Clips

Note 2: Auto Play will stop once it encounters a non-video event in the events tab. To use Auto Play more effectively it is
recommended to filter out most events that do not contain video by using Device Health toggle.

Search Date & Time

Y Filters £ Settings e gNow [B)

~ @ Headquarters Facility

o W« Parking Lot South Entrance
: Zﬂ © Motion:1 true

I P ,_-h SR 31172022
F - AL 1:44:48 PM

M« Side Entrance

%_ . :{," : @ Customer Support Department
L © Motion true

11118 1/
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Note: Events that contain a video clip will have a green camera icon and will display the Clip length.

Search All Tags

The “Search All Tags” Box is used to refine the events that are displayed in the events tab. Anything that is searchable in
QxControl will have an associated tag making it easy to search. You can search based on Time, Events, People, Places,
Devices and even Analytics .

@ app.qumulexio, searc B 2 W A » '_

Q = Qumulex Customer - Josh Bowman

{? Open a Tag to select filters.

As you type information into the Search Box the available options will appear Automatically. In this example, we can
enter the word “Camera” and you will begin to see available cameras that you can apply to the search.
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& app.qumulex.io/#/ox/clip-search o~ [A | 3w » “

& Qumulex Customer "l‘ Josh Bowman

Front Camera

Main Entrance Fisheye

Parking Lot North Entrance

Parking Lot South Entrance
Side Entrance

:8: People | >
Q Places | »
A Events | >

© Analytics | >

Once you have selected the desired Smart Tags and applied them, you will see the number of applied Tags for each Filter
category. In this example, you can see we searched for and applied two camera Smart Tags and that number is displayed
by the Cameras Filter button.

Vo st

-_ Parking Lot North Entrance

Headquarters Facility - AXIS P3227-LVE

m= Parking Lot South Entrance
A Headquarters Facility- AXIS P3227-LVE

bt J Front Camera
UM? Headquarters Facility - VIVOTEK FDI360-H

#¥#» Main Entrance Fisheye
W  Headquarters Facility- AXIS M3058

s Side Entrance
\4b

Customer Support Department - Samaung Techwin QND-_.

End of list
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You can also click on the Filter and see a list of all available items; in this case it shows all available cameras. You can see
the two cameras already selected show as a blue check mark. Here you can select or remove any desired items, and
then choose “Apply” to save these changes and see the appropriate Search results.

You can also see that once applied there is an icon for each Smart Tag item that was selected. You can easily remove
them by choosing the “x” on the left side of the icon.

@ Remove All

o Cameras | »

¥ I Front Camera X B Side Entrance

#1 Doors | >

:8: People | >

Q Places | >

Another great tip is to press the SPACE BAR in the Search box to see a list of every available Smart Tag. This is a great
way to see what Smart Tags are available!

Note: With the increasing number of Smart Tags, and the frequency of additions, we have removed the static legend
that was previously available. Using the SPACE BAR has replaced the legend.
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E -

GatewayConnection

L

PACSStatus

‘DeviceConnection

[

Motion

=

Tamper

(-4

ObjectAction

StreamStatus

a

DoorMode

=

DoorState

B B

DoorAlarm

-

AccessNotFound

L

AccessGranted

E g

AccessTaken

=

AccessNotTaken
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Search Via Tag Filters
Another great way to use Smart Tags in QxControl, is to use our Tag Filters. Tag Filters can be found by choosing
“Filters”, located just to the left of “Settings”

c & app.qumulexio/#/qx/clip-search o @I »w % = » ".I‘

iy Q)( = Qumulex Customer ‘L Josh Bowman

Search Date & Time

Y Filters &% Settings 1 war17, 2022 1:41Pm

@ app.qumulexio/#/qx/clip-search o A 7 W 2 » "’

Q &= Qumulex Customer ‘. Josh Bowman

) Open a Tag to select filters.

W¢ Cameras | >
Bl Doors | >

& People | >

A Events | >

0 Analyties | >

Next, choose Filters from the available options to help narrow down your Search results as desired. For example, if we
want to search on a Line Cross analytic, we can choose “Analytics”, and then search or scroll until we find the Cross Line
Smart Tag:

[J View Selected(1) Clear |2 Undo

(R P TP Ee

Object Action

Credential Expired

Access Denied Reason

e Credential Not Active
© Analytics | > A\ Ehcigic M

Credential Not Enabled

Access Denied Reason

Cross Line
Object Action

Disconnected
Streamn Status. Device Connection Status

Door Forced Open

Door Alarm
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@ app.qumulexio

Qx Q

Search Date & Time .
Thu, Mar 17, 2022 1:44 PM g@now [B)

Y Filters (1 @ Settings

Q@ Headquarters Facility
W4 Parking Lot North Entrance
@ CrossLine:2 true

@ Headquarters Facility
W4 Parking Lot North Entrance
) @ CrosslLir
3/17/2022, 1:44 PM

"""11 3/17/2022
P—

T 1:42:31 PM
*= @ Headquarters Facility
B Park ot North Entrance
@ cCr ne:1 true

3/17/2022
= 1:41:57 PM

After you choose “Apply”, you can now see that we have filtered on Crossline events only.

You can choose any combination of Smart Tags that you want! Just remember that if you begin to see a message stating
“No Search Results Found”, you may need to start removing some of the Smart Tags until you receive results again.

Tag Filter Categories

There are six categories of Tag Filters:
Cameras — Used to search on Cameras in your current scope.
Doors — Used to search on Doors in your current scope.
People — Used to search on People in your current scope.
Places — Used to search based on places available at your current scope.
Events - Used to search events at your current scope. Some examples of events might include Motion,
Gateway Connection, Tamper, Door Alarm, and many more...
Analytics — Used to search on Analytic events at your current scope. Examples may be Cross Line, Person Detected,

Vehicle Detected, Mask Detected, Face Detected etc. You will also see Battery and other status alarms.
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Time-Based Searches
You can also use a traditional “Date and Time” method to search for video, instead of, or in conjunction with the Tag
based search. To search by Date and Time, click on the “Search Date & Time” field.

# app.gqumulex.io,

Qx Q

2022
Thu 17 Mar

March

Then choose the Month, Year and Time of your search and choose the green check mark to apply it.

Then, once applied you will see a market indicating the time you have chosen, and allows you to scroll before or after
that time in the Events Pane.

i B Qumulex
© Motion true

Gateway ,
01:43:49.3 PM

© Motion:0 true
3/17/2022, 1:44 PM
y . 3172022
v | 1:43:51 PM
" Q Headquarters Facility
f Wt Front Camera
© Motion true

) . 3/17/2022
el 1 1:43:51 PM

& Qumulex Customer ‘ Josh Bowman

Search Date & Time

Y Filters &% Settings Thu, Mar 17, 2022 1:44 PM @Now [

If you want to clear the time chosen and show the newest events first, select the “Now” button to the right of the
Search Date and Time field.
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Creating and Using Saved Searches
After successfully creating a search, you can save it for use later. Simply click on the diskette icon to reveal the “Saved
Search” menu.

2]

[l Example Saved Search eee

B Save Search

Next choose the “Save Search” option.

This will present the save menu. Provide a name for your search and then click “OK”.

Save search as...

Example Search |

CANCEL

The new saved search will now be available when choosing the diskette icon. Simply click on it to apply the search
parameters.

Q Clear Selection

[l Example Saved Search ees

M Example Search ooe
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Playing Video Clips
Once you have found the Video Clip that you would like to play, click on the Event Thumbnail and press Play in the scrub
bar below the clip to start playback.

T T e er——— ‘ B el e @ -
. 5
- ‘

Use the playback controls to operate the video playback. The scrub bar will become visible by hovering your mouse
cursor over the playback operation field. Here the available options:

Click and drag to manually scrub the

Play or Pause

00:08/ 00:15 Size: ~8 MB

o AN
Indicates clip time played, total Step forward by Play in a loop, set clip
clip time and total clip size. frame, Fast Forward start, set clip end,
and go to end of clip reset clip start/end
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To save and export the video clip, choose either “Download to Desktop” (down arrow) or “Export” (up arrow) in the
actions menu. Download to desktop saves on your device, Export saves in the QxControl cloud service.

AuTO
pLay  AddTag

_uy Engineering
Engineering Area
B/30/2021, 7:48:41 AM

=t

Ly Loitering:1 true

Engineering Area
. 8/30/2021, 7:48:27 AM

Start: 7:48:37 AM
Dur: 00:03:12

Start: 7:48:22 AM
Dur: 00:00:15

9 == Qumulex Customer ‘ Josh Bowman

Search Date & Time

Mon, Aug 30, 2021 7:51 AM | & Now FpEHILE ¥ Smins | [ ?

-y, Engineering
':‘ﬂ’\ Engineering Area
\ _L‘. ! 8/30/2021, 7:48:26 AM
|8 '\ CrossLine:1 true

Start: 7.48:22 AM
Dur: 00:00:17

&y 8/30/2021, 7:48:24 AM
¥ 'y Intrusion:1 true

-y Engineering
i‘} Engineering Area

Start: 7:48:20 AM
Dur: 00:00:17

Start: 7:48:18 AM
Dur: 00:00:11

00:02 / 00:17 Size: ~9 MB

Qlirme

Encoding clip...
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The video will then be available as a “download” from your browser. Each type of browser will vary in how it presents
the download. Here is an example using Microsoft Edge.

Downloads

gx-control-event-clip (6).mp4
Open file
1:37 PM
gu-control-event-clip (3lmpd
© Dpen file

gu-control-event-clip (4)mpd
* Open file

. ge-control-event-clip (3).mp4
Open file

. gx-control-event-clip (2).mpd
Open file

gu-control-event-clip (1).mpd
Open file

gu-control-event-clip.mpd
© QOpen file

See more

In this example, you will simply select the downloaded file and save it where desired.

In the example of “Export”, you will be presented with a menu. This menu will require you to name the clip and provide
a description. You also can choose if the clip expires and then choose an expiration date if yes. By default, the clip will
have an expiration date of 30 days.

= G & appqumulexio

User Guide Example

Description

Insert information about the clip here

Has Expiration Duration it
Yes Seconds

1 o

Expiration Date Expiration Time

& 2022- 04 - 06 -] o 9:44

Year  Momh  Day

Upload

v
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Also available when using the Export function, is the ability to lengthen or shorten the clip by entering the length of the
clip, in seconds. By default, the actual clip duration will appear. However, you can shorten or lengthen the clip by
altering the clip length. This allows you to extend the clip to catch more post-record activity, or to shorten the length to
only what is most Important.

There are two important reminders when using this feature:

1) You MUST choose Continuous recording for this feature to provide extended footage beyond the initial clip.
2) The event start will always remain. What you can change is the end point of the clip.

& app.qumulexio

Qx

9:45:57 AM

Export Clip
Name

User Guide Example

Description

Insert information about the clip here

Has Expiration
Yes Seconds

1 o

Expiration Date Expiration Time

& 2022 - 04 - 06 [ 9:44

Year Month Day

8/30/2021, 7:48:24 AM
Intrusion: 1 true

00:02 / 00:17 Size: ~9 MB

L Clip successfully saved/uploaded to cloud <)

Start: 7:48:18 AM
Dur: 00:00:11

/2021, 7:48:22 AM Q -'.,S -fs E a

Motion:Base true

If you receive an error message instead, try uploading the clip again.

Please note, for additional information on uploading clips to the cloud, please visit the “Saved Clips” section of this User
Guide.
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Saved Clips
To manage saved clips in the cloud service, choose the application area “Clips” from the left-hand navigation window.
The Clips page will display the saved clips in either a Card View or List View format, similar to other pages like Cameras
or Groups.

The following examples are being displayed in Card View. You will see a couple points of feedback about the clip in this
view.

The diskette indicates that the clips has finished processing. Hovering over the hourglass provides the expiration date.

bp x

8 app.qumulexio/?

Q &= Qumulex Customer > Josh Bowman

= List 12 Created At Q, Search

User Guide Example 2 User Guide Example

f @ Engineering f Q Engineering
' W Engineering Area &7 ~ " m«Engineering Area
© 8/30/2021, 7:48 AM ' © 8/30/2021, 7:48 AM
|

CLIP ACTIONS

Share
Download

W Delete

emsperpage 100 ~ 1-00f0

In addition, choose the 3-dot menu to find options for this clip.
Share: Takes you to the clip sharing menu.
Download: Allows you to download the clip to your device, similar to “Download to Desktop” while in Search.

Delete: Delete the clip from the cloud service. You cannot undo this action so please be sure you are finished with this
clip before deleting.
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Managing Clips

Double click on a clip to reveal the Clip Info page, “View Clip”. From here you can play, share and edit the clip
as well as see an audit log for the clip. You can also choose the Actions menu and share, download to your
device as well as delete the clip.

bntral App x +
&) @ app.qumulex.io/# : ip ! 4] k b » "
Qx % Josh Bowman

@ ViewClp [ EditCip @ Auditlogs

User Guide Example

This example shows how to upload a clip and provide the information required.
3% Actions §
P AcTions
[ Share
Downiload

Delete

Y

3

CLIP INFORMATION

Duration

End time:
Created by
Expires at
Upload status

Size

CAMERA INFORMATION

Name
Place
Make
Model

Serial

SHARED LINKS

% Createdby
No data found.

0 Results
Page10f0

00:17

Aug 30, 2021, 7:4822 AM
Aug 30, 2021, 7:48:39 AM
Sep 27,2021, 6:38:22 PM
Finished

2.75MB

Engineering
AaS
Q1615 Mkl

ACCCBECAZTAD

Search Shared Links
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Just below the viewing window where you can play the clip, you will see “Clip Information”. This section provides data
such as the duration, date, and size of the clip.

ul
ntrol App

C & app.qumulexio d 1 4489014 Za 't 2 » ".

Qx % Josh Bowman

@ ViewClp  [# EditCip | Auditlogs

00:17
Aug 30, 2021, 7:46:22 AM
Aug 30,2021, 7:48:39 AM
Sep 27,2021, 6:38:22 PM

Finished

275 MB

CAMERA INFORMATION

Name

Place Engineering
Make Axis
Model Q1615 Mk Il

Serial ACCCSECAZ7AD

Below that is the section labeled “Camera Information”. This section provides details such as the name, place and model
of camera that was used to record the clip.

Next is the section labeled “Shared Links”. This will display a list of the links that have been shared for this clip. You will
see information about who create the link, when and when the link expires.

SHARED LINKS Search Shared Links

% Created by % Created at % Expiresat

Bowman, Josh Aug 30, 2021, 84725 AM Sep 28, 2021, 10:38:22 PM

1 Results
Page 1of1
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.
You can also choose the edit button to the right of the expiration date, and reveal the “edit Link Details” menu.

nirol App X+

7:4822 AM
Aug 30, 2021, 7:48:39 AM
Sep 27, 2021, 6:3
[Edit Link Details

Link:
CAMERA INFORMATION

htrps-//epp qumilex_in/secure-1link/440325130313270955
Name

Search People or Add Email Address

= jbowman@qumulexcom X

Has Expiration  Single use

SHARED LINKS
o

Edit link

o

to change the single use option.

This menu will allow you to share the link with a new email recipient, copy the link, set or remove the expiration date, or

Edit Link Details
Link:

httpa: /fapp_qumlex . iofsecure—link/440325130313270855

Search People or Add Email Address

= jbowman@qumulex.com X
Has Expiration  Single use
B ve No
Expiration Date

& 2021. 09 . 28

Year  Month  Day

.
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The next tab after “View Clip” is the “Edit Clip” page. This page allows you to rename the clip, edit the description,
change the expiration date, or delete the clip.

ontrol App

C & appgqumulexio,

Qx

@ ViewClp @ EGtCip @ Axstlogs

User Guide Example

This exampie sthows how 1 upioad 2 cip and provide the information required.

% Actions. §

Desaon
“This example shows how to upload a cip and provide the
informarion recuired

Lastly, the Audit Logs tab allows you to see each user action in regard to the clip. If the user happens to also be a
QxControl Person in your scope, you will also be able to choose the “View” button to the right and see the Person’s
details.

& app.qumulexio

@ ViewCp [ EdiCip @ Auditlogs
User Guide Example
This example shows hom 1a upioad a cip and provids the information requred.

% Actions §

4 ot
[powmangqumulex com

A 30,2021, 4726 AM
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Sharing Clips

This section will walk through the steps required to share a clip with someone. This feature allows you to share clips with
not only fellow users of QxControl, but also allows you to share the clip externally with people who are not already users

of QxControl. This makes it very easy to share video clips, without having to download them to your device, keeping
them securely in our cloud service.

First, choose the option to share from the 3-dot menu, or Actions menu and you will then receive this prompt:

trol App x
C @ app.qumulexio/# B aQ #&
Qx

@ & Qumulex Customer

User Guide Example 2 User Guide Example

Share Clip with Person or Email
Search People or Add Email Address

Has Expiration  Single use

To choose a person to share the clip with, you can either choose a QxControl user in the drop-down menu or type the
email address you wish to use in the box.

— e Share Clip with Person or Email

jbowman@qumulex_.com

W Anderson, Matt
A onsouriers Factey
Bants, Dillan
[ ety
() Beck Fomere
Haadporiors Facttty
1 Boone, Kim
5 Main Enrancs Vishor Vistg s
i e
@ i,
@ Cortona. Lina
Hoadporirs Factty

1 Carter, Nathan
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Please note: To share the clip with someone, you must associate it with an email address. Even though you can easily
paste the link into a text or other non-email message, the email address is used to authenticate the person and verify
they are allowed to view the clip, and to support audit logs via this authentication.

The next steps in sharing the clip, are to choose:
Expiration: Will the clip link expire and remove the shared access?
Expiration Date/Time: If yes to expiration, you need to choose the date and time it occurs.

Single Use: This option allows the person you share the clip with to authenticate and view it only once, and then it
expires.

Share Clip with Person or Email

Search People or Add Email Address

& jbowman@qumubeccom X
Has Expiration  Single use

Yes No
Expiration Date

& 2021- 09 - 30

Yoar  Month Dy

Share

Once you have selected your options and you are ready to advance, select the green “share” button.
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Once you shared the clip via email, you will receive a brief confirmation message that the share was successful.

You now also have the option to paste the link to your clipboard. This allows you to easily paste the link into a text
message, chat message or similar.

ontrol App X
&) # app.gumulexio/#/qx/saved-clips

Qx

User Guide Example 2 ser Guide Example

Share Clip with Person or Email
Link:

hetps://app.qumlex._io/secure-1ink/440371000316313336

@ jbowman@qumulex.com will be abie to use this link.

Once you are finished with copying the link, you can now press “Close”, and the sharing process is now complete. You
will now be able to visit the Audit Log in the Clip Info pages and view the share. Once the person has viewed the link you
will also see that information in the Audit Log.

ntrol App X +
& @ app.gumulexio/#/qx
Qx

@ View Clip [# Edit Clip W Audit Logs

User Guide Example

This example shows how to upload a clip and provide the information required.

3% Actions §

% Crested at

Aug 30, 2021, 10:18:34 AM

Aug 30, 2021, 101614 AM

Aug 30, 2021, 9:03:06 AM

Aug 30. 2021, 8:47-26 AM

81 | www.qumulex.com



Qumulex

Viewing Shared Clips
This section will walk through the steps required to view a clip that someone has shared with you. The first step is you
will receive either a link via email or text/chat message. The message will look like this:

) Aclip has been shared with you - Message (HTML)
Fle  Message Help  Acobat @ Tell me what you want to do
[il elete ~ T archive B Move~ | € Reply € Replyal —> Forward | B 6sx21-jbo.. ~|| 52 Markunread P - Orind | 55 | Q zoom
5 v
A clip has been shared with you
Reply | ) Reply All F
Qumulex <noreply@qumulexio> O Reply | © RepyAl | >
To jbowman@aqumulex.com Mon &

Hi jpowman,

Josh Bowman shared a video clip from Engineering Engineering Area
recorded at 8/30/2021 11:48 AM. Click here to view, or paste this link
into the address bar of your browser https:/app.qumulex io/secure-
link/440325130313270955

©2021 Qumulex, Inc. Al rights reserved.

Text Message

10:35 4 al ¥ .

Dan to Integrators video draft 5

youtube.com

Yesterday 11:58 AM /
Dev
a P Q0
pp.qumulex.io

Delivered

o o
*+ O 208000
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After clicking on the link in either a message or email, you will be presented with this screen in your browser window,
which should open automatically for you when you click on the link.

Login or provide an email address to gain
access to this file.

jbowman@gumulex.com

% Validate

If you are experiencing issues Bccessing
the file please contact your administrator.

You will need to enter the email address that was used to send the clip, even if you also received it via a text or chat
message. The reason is so that you can authenticate as a valid viewer of this clip and to audit and track your activity with
the clip. After entering your email choose “Validate” to open the clip player.

After validation completes, you will then be presented with the clip player and be able to view the clip.

nirol App % | Gx QxControl

C & appqumulexio/#
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Clip Storage

Each cloud subscription for a camera will include 20GB of cloud storage for clips, at no additional charge. The amount of
storage available is reflected on the Camera Info page for each camera.

trol App b4 -+
C & app.qumulexio/;
Qi

0 Info 5 Settings @ [Edit Camera

Side Entrance

¥ Customer Support Department

3% Actions § £ Config i

Clip Storage

6.07 MB Used
§ 20.0GB Avsilable
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Clips can be set to expire, or not. There is no time limit for how long a clip may be stored unless you choose to delete the
clip or set an expiration for it.

If you have a larger clip that you want to upload to the cloud, and it exceeds your 20GB limit available for that camera, it
will not overwrite the existing clips. You will be prompted instead to download the new clip to your device.

To make space available for future clip uploads, be sure to follow these “rules” of good housekeeping.

1. Use the expiration date option when creating clips that you know you will only need for a certain period of time.
Using this option will prevent you from having to remember to delete the clip later. If you decide later that you
need a particular clip for longer than expected, you can always edit the clip in the Clips page, and extend the
duration.

Example: Setting expiration during upload process

Upioad To Cloud

User Guide Exarnple 3
D

This is an example of a description for what is comained in a clip, or for what
purpose it serves.

Example: Editing the expiration of a saved clip

onirol App
C & app.qumulexio/#/q
Qx

@ View Clip @ EditClip B Audit Logs

User Guide Example 3

This is an example of 2 description for what is contained in a clip, ar for what purpose it serves.

Description

This is an example of a description for what is contained in a clip,
or for what purpose it serves.
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2. If you prefer not to set expiration dates for clips, be certain to go back periodically to the Clips Page and check
for unneeded clips that can be deleted. One way to do this is to check the Audit Logs and see if an older clip has
been shared or has any activity. Manually delete saved clips that are no longer needed.

Example: A clip with no activity may no longer be needed

X +

@ View Clip [ Edit Clip H Audit Logs

User Guide Example 3

This is an example of a description for what is comtained in a clip, or for what purpose it serves.

3% Actions §

% Crested 2t

Mo data found.

Example: Deleting a clip is easy. You can choose the 3-dot menu in Card View, or you can enter the Saved Clip
Info page and delete via the Actions button, or choose the Edit Clip tab to choose “Delete Clip”.

ntrol App X +
C & app.qumulexio/#
Qx

@ ViewClp [ EditClip @ Auditlogs

User Guide Example 3

This is an example of a description for what is comtained in a clip, or for what purpose it serves.
3% Actions 3
CLIF ACTIONE
Share

Description

This is an example of a description for what is contained in a clip,
or for what purpose it serves.
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3. If you have an extraordinarily large clip or set of clips from the same camera, consider downloading these to
your device and storing/sharing manually. This also reduces processing times for extremely large files.

Example: Using “Download to Device”

Downiload To Deskiop

QrrEg
"]

Clip Storage for QxOP Licenses (On-Premises)

As with most features in QxControl, the look and feel of clip storage and using the Clips page will be the same. However,
there are some key differences for this feature when comparing a cloud subscription to an on-premises license:

e Cloud subscriptions (QxCXXX) provide you 20GB of free cloud storage for clips, for each camera. In the case of
QxOP licenses (on-prem) you will use local storage on your Gateway.

e When sharing clips with a cloud subscription you can upload to cloud and share via email/link directly from the
cloud service. With a QxOP license you will be required to download to device and then share manually.

These are the primary differences in saving and sharing clips. There is also contextual feedback when using QxOP to
inform you of these differences.
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Rules

In this version of QxControl, Rules are used primarily to create notifications based upon selected conditions and criteria.
The Rules page provides great flexibility with many options to choose from and sets the table for later releases that will
introduce additional functionality via the Rules page.

In this section we provide an overview of the Rules page, and what options are contained within.

Rules: Rule Info Fields
The Rule Info Fields allow you to input basic information about the Rule. This is the first step in creating a Rule.

Name: What you want to name the Rule.

Description: You can provide a description about the Rule here. (This is not what will be in the notification message)
Place: The Scope of where the rule will apply. This will be set by the current Scope when you create the Rule.
Schedule: This allows you to set a Schedule for when the Rule applies. You can use any Schedule that has been created
or go to the Schedules page and create a new one. In this example we chose “Always” to make the Rule always apply.

8 app.qumulexio/#/q

Qx

Create Rule

Name Active

Crossline Event Notification (] Enabled Disabled

Description

This Rule will notify when a Crossline event occurs

Always (Read only)
9 Qumulex
Customer Support Door Schedule

9 Qumulex Customer

Main Entrance Door Schedule

9 Qumulex Customer
Never (Read only)

@ Qumulex

Add Condition Add Group Shipping and Receiving Door Schedule

9 Qumulex Customer
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Rules: Triggers

@ Triggers

Triggers initiate Rule processing. The conditions defined in a
trigger are evaluated when their sources emit events. The trigger

Add Condition Add Group condition logic must evaluate to true for the Rule to move toward
executing Actions.

Triggers are the next component of a Rule. Triggers are the Devices, Places, People, Conditions and more that can be
used to trigger a Rule. You will need to have at least one Trigger to allow a Rule to function. However, you can add many
Triggers to a Rule and create a limitless number of options and scenarios in a Rule.

With the power and flexibility with Triggers, we will describe each component to help you understand what is available
to you.

And/or Statements

When adding Triggers they can be applied as an “And”, or an “Or” statement.

“And” means that you can say a Rule must have a successive number of conditions before being Triggered. Such as
“Camera 1, and Camera 2, And Camera 3 Must be offline”. Using an “And” statement for this means that all three
cameras must be offline.

Conversely, an “Or” statement indicates that any of the conditions listed can trigger the Rule. For example, “Camera 1,

or Camera 2, or Camera 3 must be offline”. In this case by using an “Or” statement we indicate that any of the three
cameras being offline will trigger the Rule.

Groups

Adding Groups will nest new conditions under the current. It is a quick way to begin framing out the conditions for a
more complex Rule.

In this example, we added two Groups under the first condition. We then added a second condition with one Group.
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Add Condition

Add Condition Add Group

W Remove

Add Condition Add Group

Add Condition Add Group

There are many ways that this function could be used. One example may be that you want a set of conditions to occur
before the Rule triggers (And Statement), or you may want to include several options that can trigger a Rule (Or
Statement)

Using Groups in combination with and/or statements allows maximum flexibility in creating a Rule.
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Conditions

Conditions are the statuses, devices, people etc. that can be used to trigger a Rule. The Conditions themselves are like
the options in our dynamic Smart Search table, which means that there are a lot of options to choose from:

@ TRIGGER CONDITION

What

Status
Camera
Device
Door
Person
Place
Active
Status
Time

QO Type

In addition to Devices, people, and Places you can also choose from Active, Status, Time and Type. At this end of this
subsection we will review the type of options available in for Condition group, in more detail.

For now, we will continue our example of a Crossline notification to understand how this section works. We are going to
choose “Add Condition” and choose “Status”.
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Then we can choose our desired condition in the “Value” Menu.

@ TRIGGER CONDITION

What

Status

Operator

=) isequalto

Value

Credential Not Active
Access Denied

Credential Not Enabled
Access Denied

Disconnected
Device Connection, Siream Status

Forced Open
Door Alarm

Open Too Long
Again, for this example we will select our Crossline condition.

As a best practice, select “Create” to save the conditions while we work through the options to avoid losing our work if
interrupted:

Value

Cross Line
Create

Add Condition Add Group
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After saving our first condition we see the following screen displayed:

Create Rule

Name

Crossline Event Notification

Description

This Rule will notify when a Crossline event occurs

This event » Status is equal to

CrossLine

Add Condition Add Group

Qumulex

Active

] Enabled

Schedule

ke,

@ Always (Read only)

@ Triggers

Triggers initiatg
trigger are eval
condition logic
executing Acti

At this point, we have configured enough conditions to trigger the rule and we can move on to Guards and Actions.
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Rules: Guards

Guards are used to limit the amount or frequency of notifications. This is especially helpful for notifications
such as Motion, Devices that are offline, etc. where the condition could persist or repeat for a lengthy period.

You can use Guards to help prevent an overabundance of notifications
Continuing our Crossline example, we choose “Add Guard” to see the options for rate limiting.

@ Add Guard

Suppression Guard
Fire actions only once

[> Add Action

+ Create Rule

We can then choose “Suppression Guard. This allows us to choose the amount of time before the Trigger can repeat for
the same condition, and allows us to add more conditions. In this example we will choose a simple 10 second delay.

o= Suppression Guard

Amount of time to delay

@ 10 seconds

Add Condition Add Group

+ Update
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After that we will choose the same Condition, Crossline, as that is the only event type we want to notify on with this
Rule. (We could, however, choose to have other conditions in a more complex rule, such as do not notify again until the
Delay is met and we also get Motion, for example):

@ TRIGGER CONDITION

What

Status

Operator

= isequalto

Value

Cross Line

Add Condition Add Group

+* Update

Once you are finished, choose “Create” to save your options and then “update” to save your progress in creating the
Rule. Now we can move on to creating the Actions.

o= Suppression Guard

The Rule actions will be delayed from execution for 10 seconds

During a Rule’s Delay Guard, its firing status will be indicated. If the Delay Guard conditions are met
during the delay period, the firing status will be reset and the Rule Actions will not execute. If the Delay
Guard conditions are not met, the Rule Actions will execute, the Rule status will continue firing, and the
Rule Actions will not execute again until the trigger sources are reset or the Rule is manually reset.

This event » Status is equal to

CrossLine

95 |www.qumulex.com



Qumulex

Rules: Actions

The final step in creating a new Rule is to configure the Actions. The Actions are the result of the rule, in this version of
QxControl Actions are focused on sending notifications.

Choose “Add Action” to continue. This will present three options: Email, SMS and Webhook.

- Email Notification

Send an Email

SMS Notification h

Send a text message

B3 Webhook
Inform a 3rd party

» Lreaie Ruie Ldrce

Note: Webhook is a Beta feature that will be available in a later release.

Starting with SMS in this example, we can choose one or more numbers to send an SMS (text) message to when a
condition is Triggered. In our example, this will be when a Crossline event is detected.

The first step is to select one or more people from the “Search People or Add Phone Number” field.

@ SMS Notification

l LIanITS, JUSTT
Bl eccoumrons Faciny

[@ Cohen, Emilia
Headquarters Facility

Davis, Jii
Heada

Dixon , George
Headquarters Facility

‘M) Farmer, Cleo
Headquarters Facility

Add Data

Rate Limit Override @

[ 1] seconds

v Update W Remove
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Once you have selected your recipients, you can now choose what to display in the message. You can manually type in a
message if you like:

r ) Boone, Kim
=2 (614) 0000000

Will receive the following message.

A Crossline event has been detected

Add Data

Rate Limit Override @

0 seconds

W Remove

Or you can use the “Add Data” feature to provide automated data such as names, statuses, and time. For this example
we will choose the event type, camera, and time that it occurred. Choose “Update” to save once completed.

@ SMS Notification

Search People or Add Phone Number
Saarch Dannla nr Add Dhana Mumhar
4 Phone Numbers Selected
Camera

A (614)284-1106

Dixon , George
(317) 000-0000

f ‘ Beck, Porsche
(317) 000-0000

Device
Door
Person

Place f4" Boone, Kim

T (614) 000-0000

Active

Status Will receive the following message.

{{ _data:videoSource.name }}{{ _data:status }}{{ _data:serverTime }}

O Type Add Data

Add Data Rate Limit Override @

[] seconds

Rate Limit Override @

(] seconds W Remove
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Once completed, you will see the Data Fields and recipients listed:
@ SMS Notification

4 Phone Numbers Selected
B (614) 284-1106

Dixon , George
(317) 000-0000

f ‘ Beck, Porsche
(317) 000-0000

(_ ) Boone, Kim
== (614)000-0000

Will receive the following message.

Videosource Name Status Time

Rate Limit Override @

[> Add Action

+/ Create Rule

If you are finished, choose “Create Rule” to save the rule or choose “Add Action” to continue adding more notifications.
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Rules: Editing and Managing Rules
Once you have created one or more Rules, you can view or edit these Rules on the Rules Info Page.

@ app.qumulexio

Qx Q &= Qumulex Customer

B2 Card = List 158 Q  Search

P Create Rule

Q Qumulex Customer ® 9 Qumulex Customer G Q Headguarters Facility

Crossline Event Crossline Event Notification Motion gumulex customer HQ

Notify me if a crossline event occurs This Rule will notify when a Crossline event occurs Mation qumulex customer HQ

B Always (Read only) = ‘ B Always (Read only) [ ] ‘ B Always (Read only)

i

You can select and edit an existing Rule, and you can also examine the Firing Data of Rule Triggers. In our
example of Crossline Event Notification, we have received the following notification:

a))
&

4:15 ol

+1(980) 332-2424

Text Message
Today 4:15 PM

QxControl: Parking Lot North
EntranceCrossLine5/17/2022, 4:15:08
PM EDT

*r 022 d@B800@
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Now that we are receiving notifications, we can examine the Firing Data that created the notification. To do
that we can open the Rule Card and scroll down to the “Triggered Sources” table:

‘f" Josh Bowman

@ Info [# Edit Rule

Q Qumulex Customer
@ Enabled

@ Config }

6 Firing Data
A Rule in the "Firing" state indicates it has been triggered and at
least one source is still active. Before the rule can re-trigger and
initiate actions, all active triggers must be resolved or the rule must

TRIGGERED SOURCES

Customer Place Name

Qumulex Customer  Headquarters Facility ~ Parking Lot North Entrance = | 1@ be reset.

1 Results
Page 1 of 1

If we are receiving too many notifications, we can also use this screen to edit the Rule, or we can disable it if
we no longer want to receive this notification:

® Info [# Edit Rule

Crossline Event Notification
This Rule will notify when a Crossline event occurs

@ Qumulex Customer
@ Enabled

Name

Crossline Event Notification Enabled (] Disabled

Description

This Rule will notify when a Crossline event occurs

Schedule

@ Always (Read only)
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Once successfully disabled, you will see verification and the status light will be red:

O Info @ Edit Rule

Crossline Event Notification

This Rule will notify when a Crossline event occurs

@ Qumulex Customer
Disabled

& Config §

Schedule
Qumulex - Always (Read only)
The Rule can only be triggered during the provided Schedule.
12am  2am tam sam 8am Setting the Rule to disabled will prevent the Rule from running,
Sun... regardless of the selected Schedule.

Mon...

Tue.. Your Rule is currently disabled. Please enable your Rule for
Wed... the Schedule to take effect.

Thu..

Rules: Info Page (Continued)

In this section we will review the components of the Rule Info Page in more detail.

bo x| +

& app.qumulexio/#/qx/rules/628989063700940270 L= » [0 {
Qx "' Josh Bowman

@ Info [ Edit Rule

Crossline Event Notification 0

This Rule will notify when a Crossline event occurs STATUS

@ Qumulex Customer
» Disabled

& Config *

Qumulex - Always (Read only) Schadule
The Rule can enly be triggered during the provided Schedule.
12am  Zam dam 6am 8am 10am Setting the Rule to disabled will prevent the Rule from running,
regardless of the selected Schedule.

Your Rule is currently disabled. Please enable your Rule for
the Schedule to take effect.
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Josh Bowman

0 Info @ Edit Rule

Crossline Event !

Notify me if a crossline event occurs &

STATUS

Q@ Qumulex Customer
@ Enabled

@ Config } 2

—

® ResetRule

¥ 6 Firing Data
TRIGGERED SOURCES H
A Rule in the "Firing" state indicates it has been triggered and at
3 least one source is still active. Before the rule can re-trigger and
o e head L initiate actions, all active triggers must be resolved or the rule must
Qumulex Customer  Headquarters Facility ~ Parking Lot North Entrance &=, me be reset.

1 Results
Page1of1

1) This field displays the Title of the Rule, the Description you provided for the Rule, the Scope of the Rule (Where
it applies), and displays if the Rules is Enabled . or Disabled. .

2) Config allows you to Reset the Rule if a Trigger is not working properly or you need to clear the Queue.

3) Firing Data will appear in the Triggered Sources table. This will show the conditions that are Triggering the Rule
and in the case of Resources such as Devices and People, you can click on the row to visit the Resource’s Info
Page.
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Info [ Edit Rule

Schedule
Qumulex - Always (Read only)
The Rule can only be triggered during the provided Schedule.

12am  2am 2am 6am gam Setting the Rule to disabled will prevent the Rule from running,
regardless of the selected Schedule.

Triggers

This event » Status is equal to Triggers initiate Rule processing. The conditions defined in a
trigger are evaluated when their sources emit events. The trigger
CrossLine condition logic must evaluate to true for the Rule to move toward
executing Actions.

Displays the Schedule associated with the Rule.

Displays the Triggers associated with the Rule.

Shows the Suppression Guards associated with the Rule. In this example you see that we have a delay of 10
seconds after the Rule has been triggered before it can be triggered again.

4x Suppression Guard Guards

Guards may prevent execution of the Rule's Actions.
The Rule actions will be delayed from execution for 10 seconds
During a Rule’s Delay Guard, its firing status will be indicated. If the Delay Guard conditions are met
during the delay peried, the firing status will be reset and the Rule Actions will not execute. If the Delay

Guard conditions are not met, the Rule Actions will execute, the Rule status will continue firing, and the
Rule Actions will not execute again until the trigger sources are reset or the Rule is manually reset.

This event » Status is equal to

CrossLine
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o' Lockdown

@ Info @ Edit Rule

@ SMS Notification |> Actions

Actions are executed once the Rule is triggered and any configured

guards have been resolved.
4 Phone Numbers Selected

A (614)284-1106

Dixon , George
(317) 000-0000

f \ Beck, Porsche
(317) 000-0000

r. ) Boone, Kim
=" (614) 000-0000
Will receive the following message.

Videosource Name Status Time

Rate Limit Override @

1) Displays manually entered (Not a system user) phone numbers and email addresses.
2) Displays People who receive notification and links back to their People Info Page.

3) Displays the message that will be sent, including any Data Tags applied as shown here where the Camera name,
Status and Time the event occurred will be automatically displayed in the message.
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Rules: Understanding Trigger Condition Options

@ Triggers

Triggers initiate Rule processing. The conditions defined in a
trigger are evaluated when their sources emit events. The trigger
- condition logic must evaluate to true for the Rule to move toward

@ TRIGGER CONDITION : :
executing Actions.

What

Camera
Device
Door
Person
Place
Active
Status
Time

O Type

One aspect of the Rules feature that makes it so powerful, is that the list of Trigger Conditions shares the same
database of options as our powerful Smart Search.

This means that in addition to Devices, People, and other conditions you can also select from our list of
supported Camera analytics, such as Crossline, Motion, Vehicle Detection and more.

This database is also dynamic, and you will see more options available as the list of supported analytics grows,
as well as the number of Devices and People grows.

To understand what options are available and where to find them, this section will break down the following
sections to provide guidance:

e Resources (Camera, Device, Door, Person, Place)

e Active
e Status
e Time
e Type
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Resources

These are the most intuitive options. Here you can select Resources from QxControl to use as a Trigger. In the
example below, we have chosen a Camera:

@ TRIGGER CONDITION

What

Camera

Operator

=) isequalto

Value

= , Front Camera
. 27*7 Headquarters Facility - VIVOTEK FD9360-H

m:* Main Enirance Fisheye

{'_‘. is Headquarters Facility - AXIS M3058

P Parking Lot North Entrance

Headquarters Facility - AXIS TAVE

== Parking Lot South Enirance
. Headquarters Facility - A IVE

/

r -'aé Side Entrance

Customer Support Department - Samsung Techwin QND-7010R

End of list

Once you select the Camera option, you will then move to Value. As you can see the Value field will then
present all available options for selecting a camera.

This procedure will work the same for Device, Door, Person, and Place.

Note: If you do not see all the items you expect to see, you should verify that you are set to the correct scope.
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Active

Active allows you to set a condition based on the value of “On” or “Off”. This is another component that can
used in creating your And/or statement.

@ TRIGGER CONDITION

What

Active

Operator

= isequalto

L]

Create

Add Condition Add Group
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Status

Status will provide you with several options, including many of the available Camera analytics.

Enter

Object Action
Exit

Object Action

Face Detected
Object Action

Fault
Door State

Flat
Battery State

Intrusion
Object Action

This is a dynamic table and will continue to grow, but some options you will see are:

Accessed — Door Mode
Appear/Disappear — Object Action
Audio Detected — Object Action
Battery Alarm — Door Alarm
Blocked — Door Mode

Closed — Door State

Connected — Device Connection, Stream Status
Count Exceeded — Object Action
Credential Expired — Access Denied
Cross Line — Object Action
Disconnected — Device Connection, Stream Status
Forced Open — Door Alarm

Face Detected — Object Action

Flat — Battery State

Intrusion — Object Detection

Left Object — Object Action

Locked Down — Door Mode
Loitering — Object Action

Mask Detected — Object Action
Open — Door State

Person Detected — Object Action
Vehicle Detected — Object Action

Note: There are many more options available. These are just some of the options available in Status.
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Time

Like “Active”, time allows you to specify a specific time in your And/or statement.

. TRIGGER CONDITION

What

Time

Operator

=) isequalto

Value
05/18/2022 03:05 PM

@ (GMT-5:00:00) America/New_York

Create

Add Condition Add Group

Type

Type is like “Events” in search. This will include any sub-options for the Type. An example of this would be
Object Action would include all events that are an Object Action, such as Person Detected, Vehicle Detected,

Left Object and so on. This is a good option to use when you want to Trigger an Action based on a broader
scope of Conditions.

@ TRIGGER CONDITION

What

Type

Operator

=) isequalto

Value

Door Mode
Door State
Gateway Connection
Object Action
@ / PacsDevice

PACS HW Status
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This is a dynamic table and will continue to grow, but some options you will see are:

Access Denied
Access Granted
Access Not Found
Access Not Taken
Access Taken
Battery State
Device Connection
Door Alarm

Door Mode

Door State
Gateway Connection
Motion

Object Action

Pacs Device

Pacs HW Status
Place Lockdown
Stream Status
Tamper
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Reports

The Reports page is used to view and export information about Access Control users and events. Options may vary for
each report that you can run but are similar. We will start by covering the basics of the reporting feature before
describing each report type.

First, click on the report type that you wish to work with:

(&) @ app.qumulex.io/#/gx/reports
& Qx

Live
User Activity Door Activity

Select one, some, or all Users and Select one, some, or all Doors and
generate an activity report. generate an activity report.

Search
Places
User List

All cardholders in the system with
l:lips their properties, credentials, and_.

Reports

Configuration

People
Groups
Permissions

Roles

Gateways
Cameras

Doors

Schedules
Holiday Sets
Rules

Views

‘ Josh Bowman

E jbowman@qumulex. com
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Next, you will choose from the available options to generate your desired report. These Options are located along the
top of the page:

pp

& app.qumulex.io,

(@) Q & Qumulex Customer

HEl User Activity Bl Door Activity &% User List

== GenerateReponO Download & B Llast90days | v @ GMT05:00 | v

The first option is to select the time range for the report. You can either select the easy predefined options from the
drop-down list (Such as last week, last 30 days etc.) or you can directly enter the specific time range you want to view.

© Reset

Last 90 days -
Start Date Start Time

befc  08/13/2021 [m] 12200 AM  ©®

End Date End Time

11/11/2021 (] 11:59PM @

The next option is to select the Doors to include in the report. You can either scroll through the list of doors and select
the doors you prefer, or you can use the search box to find specific doors and include them. As you select doors, you will
the quantity of selected doors represented inside the blue circle. In this example, we have one door selected and the
number shown is “1”.

0O View Selected 1 Selected | Reset

epor

I} Main Entrance (Green-Light Door)
LApop———

End of list
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The third option is to select the people to be included in the report. You can either scroll through the list of people and
select the people you prefer, or you can use the search box to find specific people and include them. As you select
people, you will see the quantity of selected people represented inside the blue circle. In this example, we have 5 people
selected and the number shown is “5”.

ast90days | v oPeopIe v

O View Selected 5 Selected | Reset

Anderson, Matt

# Headquarters Facility

rﬁw Beck, Porsche

Headquarters Facility

ra: Boone, Kim

3 Main Emtrance Visitor Waiting Area

61 Brinley, Helena

Headquarters Facility

The final option is to select the time zone. By default, the time zone you are currently in will be selected. However, if you
are remote to the site location you may need to manually select the time zone desired. An example may be that you are
in California but are running reports for a location in Boston. In this example you would want to run the reports in the
Eastern Time Zone, rather than Pacific.

D poors | v K@) People | v @ cmT05:00 | v

Time Displayed As © Reset
(GMT-05:00) Eastern Time (US and...

(GMT-05:00) Bogota, Lima, Quito

SA Pacific Standard Time

(GMT-05:00) Indiana (East)

US Eastern Standard Time

(GMT-05:00) Eastern Time (US and Canada)

Eastern Standard Time

(GMT-04:00) Santiago

Pacific SA Standard Time

(GMT-04:00) Atlantic Time (Canada)

Arlantic Standard Time

(GMT-04:00) Caracas, La Paz

‘SA Westem Standard Time

(GMT-04:00) Manaus

s

113 |www.qumulex.com



Qumulex

User Activity Report
The User Activity report provides data based upon credential holder activity. It will display along with card holder name
the credential ID number, event type (such as access granted) and the door that was interacted with.

x| +

@ app.qumulex.io/# horts/use ty-repc Es A » "

Qx Q@ & Qumulex Customer ™ Josh Bowman

HE User Activity H1 Door Activity * User List

EB Generate Report Download @& & Last30days | v @ cMT0500 | v

Card + Time Type First Name Last Name Door Name

118-22768 11/10/2021, 4:13:47 PM AccessGranted Bryant Richardson Main Entrance (Green-Light Door)

118-22769 11/10/2021, 413:40 PM AccessGranted Dan Kiefer Main Entrance (Green-Light Door)

Door Activity Report

The Door Activity report provides data based upon door activity. It will display along with the door name the credential
ID number, the card holder name, event type (such as access granted) and the door that was interacted with. In
addition, this report will also show non-user related events such as connection status and battery life information for
Aperio doors.

P x| +

@ app.qumulexio/#/qx/reports . e : \ » l

(@)% Q & Qumulex Customer = Josh Bowman

B User Activity H1 Door Activity 8 User List

¥

EB Generate Report Download & B This month v @ GMT-05:00 | v

Card + Time Type First Name Last Name Door Name Description

11/10/2021, 4:13:53 PM DoorMode Main Entrance (Green-Light Door)
11/10/2021, 4:13:47 PM DoorMode Main Entrance (Green-Light Door)

118-22768 11/10/2021, 4:13:47 PM AccessGranted Richardson Main Entrance (Green-Light Door)

User List Report

The User List report provides does not provide activity related information. This report is used to provide a list of all card
holders at the selected scope. It will display name, credential ID #, email address, department, title, and groups that are
associated. This is helpful when you need to export a list from QxControl and import into other software systems.

Lo x| +

# app.qumulexio/

Qx -] = Qumulex Customer

B User Activity H1 Door Activity &% User List

BB Generate Report Download @ @ GMT05:00 | v

First Name Last Name Credentials Email Department Title Groups

Alfredo Wehunt 118-00061 wehunt@qumulex.com Engineering DevOps Engineering

Adrienn Molloy 118-00029 amolloy@qumulex.com Finance Department Controller Finance Department

......... oo oy oo Lo Doco

114 |www.qumulex.com



Exporting Reports
For each of these reports you can easily export the information out of QxControl. Simply click on “Download” and you
will receive a .csv file in your browser download area.

Qx QxControl App

< c

X

Qx

bl

report (13).csv

AutoSave (@ off

File Home
& Cut
Paste E@CDW :

«  <¥ Format Painter

Clipboard

L13

A
personiD
OIFbgwy00Mr
0IFbXzK00QO
0IFc4)pVONC
OIFcIkIVOIM
OIFclvanolz
DIFCYTYVOHG
OIFd8ghvoP8
OIFdiINVVOMX
OIFLtUOOTT

W N e W s W

-
=]

report (13) -
Insert Page Layout Formulas Data Review View Help Acrobat
Calibri Juod A A= EE v | B Wap Tt General
I U~ S A Merge & Center ~ $-% ? %
N Font N Alignment N Number
I
B € D E F
firstName lastName email department title
Alfredo  wehunt wehunt@qumulex.com Engineering DevOps
Adrienn  Molloy amolloy@gumulex.com Finance Department Controller
Aubree Montgomery montgomery@gumulex.com Human Resources VP of HR
Bryant Richardson  richardson@gumulex.com International Sales VP of Sales
Cason Janson Jjanson@gumulex.com International Sales Account Manager
Cailin Ibbott ibbott@gumulex.com Marketing Marketing Manager
Coriander Peter peter@qumulex.com Corporate Management CEO
Deryck Todd todd@qumulex.com Domestic Sales VP of Sales
Dan Kiefer kiefer@qumulex.com Operations Operations Manager

-+

@ app.qumulexio/#/g

B User Activity H1 Door Activity

EH Generate Report Download @

First Name Last Name Credentials

Alfredo Wehunt 118-00061

Adrienn Molloy 118-00029

Aubree Montgomery 118-00030

Bryant Richardson 118-22768

Cason Janson 118-00021

Cailin Ibbott 118-00020

Coriander Peter 118-22764

ck Todd 118-00050

Dan Kiefer 118-22769

Dillan Batts 118-00003, 115-1005

Eunice Irvine 118-22750

Eleonora Kuznetsov 118-00025

Garth Miller 11822767

Porsche Beck 118-22765, 115-1006

George Dixon 118-00012

Helena Brinley 115-1008, 118-00005

‘a+ User List

Email

wehunt@qumulex.com
amolloy@qumule:
montgomery@qumulex.com
richardson@qumulex.com
janson@qumulex.com
ibbott@qumulex.com
peter@qumulex.com
todd@gqumulex.com
kiefer@qumulex.com
batts@qumulex.com
irvine@qumulex.com
kuznetsov@qumulex.com
miller@qumulex.com
beck@qumulex.com
dixon@gumulex.com

brinley@qumulex.com

Qumulex

O

» 4

&= Qumulex Customer Josh Bowman

Department Title Groups

Engineering DevOps Engineering

Finance Department Controller Finance Departm

Human Resources VP of HR Human Resources

International Sales VP of Sales Sales - International Sales

International Sales Account Manager Sales - International Sales

Marketing Marketing Manager Marketing

Corporate Management ~ CEO Corporate Management

Domestic Sales VP of Sales Sales - Domestic Sales

Operations Operations Manager Operations

Domestic Sales Account Manager Tradeshow, Sales - Domestic

Customer Support Support Agent Customer Support

International Sales Account Manager Sales - International Sales

Information Technology IT Director Information Technology

Product Management Director Product Management , Admir

Domestic Sales Account Manager Sales - Domestic Sales

Attempting to download report. Please wait.

International Sales al Sales, Tr:

ltems perpage 250 1-610f61

£ Search (Alt+Q)

| B [ e

31 | ool P [Calcation ]| | =

~ Styles
G H

credentials createdAt groups
118-00061 4/23/2021, 12:52:37PM  Engineering
118-00029 4/23/2021, 12:49:54 PM  Finance Departmi
118-00030 4/23/2021, 12:54:27 PM  Human Resources
118-22768 4/23/2021, 12:56:33 PM  Sales - Internatior
118-00021 4/23/2021, 1:00:40 PM  Sales - Internatior
118-00020 4/23/2021, 12:58:42 PM  Marketing
118-22764 4/23/2021, 1:03:47 PM  Corporate Manag
118-00050 4/23/2021, 1:08:55 PM  Sales - Domestic ¢
118-22769 4/23/2021, 1:05:43 PM  Operations
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What is a place?
The places tree is a multi-level hierarchy of places. Imagine the root structure of a tree, Qumulex is at the top, then

integrators see their account and underneath the integrator are their customers and below that the customer’s sites and

areas.

The hierarchy is used to determine what a user of the software can see. This is then paired with the user’s role which
defines what a user can do. It is this combination of what and where that defines a users’ ability to operate in the

software.

There are four types of places

Integrator The customer of Qumulex that sells and installs security systems

Customer Customer of the integrator, where the security equipment is installed, i.e. End User

Site A physical location for a customer. Used if the customer has multiple locations

Area A secured area for access control and also a logical intermediate level in the hierarchy
Examples

A typical structure for an integrator named ABC Security with a customer named Bob’s Bramble Shop would look like:

Qumulex

ABC
Security Inc.

ob's Bramble

Shop
Common Mana!ger s Outside
Areas office

The doors coming into the shop would go from Outside (unsecured) to Common Areas (secured). The door for the
manager’s office would go from Common Areas (unsecured) to Manager’s Office (secured). Cameras get put in places,
and when something happens in a place, video gets recorded. Later, someone can search for events on the Manager’s
door and see video clips from the cameras in the two places that door separates.
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Below is an abbreviated example of a large organization.

‘ Megacorp

North
America
L

‘ . Europe ‘ e
I 1 1
‘ Northeast ‘ Southeast ‘ Midwest ‘ Northwest ‘ Southwest

Seattle Portland
campus Campus

South
America

Building Building
3948 3962
1

1 : 1
‘ Lobby ‘ Shipping ‘ E)gf?;te':e ‘ R&D Labs ‘ Finance ‘ Lobby ‘ SMT Line

As you can see, the hierarchy for a customer or integrator can be as simple or as detailed as necessary.

A national integrator might create a structure under their root account so that employees at each branch or region can
only see and operate on their customers, but someone set up at the top level can operate on all customers and
therefore can manage national accounts or step in and help out on a regional account.

When installing a system in the integrator’s office, create a ‘customer’ below the integrator’s root level and use that as
the starting point for the internal installation. This way a user can be added who can manage the company system and
not see anything about any customers. The top of the hierarchy should look like:

. Qumulex

. Integrator
1
T L] :
.
Integrator's Customer A Customer B
Office

Once the hierarchy from the integrator to where you wish to place customers is set up, move on to the next step.
(Typically, the basic integrator node is sufficient and nothing additional is needed)
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Every user is assigned to a place in the places tree and can see everything located at that place and any place below. To
make managing a large system or multiple customers easier, use scope. Setting scope limits what is shown in the
application to the place selected and anything below that place. This can be done from the Places page by selecting a
point in the places tree and clicking Set Scope under the Actions menu or scope can be set while on any page, by clicking
the folder tree icon in the upper left which will bring up the Area’s Info page. Select the desired place and click OK. To
revert, select clear scope under the Actions menu.

Places Actions Menu

e

[m]

“1 engineering - Chat x X x| +

c

@% QxControl App - staging Qx QxControl App

@ app.qumulexio, B = * » 0 "

&

== Qumulex Customer

Qx of' Lockdown

Q

Hierarchy Search

@ Create Place 3% Actions
SCOPE
= Qumulex Custon
@

Headquartel

Set Scope

~U

Clear Scope

E 1 Main Enwance extenior

E 2 Main Entrance Lobby

E 3 Main Entrance Visitor Waiting Area

E 4 Side Entrance

[ 5 shipping and Receiving

[D East Wing Technical Offices
D customer Support Department
D Engineering
E3 Information Technology

E West Wing Administrative Offices
[45) Corporate Management Corridor
E3 Finance Department
D Human Resources Department

[0 Marketing Department

The following actions are available in the Actions Menu:

Set Scope: Set your Scope to the selected Area

Clear Scope: Clear the

@ Create Place

Scope to the top of your available Hierarchy (See every Area you have permissions for)

3% Actions i

SCOPE

= Qumulex Custon

Headquartel

Set Scope

Clear Scope

E 1 Main Enwrance exwenor

Ed 2 Main Entrance Lobby
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Places: Create Place Menu
The Create Place menu is access by choosing the “Create Place” button. You will use this menu to create an Area in
QxControl.

k= Hierarchy

@ Create Place #% Actions

&= Qumulex Customer

| Headquarters Facility

Once you click the Create Place Button, the Create Place Menu will appear:

(@}

= Hierarchy Q Create Place

= At Create Place

Parent Place

~ = qumulex Customer @ Qumulex Customer

Headquarters Facility -
ame

E 1 Main Entrance Exterior

E3 2 Main Entrance Lobby I

E3 3 Main Entrance Visitor Wai (GMT-5:00:00) America/New_York

EX 4 side Entrance .
Account Information

E3 s shipping and Receiving
Billing Period

EE East Wing Technical Offices

B2 customer SUEPOTtDEpey Anniversary Date Billing Start Date

E3 Engineering
E3 information Technology
Address Information
E3 west Wing Administrative O
Address 1

E3 Corporate Management

E3 Finance Department

B Human Resources Depa

E2 Marketing Department

Ed sales Corridor

E2 Domestic Sales

E2 international Sales v Create Place
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Creating a customer
A customer (or end user) is where the system is installed. An Integrator would typically be the one to create a new
customer while installing cameras and/or access control onsite. Creating a customer is done in the Create Place Menu.

When setting up a new Customer, Qumulex will assign a Account Number and choose the Billing Period based upon the
purchase order provided by the Integrator. The time zone will typically be automatically populated but is critical to many
functions in QxControl and should be verified.

You will need to verify or provide the customer’s name and address information, and the choose “Create Place”. From
there you can begin to setup any additional Sites or Areas for this Customer.

€& = C & appgumulexio/#/g
= 4 (@)%

= Hierarchy Q Create Place

3¢ Actions Parent Place

@ Qumulex Integrator

~ BB qumulex integrator A Type

= customer Level MNew Customer Example Customer

JAWS Timezone

LAR Office (GMT-5:00:00) America/New_York

== Qumulex Cust .
e Account Information

Headquarters Facility
Account Number

Ed 1 Main Entrance Exterior Provided by Qumulex

f3 2 Main Entrance Lobby Billing Period

ED 3 Main Entrance Visitor | Annually

F3 4 side Entrance .
Address Information

B 5 shipping and Receivinc
Address 1

E3 East Wing Technical Offi 123 My Street Way

Custi 5 rt D

E2 customer Support De ks
EZ Engineering
E Information Technolc city

Fd west wing Administrativ Fishers
[2 corporate Managem:

E Finance Department « Create Place

E3 Human Resources De
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Rules for Creating a Customer

In QxControl there are certain “rules” that should be followed to ensure that the hierarchy is set up correctly. You will
likely receive an error message indicating the required correction if one of these rules is not followed. Here is a list of the
rules to follow for the best results:

Rule 1: An integrator must not have any other integrators, customers, or sites between itself and Qumulex. This means
in other words that the Integrator account must always be at the top of their own hierarchy and should not attempt to
place any folders above their own.

Rule 2: A customer must have one integrator and no other customers, or sites between it and Qx. This means in other
words that a customer should be a direct descendant of one Integrator account and should also not pass through
another customer’s account to get there in the hierarchy.

Rule 3: A Site must have a customer above it, as a site is a descendant of a customer. It should not be directly linked to
the Integrator. A site also may not have other sites above it as it is a direct descendant of a customer.

Rule 4: Areas can be anywhere.

@ Create Place

Parent Place

9 Qumulex Integrator

Name Type

New Customer Example Customer

Timezone

(GMT-5:00:00) America/New_York

Account Information
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In QxControl, a person will have credentials of some type. A login to the software making them a user of the system is
one type of credential. Badges, fobs, biometrics, etc. are also credentials. A person is only created once for the entire
system and then is given whatever credentials they need to do their job. Only a few people will have a login, most
people will have some form of access credential for getting in and out of a building.

To see the people in the system, click “People” on the left-hand navigation menu. With the people cards as shown to the
right, if the desired person is not shown, scroll down to find them. If there are a lot of people, it can be much faster to
use the search box and start typing some identifying information. The search will search by last name, first name and
employee id.

C & appqumulexio r Z a 2 » 04
Qx £ Qumulex Customer

a3 Card = List J& Last Name Q  search

S Create Person

Adams, Kyle | Anderson, Matt
Clips = Consultant ‘Support Agent
@ 3 Main Entrance Visitor Waiting... @ Headquarters Facility

| Reports B (Acive 20 B [Aetive

Configuration
Batts, Dillan Beck, Porsche
Account Manager Director
heape 9 Headquarters Facility @ Headquarters Facility
B Acive B [Active
Grouy

Boone, Kim Brinley, Helena

; Consuhiamt E ‘Account Manager
@ 3 Main Entrance Visitor Waiting... @ Headquarters Facility
H  Active B [Active

| Gateways

Cameras cardona, Lina Carter, Nathan
" Account Manager & CFo

Doors @ Headquarters Facility 9 Headquarters Facility

B Active B [ Active

Charles, Josee Cohen, Emilia

UX Engineer Graphic Design

@ Headguarters Facility ¥ @ Headquarters Facility
B Active B [Aetive

Davis, Jimmy Dillon, Edie
Ul Engineer ‘Support Agent

vii
e

@ Headquarters Facility 9 Headquarters Facility
B Aciive B [Active

Next @ temsperpage 25 - | 1-250f60

People page (card view)

Once you have found the person you want to manage, you can click on the card to edit them.
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Person Info and Actions
Once you have clicked on a Person’s card you will see the info page. You will also see an Actions button just below the
Person’s name and their assigned Scope. The Actions button will allow you to 1) Disable the Person and 2) Print a Badge.

Please note: Currently there is no ability to edit or alter the format of the Badge when printing.

Actions button to Disable or
Print a badge.

© Info [ FEdit Person

Janet Anders
9 QxlLab

3% Actions §
Print Badge
Disable Person
INFORMATION 1 CREDENTIAL

PHONE 317-207-0520 ol

EMAIL janders@qumulex.com

AQ200835

ROLE o
2203

EMPLOYEE ID

o Person information and
A R Credential information

DEPARTMENT

LICENSE PLATE

CERTIFICATION

RECENT EVENTS

No events found for this person.

GROUPS Search Groups

Name

Qx Test

These fields display Groups
and Permissions that the
1 Results person belongs to. You can
Page10of 1 VA 7 H
also select “View” to view
the Group/Permission and
see what other members
are included.

PERMISSIONS Search Permissions

1 Resuhs
Page10of1
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To edit a person, simply choose the “Edit Person” tab and you can easily change or add any new details or Credentials

required.

Note: To set or change the Scope of what a Person has access to, choose the appropriate Place, and for People with
QxControl log in access you must also choose a Role. This defines their level of access.

OACMLZLOOHO,

G & https://app.qumulex.io/#/qx/people/

0 Info [# FEdit Person

Janet Anders
9 Qxlab

Place

@ Oxlab
Salutation
1 E (. Email
e ' janders@qumulex.com
ol ‘L. Department
Select Remove Engineering

600 x 800 Photo Recommended

Add Groups

MEMBER OF

AQ200835

& 2021-06 - 08 &
Yew  Mowh  Day

E Add Credential

Product Managment

License Plate
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Add or edit basic
information here,
as well as set the
user Scope.

Add or remove
Group
memberships and
select a Role.

Add or view Access
Control Credentials.

Save or cancel
changes or delete
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Creating a Person

When creating a person, at a minimum they need a first name, last name. Issuing an access control credential and group
membership is required for door access. (The group membership will be given one or more permissions to get into
specific areas based on a schedule.)

To create a Person that logs into QxControl, the Person will need a Role assigned and an email address.

To begin creating a new person, choose “Create Person”.

Josh Bowman

== Card = List {2 Last Name Search

& Create Person

Batts, Dillan ' ‘ Beck, Porsche Brinley, Helena \ Cardona, Lina

@ Ox-Control < 9 Qx-Control 9 Qx-Control

This will present the “Create Person” page.

() https//app.qumulex.io/#/qx/people/creste

Create Person

Picture
First Name Last Name
Employee ID

License Plate

Select Remove

600 x 800 Photo Recommended

Role
4, None Add Groups

R OF
User has no privileges. S

A

No options selected.

[Efl Credential
Site Code Card Number Enabled
¥ on

Activation Date Activation Time Expiration Date Expiration Time
& 2021- 06 - 08 | @ [ A4:45 AM | PM @ 2061-06 - 08 |g§ [ 4145 AM | PM
Yesr  Momth Year Day

Month

H Add Credential

' Create Person m

Follow these steps to create a new Person:
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o] https://app.qumulex.io/#/qx/people/create

Create Person

1-Set the
Picture SCOpe by
Q

Salutation First Name Last Name

Employee ID

2 — Enter basic Person
Info and upload a photo

Department
Select Remove

600 x 800 Photo Recommended

Role
4, None Add Groups

e MEMBER OF
User has no privileges.

3 — Choose
a Role if the

person will R Person to
need to log e T any GrO_u ps
in to as required

4 — Add the

K Credential
Site Code Card Number

Activation Date Activation Time Expiration Date Expiration Time

@ 2021- 06 - 08 0 A 45 @ 2061- 06 - 08 4:45

Year  Momth  Day Year  Month  Day

Bl Add Credential

5 — Add any Access Control
credentials and then choose

v Create Person “Create Person”
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The result will look similar to this:

G ] https://app.qumulex.io/#/qx/people/QACMLZLOOHO/

© Info [ Edit Person
Janet Anders
9 QxLab

3% Actions §

INFORMATION 1 CREDENTIAL

PHONE 317-207-0520 Active

EMAIL janders@qumulex.com

Q200835

ROLE -
2203
EMPLOYEE ID
2020, 8:00:00 PM
DEPARTMENT aid
Aug 23, 2040, 8:00:00 PM
LICENSE PLATE

CERTIFICATION

RECENT EVENTS

No events found for this person.

GROUPS Search Groups

Name

Qx Test

1 Resufts
Page1of1

PERMISSIONS Search Permissions

£ Place

Qumulex Demo

1 Results
Page10f1

For more detailed information on Groups or Roles, please visit the chapters that discuss these options.

Note: If a user will need to login to QxControl, you MUST assign (1) a valid email address and (2) a Role must be
assigned. If a user is unable to login to QxControl, check these items first.

A user does not require an email address or role if they are simply an access credential user with no need to login to
QxControl.
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Groups
A group is a collection of people. Many operations such as granting access permissions use groups to make it easier and
faster to configure your QxControl Site.

In QxControl, a Group is one of three parts required to make up a Permission. To create a Permission you need:

1) Agroup

2) A Schedule

3) The Permission itself
For Door permissions, this is how People can access a Door with their Credential. By assigning a schedule and Group to a
Permission you can assign access to a Door or group of Doors.

Note: Pay close attention to the Scope assigned to these components. As one example, If you create a Schedule that is
set out of Scope (where it is assigned in Places) for the Group, or the Permission you may not be able to achieve the
desired access level.

In the future QxControl will expand and use Groups to control other levels of access or provide benefit in other ways. As
of this revision of the User Guide, Groups is primarily used a component related to Permissions for Access Control.

To view a Group, click on a Group Card.

2s Create Group

Corporate Management Customer Support
Cli
lips ® Headquarters Facility @ Headquarters Facility
& 5 People & 9 People

Reports

Configuration
Engineering Finance Department

@ Headguarters Facility | @ Headguarters Facility

People
| & 11People = 4 People

Groups

Permissions
Human Resources Information Technology

Roles

Gateways
Cameras

Doors

Schedules
Holiday Sets

Rules

@ Headguarters Facility
& 2 People

Marketing

Headguarters Facility
4 People

roduct Management

@ Headquarters Facility
2 3 People

@ Headguarters Facility
& 4 People

Operations

9 Headqguarters Facility
& 7 People

Sales - Domestic Sales

@ Headquarters Facility
& 5People
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The Group info page provides information such as the list of People assigned to the Group, and any Permissions that the
Group is assigned to.

You can choose “View” on any of the People or Permissions and you will be taken to the associated Info page. (These
pages are covered in the sections covering People and in Permissions, respectively.)

O Info [#' Edit Group

Sales - International Sales
¥ QO QxControl

= 4People

# 1 Permission

PEOPLE Search People

% Role % Name %+ Department

Live Brinley, Helena International Sales
Live Janson, Cason International Sales
Live Kuznetsov, Eleonora International Sales

Live and Search Richardson, Bryant International Sales

4 Results
Page 1 of 1

PERMISSIONS Search Permissions

% Place %+ Schedule

E Qx-Control Executive Office Door Schedule

1 Results
Page 1 of 1
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To edit the Group, choose “Edit Group” from the Info page.

&) https;//app.qumulex.io/#/qx/groups/0IMy7GNOOPG/
P PR.g

© Info [# Edit Group

# Sales - International Sales
S O Qx-Control

& 4People

# 1 Permission

Thumbnail Name Place

Sales - International Sales Q@ Qx-Control

People
Add People

SELECTED OPTIONS

g] Brinley, Helena

0s

=
-J Janson, Cason

Select Remove b Contro

800 x 800 Photo Recommended m Kuznetsov, Eleonora
itrol

@ Richardson, Bryant

W Delete Group

From this page, you can:
e Change the Group Name
e Change the Place (Assign Scope)
e Add or remove People from the Group

e Add or Change the Thumbnail Image
e Delete the Group

Please remember that you can also assign a Person to a group from the People edit page.

To create a Group, choose “Create Group” from the main Groups page.
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) |‘;‘| https://app.qumulex.io/#/qx/groups/create

Create Group

Thumbnail

Add People

SELECTED OPTIONS

Select Remove

800 x 800 Photo Recommended r:y

No options selected.

To create a Group, you will need to enter the following information:

e The Group Name

e The Place for the Group (Assign Scope)
e Add People to the Group

e Add the Thumbnail Image

Once completed, choose “Create Group” to complete the process and save the Group.
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Permissions
A permission has three parts and is how you grant a group of people access to a place on a schedule (Group — Place —
Schedule).

For example, employees (group) have 7am to 6pm access (schedule) to the shipping area (place).

C & appqumulexio/* missio Z a » 04

Qumulex Customer
Live == card = List 1= Group Q search

Search
A2 Create Permission
Places

4 Corporate Management i Customer Support

5 Clips @& Main Entrance Door.. Customer Support Door...
||| H> Headquarters Facility Headquarters Facility

Reports

Configuration
4t Engineering 4 Finance Department

Main Entrance Door... Main Entrance Door...
People Headquarters Facility L Headquarters Facility

Groups

Permissions

4! Human Resources i information Technology
Main Entrance Door... Main Entrance Door...

, Roles
Headguarters Facility Headgquarters Facility

] Gateways

Cameras it Marketing 4 Operations
Msin Entrance Door... Main Entrance Door...
Doors Headquarters Facility Headquarters Facility

| Schedules

22 Product Management 4 Sales - Domestic Sales
Main Entrance Door... Main Entrance Door...
Headgquarters Facility Headquarters Facility

Holiday Sets

Rules

Views

st sales - Imtemational Sales i visitors
& Main Entrance Door_. Never (Read only)
@ Headquarters Facility @ Headquarters Facility

hemsperpage 100 v+ 1-120f12

Permissions Page

To add a new permission, choose “Create Permission”.

(3 hitps:y//app.qumulexio/#/qx/permissions/

&= Card = List 1= Group

& Create Permission

& Corporate Management
Executive Office Door Schedule
Q@ Qx-Control
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Create Permission

Thumbnail Group

Q

Schedule

an

Select Remove

800 x 800 Photo Recommended

To create a Permission, you will need to enter the following information:

e Choose a Group from the List
e Choose a Place (Assign Scope)
e Choose a Schedule

e Add a Thumbnail Image

Once completed, choose “Create Permission” to complete the process and save the Permission.

Once saved you will see the Permission is automatically labeled based upon the three required components. (Group,
Schedule and Place/Scope)

" & Sales - International Sales
d @ Executive Office Door Schedule

Q Qx-Control
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Once a Permission is created, the Permission info page will show:

e The assigned Schedule
o Alist of People who belong to Groups assigned this Permission

You can click “View” on any of the People and will be routed to their Info page.

https://app.qumulex.io/#/qx 0IN1eNp00O6

© Info [ Edit Permission

@ SCHEDULE

Qx Lab - Executive Office Door Schedule

12amiam 2am 3am 4am Sam 6am 7am 8am 9am 10arr 1ani 2prilpm 2pm 3pm 4pm Spm 6pm 7pm 8pm 9pm 10pmd 1pm
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

PEOPLE Search People

+ Role ¥ Name Employee ID + Department

@ Live Brinley, Helena 0824 International Sales
T _
v

Live Janson, Cason 2266 International Sales

Live Kuznetsov, Eleonora 3367 International Sales

Live and Search Richardson, Bryant 1235 International Sales

4 Results
Page 1 of 1

You can choose “Edit Permission” to edit any of these details.
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Roles

Roles define what privileges are assigned to an individual user in QxControl. These Roles are currently predefined and
cannot yet be modified.

c @ app.qumulex.io/#/qx
Qx
Live Card = List 1=
Search

Administrator Live

Places Audit, UserCreation, Control, View, Status

PeopleManagement, Update, ..

Clips

Live and Search . Live and Search no...

Repg:;rts Export, Search, Control, View, Export, Search, View, Status
Status

Configuration

People Manage People Poweruser

PeopleManagement, Status - Audit, PeopleManagement,

Groups Config, Export, Search, Control,...

Permissions

Roles

Gateways

Roles page

Role Privileges:

e Administrator — View, User Creation, Update, Status, Search, People Management, Export, Control & Config.
e Live — View, Status & Control

e Live and Search — View, Status, Search, Export and Control.

e Manage Configuration — Status, Control and Config.

e Manage People — Status, People Management

e Poweruser — View, Status, Search, People Management, Export, Control, Config.
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Roles are assigned in the People page, by editing a specific user. From the Role field, choose a role from the drop-down
menu.

1 hitps://app.qumuleciaf,

Create Person

Picture
First Name Last Name
Employee ID Title

[

Groups.
Add Groups

User has no privileges. smaiokint

[ Credential
Site Code

Activation Date Activation Time Expiration Date Expiration Time

& 2021- 06 & 4:45 o [ & 2061- 0 5 4:45 M

B Add Credential

You can also click on any of the Role Cards to see a description of the Privileges for the Role, and what People are
assigned to the Role. Choose “View” to see the Info page for the Person.

nttps://cloudmaster.develop.qumuleLnatwOrk/ /)

@ Info

Live and Search

Adds search and export privileges t the Live role
£ 5 Privileges

2 7Peaple

PRIVILEGES

PEOPLE WITH THIS ROLE Search People

3 Name
Ball, Nick

Buckley, Skippy

|2
[/
Al
d,d
Johnson, TJ
RittQx, Dan

7Results
Page1of1

136 |www.qumulex.com



Qumulex

Gateways
Gateways are especially important in the QxControl architecture and can be managed by using the Gateways page.

25 Card = Lst |z Name

Qumulex Gateway

Configuration

Gateways

Hemspespoge | 100 w | 1-Tof1

Gateways page (Card View)

Clicking on a Gateway will reveal the Gateway’s Info page. At the top of this page, you can choose “Config” to access the
Cockpit interface.

GATEWAY

@ Headquarters Facility
3% Actions § & Config #
CONFIGURATION
£ GotoWebpage
GENERAL INFO
SERIAL NUMBER QF2133P100BC
VERSION 2184

HOSTNAME htips://qx7500c2.qumulex.io

STATUS Connected

OLDEST MEDIA Feb 5, 2022, 4:24:19 PM

Cockpit is used to manage the Linux Ubuntu operating system and is available locally or remotely (with Cloud
Subscription) to System Administrators who need to perform maintenance actions for the Gateway itself. This access is
easily gained by choosing the “Go To Webpage” option in the “Configuration” menu.
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This will then present the Ubuntu interface in a new browser tab. The OS password is unique to each gateway and was
provided on the documentation that accompanied the gateway.

ubuntu®

Ubuntu 18.043 LTS

User name

Reuse my password for privileged tasks

Server: OXEDOOIE

Log in with your server user account.

The Gateway Info page also offers other information, such as Gateway specific details like Serial Number and Status, as
well as a list of Cameras and Doors that are installed on the Gateway. You can also view recent connection statuses,
storage utilization and even your VPN IP Address.

C @& app.qumulexio,
Qx o Lockdown
©® Info € System = Networking &5 Discover Devices # Edit Gateway
Qumulex Gateway
© Headquarters Facility GATEWAY

3§ Actions § & Config i

GENERAL INFO QUMULEX

SERIAL NUMBER QF2133P100BC Wireguard IP
MODEL QXS300-04 18.117.8.194

VERSION 3676
Connections
Last ran: 07:48:35 PM

HOSTNAME
STATUS Connected

Mar 18, 2023, 10:13:47 AM
UPLOAD DEPTH 0

OLDEST MEDIA Feb 26, 2023, 7:58:08 AM Mar 18, 2023, 10:13:30 AM

Mar 11, 2023, 1:46:46 PM
STREAM STORAGE STATS (Amount of Temporary Video)

Mar 11, 2023, 1:46:16 PM
Total Available Used

980 MiB 3% Mar 11, 2023, 1:4201 PM

DISK STORAGE STATS (Amount of Video Storage) ML SR A L T

Path Total Available == Mar9, 2023, 1:56:03 PM

J/media/hd0
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The Gateway System tab contains information about the software and build versions. This is especially useful for
troubleshooting and also prevents you from having to use Go To Webpage to access this information.

‘ Josh Bowman

@ Info £ System a5 Discover Devices [ Edit Gateway

AGENT

Mar 5, 2022, 3.02 PM Mar 17, 2022, 6:26 PM
BOOT TIME TIME

production 2184 develop.2184
PROD LEVEL BUILD ID VERSION

MINION

production 775 develop.775
PROD LEVEL BUILD ID VERSION

DISCOVERY

production 88 develop.88
PROD LEVEL BUILD ID VERSION

Qxpc

production 268 develop.268
PROD LEVEL BUILD ID VERSION
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Gateways: Networking Tab & Scheduling Bandwidth Throttling

The Gateway Networking tab provides feedback on bandwidth usage (similar to the Widgets used in Live) and also offers
the ability to manage the amount of bandwidth that can be used for Cloud uploading, and when, based on a schedule.
This is one of the most valuable pages in the QxControl application.

& app.qumulexio/#

Live [ ] & System = Metworking #% Discover Devices @ [Edit Gateway

Timeline
Qumulex Gateway

Search 9 Headquarters Facility

Places 3% Actions i £ Config :

Clips

Reports BANDWIDTH METRICS

Configuration Seconds Minutes Hours Days

cloud upload = WAN »LAN
People
17.9 Mbps 1.1 Mbps
8.7 Mbps ; - ~ 5.5 Mbps W_D_-\
Permissions O 0. 230.8 kbps /
(o]
Roles Zh ago Zh ago

Groups

Gateways CLOUD UPLOAD METRICS

Devices

Seconds Minutes Hours Days
Cameras

#5Sent - Cueued » Total
Doors

3s -
Schedules e} 2

o
Holiday Sets

Rules

Views

CLOUD RECORDING BANDWIDTH MANAGEMENT

| 10000 Mbps Always (Read only) L] Qumulex - Always (Read only)

+ Add Bandwitth Schedule
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Bandwidth Metrics

The Bandwidth Metrics charts allow you to monitor the network traffic from your WAN and LAN ports and can also be
used to monitor the VPN (wg0) and Cloud Upload Traffic.

BANDWIDTH METRICS

:  Minutes Hours Received Transmitted

cdoud upload =WAN =LAN

8.7 Mbps : e, 5.5 Mbps
O 0. 2308 kbps

O

2h ago

You can choose to evaluate these metrics against Seconds, Minutes, Hours and Days. You can make this selection by
clicking on the desired time metric at the top of the graph.

By choosing the gear icon you can choose what Network Traffic is monitored. You can choose between LAN, WAN, wg0
(VPN) and Cloud Upload.

You can choose to monitor one, or all these options at once.

BANDWIDTH METRICS

: Minutes Hours Days Received Transmitted
doud upload =WAN = LAN -]
LAN
8.7 Mbps J . o WAN

O
wgl

2h ago 2h ago

Cloud Upload Metrics

The next available graph is cloud upload metrics. This is useful to see how much traffic is being queued.

CLOUD UPLOAD METRICS

nds  Minutes Ho

»Sent o Oueued « Total

3s

o
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This is helpful to determine how much data is being queued/buffered and scheduled to upload to the cloud.

CLOUD UPLOAD METRICS

= Mimmes Hours

# Sent © Queued = Total

3s
o

You can change the time metric by selecting Seconds, Minutes, Hours, or Days from the top of the Graph.

Scheduling Bandwidth Throttling

One of the most important aspects of the Networking tab is the ability to control how much bandwidth is available for
cloud uploads and to base these constraints on a schedule.

If no Bandwidth Schedule is assigned, QxControl will send all Gateway data required to the cloud in real time. If there is
not enough bandwidth available, the Queuing system will stage it to synchronize as bandwidth is available.

What if, however, we share the available bandwidth with other systems? What if we want to control how much ISP
bandwidth QxControl consumes so that other systems are not disrupted?

The answer to this question is that we create a Bandwidth Schedule. This process is extremely easy and uses any
available schedule. To begin creating our Bandwidth Schedule, choose “Add Bandwidth Schedule” at the bottom of the
Networking Page:

CLOUD UPLOAD METRICS

Minutes

CLOUD RECORDING BANDWIDTH MANAGEMENT

No Schedules Found

Upload will proceed with no bandwidth limits
Click "Add Bandwidth Schedule” to add a schedule

+ Add Bandwidth Schedule
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The next step is to choose the desired bandwidth limitation:

Schedules
Hualiday Sets
Rules

ot CLOUD RECORDING BANDWIDTH MANAGEMENT

Clhoud Recording Bandwidth Limit

0 Mbps

| 1 Mbps
2 Mbps
5 Mbps
10 Mbps
20 Mbps
50 Mbps
100 Mbps
200 Mbps
500 Mbps
1000 Mbps
2000 Mbps
5000 Mbps
10000 Mbps

Next, Choose a Schedule from the drop-down menu. You can use any available schedule, or you can go to the Schedules
Page and create a schedule just for this purpose.

i CLOUD UPLOAD METRICS

Devices

Seconds Minutes Hours Days
Cameras

Sent » OQueued » Total
Doors

Schedules
Holiday Sets

2h ago
Rules

Always (Read only)
@ Qumuiax

Customer Support Door Schedule
% Qumuicy Cuctomar

Views

Main Entrance Door Schedule
W Qermuay Curstomer

Shipping and Receiving Door Schedule

143 |www.qumulex.com




Qumulex

Now that we have selected our desired limit and a schedule, you will see the hours where the throttling will be active
displayed in the right-side display area. If you are pleased with the selections, choose “Apply Schedule” to save it.

Devices

Seconds Minutes Hours Days
Cameras

Sant o Oueued » Total
Doars

Schedules
Hualiday Sets
Rules

Views

CLOUD RECORDING BANDWIDTH MANAGEMENT

Cloud Recording Bandwidth Limit Qumulex Customer - User Manual Example

200 Mbps o sam [ 12pm 3pm

Cloud Recording Limit Schedule

B User Manual Example

~ Apply Schedule

3

Once you saved the schedule, you will see two options in the Saved Schedule:

First you will see that you can toggle the Schedule On/Off :

Schedules
Huoliday Sets
Rules

Vi CLOUD RECORDING BANDWIDTH MANAGEMENT

200 Mbps User Manual Example {7 Qumulex Customer - User Manual Example

Sam Sam B 3pm

+ Add Bandwidth Schedule

Next you will see the option to edit the schedule.
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After choosing the blue edit button, you will be able to choose a new schedule or bandwidth limit as needed. You also
have the option to “Remove Schedule” if it is no longer needed.

CLOUD RECORDING BANDWIDTH MANAGEMENT

Cloud Recording Bandwidth Limit Qumulex Customer - User Manual Example

200 Mbps

12um S &am G 13pm apem
s
Cloud Recording Limit Schedule

B User Manual Example

Lastly, it should be noted that you can add multiple schedules and either toggle them on/off or choose varying schedules
that apply at different times. This helps for more complex scenarios where you may have varying needs at different
times.

However, be very careful to ensure that the schedules do not overlap in a way that interferes with the intended result.

In most cases, you are best served to keep it simple and use as few schedules as possible.
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Gateway Edit Page
The Gateway Edit page allows you to:

e Rename the Gateway
e Choose the Place of the Gateway (Assign Scope)
e Edit the thumbnail image that used for the Gateway
If you edit any settings on the Edit Gateway tab, choose “Save Gateway” to apply the changes.

@ app.qumulex.io/#

Qo "' Josh Bowman

£ System a5 Discover Devices [ Edit Gateway

Qumulex Gateway
@ Headquarters Facility

Thumbnail Name Place

Qumulex Gateway Q@ Headquarters Facility

Select

Remove

800 x BOO Photo Recommended

+ Save Gateway
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Gateways: Discover Devices
An extremely useful, and time saving feature is available from the Gateway management tabs. “Discover Devices” allows
you to scan and find devices that you want to install in QxControl.

When you first choose the Discover Devices tab, the Gateway will automatically choose an “Onvif” network scan and will
present any available devices that have an Onvif profile that is compatible.

@ app.qumulexio/#/gx/gateways/C ~hVOGW/device-discove 4 v » ‘

(@)% % Josh Bowman

@ Info £ System 2% Discover Devices [ Edit Gateway

Qumulex Gateway

@ Headquarters Facility GATEWAY

3% Actions § @ Config §

% Hiding Connected

+ Type %+ Make 4+ Model %+ Name %+ IP Address

Access A1601 AXIS A1601 10.101.0.132

Access A1001 AXIS A1007 10.101.0.107 B8:A4AF:ZA02:42
Access A1001 AXIS A1001 10.101.0.100 AC:CC:8E:CE:53:40
Access A1601 AXIS A1601 10.101.0.241

Access A1601 AXIS A1601 10.101.0.71

Access A1001 AXIS A1007 10.101.0.126 B8:A4:4F:05:F4:9C
Access A1601 AXIS A1601 10.101.0.98

Camera SWHIPL Natalus NATALUS 10.101.0.19 F0:00:00:AA:35:50
Camera SWHIPL Natalus NATALUS 10.101.0.88 F0:00:00:AA:35:46

Camera Hanwha Techwin XNV-6011 XNV-6011 10.101.0.198

You can also choose to run the scan again by choosing the “Actions” menu.

©® Info £ System 2% Discover Devices  Edit Gateway

Qumulex Gateway
= 2
[ ]

3% Actions & Config

SCOPE
4 Scope to Gateway Place

& Hiding Conneci
DEVICE DISCOVERY

2 Make Q. Arp Scan 2 IP Address

SWHIPL O, Omvif Scan 10.101.0.19

HanwhaTe« O Mercury Scan 10.101.0.16
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From the Actions menu, you will have four options:

Scope to Gateway — This very simply will set your scope to the scope of the Gateway itself. This is an easy way to reduce
scope to only the site you are working with, without having to leave the Gateway Info Page.

Arp Scan — Scan for all devices on a Network regardless of any available Onvif profile. This is useful if you are not seeing
the devices that you intended, or if you are getting incomplete information from the Onvif profile. This will return all
visible devices on the network and will require more filtering to sort and find the devices relevant to QxControl.

Onvif Scan — This scan will only look for devices that have an Onvif profile. This option is preferable as you will not see
devices that are incompatible with QxControl (such as printers and laptops).

Mercury Scan — This scan will only look for Mercury Controllers and SIO modules.

Note: The Arp scan is best reserved as a second step when needed after first trying an Onvif scan.
The following Device properties will be shown after a scan:
Type
Make
Model
Name
Ip Address
MAC Address
Firmware Version
NIC (Indicates if the device was found on the LAN or WAN port of the Gateway)
You can also toggle between showing devices already installed on your QxControl Gateway, or only showing non-
installed devices. This is available by choosing the “Hide Connected” or “Hiding Connected” button:

@ Info & System & Discover Devicd

@ Info = System &% Discover Devices

Qumulex Gateway
Q Headquarters Facility QumU|ex Gateway

3¢ Acti . ac @ Headquarters Facility
3% Actions 0

3¢ Actions @& Config $

% Hiding Connected

. @ Showing Connected

= % Make

Access - -
= ¥ Connected ¥ Make
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Once you are satisfied with your scan, you can now use Discover Devices to install one or multiple Devices in QxControl.

Start by clicking on any Devices that you wish to install (As many as you want) and then choose “Selected Devices” to
continue to the next step:

@ app.qumulex.io/#/c

Qx ‘ Josh Bowman

£ System a5 Discover Devices [# Edit Gateway

Qumulex Gateway

@ Headquarters Facility GATEWAY

3% Actions @ Config §

Hiding Connected + Select Devices

= Type = Make + Model = Name % IP Address =+ MAC

Access A1601 AXIS A1601 10.101.0.132

Access A1001 AXIS A1001 10.101.0.107 BB:ALAF2A:02:42
Access A1001 AXIS A1001 10.101.0.100 AC:CC:BE:CE:53:40
Access A1601 AXIS A1601 10.101.0.241

Access A1601 AXIS A1601 10.101.0.71

Access A1001 AXIS A1001 10.101.0.126 B8:A4:4F.05:F4:.9C
Access A1601 AXIS A1601 10.101.0.98

Camera SWHIPL Natalus NATALUS 10.101.0.19 F0:00:00:AA:35:50

Camera SWHIPL Natalus NATALUS 10.101.0.88 FO:00:00:AA:35:46

That will bring you to the next page, where you will need to click on each Device you want to add and provide the
required details to install in QxControl.
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& app.qumulexio/#/gx
QX 3 Josh Bowman

® Info £ System &% Discover Devices [ Edit Gateway

Qumulex Gateway

©Q Headquarters Facility GATEWAY

3§ Actions £ Config

4+ IP Address + Make + MAC Status

10.101.0.19 SWHIPL F0:00:00:AA:35:50 ! Needs Config
10.101.0.88 SWHIPL F0:00:00:AA:35:46 ! Needs Config
10.101.0.130 SWHIPL F0:00:00:9C:7F:FF 1 Needs Config
10.101.0.16 Hanwha Techwin ! Needs Config
10.101.0.114 Hanwha Techwin ! Needs Config

10.101.0.195 Hanwha Techwin ¥ Needs Config

Next, choose the first Device you want to install from the list by clicking on it. Enter the required information then “OK”

& app.qumulexio/#

(@)% [ S ——

0@ Info 2= System a5 Discover Devices @ Edit Gateway

Configuring Device 1/6
Type

Qumulex Gateway
@ Headquarters Facility

3% Actions £ Config
Name Description

NATALUS Example Camera

Gateway Hostname / IP

A Address
Qumulex Gateway

+ IP Address + Make

10.101.0.19 SWHIPL

10.101.0.88 SWHIPL jbowman@gumulex.com
10.101.0.130 SWHIPL

10.101.0.16 Hanwha Techwin

10.101.0.114 Hanwha Techwin

10.101.0.195 Hanwha Techwin
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Or choose “Next” to move to the next Device to configure. When a Device has been configured you will see the status
change from “Needs Config” to “Installed”:

& IP Address ¥ Make + MAC Status

10.101.0.19 SWHIPL F0:00:00:AA:35:50 Configured

10.101.0.88 SWHIPL FO:00:00:AA:35:46 ! Needs Config

”

Once you have configured all Devices that you wish to install, press “Add Devices”:

B app.qumulexcio/#/qx/gateways/OMyNZchVOGW/device-discove b » ".
(@)% % ' Josh Bowman
2= System 2= Discover Devices @ Edit Gateway

Qumulex Gateway

Q Headquarters Facility GATEWAY

3% Actions $ @& Config $

+ IP Address + Make + MAC

10.101.0.19 SWHIPL F0:00:00:AA:35:50 Configured

Note: The Add Devices button will grey out until all selected devices are added. If you wish to move forward without
installing all of the selected Devices, choose the delete button on the far left side of the row.
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Once you choose “Add Devices”, you will then see a notification that the Devices have been created, and instructions on
where you can find the Devices:

8 app.qumulexio/#/qx/gateways/OMyNZchVOGW/device-discovery 2 1’ W » ’

Q)( & Josh Bowman
£ System &% Discover Devices [@ Edit Gateway

Qumulex Gateway

@ Headquarters Facility GATEWAY

3% Actions $ & Config $

Devices Created
You can click on an individual device in the table below to view the device, or visit the Gateway Info Page to view all devices on the

gateway.

+ IP Address ¥ MAC + Status

10.101.0.19 F0:00:00:AA:35:50 +" Created

You can also click on the row itself and it will take you to the Device’s Info Page:

& appqumulexio, 58487325 63 e B » 4

(@)% % Josh Bowman

@ Info 5 Settings [ Edit Camera

NATALUS

@ Headquarters Facility

3% Actions § £ Config §

Clip Storage

0.00 B Used
20.0 GB Available

RECENT EVENTS
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Cameras are managed using the Cameras page.

c @ app.qumulexio/#

Qx
i Live
Search

Places

Clips

2% Card = List 1z Name

B¢ Create Camera

Front Camera
@ Headguarters Facility
W FD9360-H

10T Lab Vending
F% @ 1 Main Entrance Exterior

Qumulex

) » 04
© @f Headquarters Facility

Q, search

Main Entrance Fisheye
@ Headquarters Facility
< M3058

% & 0Dsys AR E / & 30Days

Reports
Configuration

People

? Parking Lot North_.. Parking Lot South_.. Side Entrance

@ Headquarters Facility 9 Headquarters Facility . @ Customer Support..
W P3227AVE : W P32271VE W QND-7010R

& 30 Days 4 & 30Days | & 30Days

Groups
Permissions

, Roles

| Gateways

Cameras page

Adding and Managing Cameras

Adding a camera is easy and can be done from either the “Devices” Page, or, from the cameras page, choose “Create
Camera” from the top menu. At minimum, you will need to enter the IP address, port (if other than Port 80), username,
and password, choose a Gateway from the drop-down menu, and then click save. QxControl will attempt to connect to
the camera and if successful, will populate the make, model, firmware version and serial number automatically after you
save the camera.

C & app.qumulexio/#/c
Qx
£
Create Camera

Search

Places e e

Example

Gateway Hostname / IP Address

Clips

Qumulex Gateway 192.0.0.0

Reports
Username Password

People
Groups ~ Create Camera

Permissions
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Once a camera has been saved, you can now manage the camera settings in QxControl.

Front Camera

) Places W © Headquarters Facili GATEWAY

3% Actions } £ config }

% Clips
Reports

Configuration B« CAMERA CONFIGURATION

GATEWAY
People

CLOUD STORAGE DAYS 0
s Groups

LENS TYPE Standard
Pe

DEVICE INFORMATION

| Gateways MAKE Ll < e e
MODEL FD9360-H
SERIAL NUMBER 0002D19728F6
FIRMWARE 0223
IP ADDRESS 192.168.81.59

PORT 80

TLS No

Cameras Page: Card View

On the Cameras main page, you have the option to manage cameras from either Card or List view. This can be toggled at
the top menu for the page itself. In this section we will focus on Card view options. Available actions for each camera
card are available in the 3-dot menu. For cameras you will have two options in the menu:

Go to Search: This function will take you to the search page with a tag pre-applied for this camera to quickly view events
for this camera.

Go To Live: This function will take you to the Live page in a 1x1 layout allowing you to quickly begin live viewing this
camera.

You will also see status icons that are identical to those displayed for camera widgets in Live.
& @ app.qumulex.io/#/c
Qx

22 Card = List 1= Name

W Create Camera

Clips ) © Headquarters Facility S =
B FD9360-H B4 P5654-E

& 0 Days oM & 0 Days
Reports Y b 1 ys

Configuration

Parking Lot North... P Parking Lot S¢
9 Headguarters Facility - 1

People W P3227-LVE . W P3227-LVE
& 30 Days & : & 30 Days

Groups

Permissions
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Cameras Page: List View
In this section we will focus on List view options. List view is higher density allowing more cameras per page than Card
view. Also, there is more detailed information available.

Please note that due to the number of columns displayed, it may be advantageous to use a more focused resolution and
slide your screen cursor left and right to view all columns.

c @ app.qumulexio/#/q
Qx
Live 22 Card = List iz Name
Search

B Create Camera
Places

%+ Name % Place + IP Address + Make + Model

Front Camera Headquarters Facility 192.168.81.59 VIVOTEK FD9360-H

Reports ¢  loTLab Vending 1 Main Entrance Exterior 10.101.0.45 AXIS P5654-E

Configuration "' Main Entrance Fishaye Headquarters Facility 10.101.0.37 AXIS M3058

People o Parking Lot North Entrance Headquarters Facility — 192.168.81.68 P32271VE

Groups
} Parking Lot South Entrance Headgquarters Facility 192.168.81.67 AXIS P3227VE

Side Entrance Custorner Support Department 192.168.81.61 Samsung Techwin QND-7010R

Columns Displayed are the following:

Name: Name of the camera.

Place: Scope of the camera.

Gateway: The Gateway that the camera is associated with.

IP Address: The IP Address of the camera.

Make: The manufacturer of the camera.

Model: The model number of the camera.

Serial Number: The serial number of the camera.

Firmware: Version of firmware installed on the camera.

Cloud Storage: The cloud storage subscription assigned to the camera.
Enabled: Green check mark indicated camera is enabled. Red x indicates disabled.
Status: Provides the status of the camera, whether it is online, offline.

Stream Status: Provides the status of streams for the camera. Multiple streams will show as a green icon, only one
indicates blue for more is desirable. Red indicates that the streams are all disconnected.

View: This function will take you to the Live page in a 1x1 layout allowing you to quickly begin live viewing this camera.
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Camera Info Page

Selecting a camera from List or Card view will take you to the camera info page. This is where you manage and edit a
camera that is installed in QxControl.

In addition to the Top Menu, the camera info page provides the following:

Live View: Live view of the camera. This view also allows full screen, digital PTZ and on screen display.

Recent Events: Allows you to swipe left and right to identify recent events for this camera.

Media Profiles: Displays Media Profiles and their connection status.

Doors: Any door that is associated with this camera will be listed here. Choose “View” to visit that Door’s info page.

Multi-Sensor Relation: If the camera has multiple sensors this field allows you to see the relation to the other sensors.
Clicking on the other sensors will take you to their associate camera page.

© Info &h Setiings [# Edit Camera

RECENT EVENTS

Motion Unknown Moation
Sep 8, 2022, 4:21:33 PM Sep 8, 2022, 42132 PM Sep 8, 2022, 4:21:32 PM
MEDIA PROFILES

%+ Staws % Resolution %+ Biawe
.~ Connected 640x360 2147483647
30721728 2147483647

3072x1728 2147483647

3 Results
Page 1 of 1

Search Doors

% Name %+ Goes From FTo # Address

Parking Lot North Entrance Q@ 1 Main Entrance Exterior Q@ 2 Main Entrance Lobby 10.101.0.23
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The top menu provides additional options under Actions and Config. Starting with Actions, you will have similar options
as the 3-dot menu for a Door Card in Card View.

& app.gumulex.io/#/q

Qx

O Info & Settings (# Edit Camera

% Actions £ Config

f GotoSearch

]

Go to Live

Go to Search: This function will take you to the search page with a tag pre-applied for this camera to quickly view events
for this camera.

Go To Live: This function will take you to the Live page in a 1x1 layout allowing you to quickly begin live viewing this
camera.

Choosing the Config button adjacent to Actions, will provide you two options:
Go to Webpage: This function will take you to the camera’s web interface page to allow configuration of the device.

Reconnect (Default Settings): This option is a shortcut to deleting and re-adding a camera that is not functioning
properly. Choosing this will cause QxControl to refresh the connection to this camera and the settings associated with it.

Reboot: Sends an Onvif call to the Camera and initiates a power cycle

Go to Webpage

' Reconnect

Reboot

157 |www.qumulex.com



Qumulex

Camera Settings Page

Selecting Settings above the Top Menu takes you to the Settings page. This is where you can review and find valuable
information about the camera:

Camera Configuration: This will display the Gateway associated to this camera and provides a clickable link to the
Gateway page. This section also displays the current cloud storage retention in days.

Device Information: This displays important information about the camera such as the make, model, serial number,
firmware version, IP Address and the username and password of the camera can be found here as well.

Multi-Sensor Relation: If the camera has multiple sensors this field allows you to see the relation to the other sensors.
Clicking on the other sensors will take you to their associate camera page.

Clip Storage: Each cloud subscription (issued per camera) also includes 20GB of cloud storage for clips at no additional
charge. To help manage the available clip storage for each camera, Clip Storage used, and available, is displayed in the
Clip Storage field.

Note 1: If you save clips with no expiration date you will need to manually delete from the Clips page once
storage is exceeded. It will not overwrite what is already stored.

Note 2: Cloud clip storage is not offered for QxOP systems. (On-Premises) These systems will utilize local storage
onboard the Gateway for clip storage.

# app.qumulex.io,
Qx

® Info #h Settings (# Edit Camera

..

Parking Lot North Entrance

© Headquarters Facility GATEWAY DEVICE STREAM

3% Actions & config §

B« CAMERA CONFIGURATION :
Clip Storage
GATEWAY

CLOUD STORAGE DAYS 30

LENS TYPE Standard

DEVICE INFORMATION

12.5MB Used
@ 20.0GB Available

MAKE AXIS
MODEL P3227-LVE
SERIAL NUMBER ACCCBEF1BB2D
FIRMWARE 8.40.4.4
IP ADDRESS 192.168.81.68
PORT

s

USERNAME

PASSWORD

CREATED DATE Aug 24,2021, 11:57:36 AM
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Edit Camera Page

Selecting Edit Camera above the Top Menu takes you to the Edit Camera page. This is where you can modify and edit
settings related to the camera:

In the first field you can edit the camera name, enable/de-enable, change the Gateway association, IP Address, Port,
enable TLS, update the username and password, the Scope where the camera is available and the cloud storage option.
You will also see a warning for multi-sensor cameras that changes may affect other cameras (sensors) that are attached
to this one.

Please Note: When you change setting for IP Address and username/password, you are changing the information that
QxControl uses to log in to the camera. This will not update the camera itself. You must log into the web interface of the
camera and apply changes there.

In the second filed you will see all available media profiles (streams) listed. You can use the Enabled option to enable or
de-enable these streams in QxControl. For example, QxControl will ignore any streams not enabled. Just below the
media profiles you can save or cancel your changes or delete the camera.

[ ) https//cloudmaster.staging.qumulex.network/#/ax/cameras/275164870377211524/edit

@ nfo ;% Semngs [ [EditCamer

ﬁ" ‘W4 Driveway
j o
i ——

Camera Mame.

Driveway

Changes made to connection details wilnnﬂrm.tmsi‘anem

Gateway Hestuame | IF Address ~ Port

Columbus - Gateway 3 * 192168080 80

Password
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Choosing Continuous or Event Based Gateway Recording

In both On-Premises (QxOP) and Cloud (QxC+) applications your Gateway will locally record and store video. How much
local storage you have is dependent on the options you choose when ordering your Gateway. There are ways to
maximize your local storage, starting with choosing which local recording mode you use. Let’s take a closer look at both
to understand which is recording mode better for you:

Continuous

Continuous recording mode will use the most local storage, as it stores continuously 24x7. This is useful for making sure
all events are recorded regardless of motion or analytic triggers from your camera. In the case of Exporting a clip to the
cloud, using this recording mode also allows you to extend the duration of a clip.

Note: A future update of QxControl will allow you to view and scrub through continuously recorded video. At this time,
you can only search for video based upon events.

Event Based

Choosing this recording mode allows you to record only when there is an event, such as motion. Choosing this option is
the most storage efficient recording mode and will allow a longer retention of locally stored video, depending on how
many motion events you have.

Note: While more efficient in use of storage, you will not be able to extend the length of an exported video clip using this
recording mode.

Schedule for Continuous Recording

Lastly you can assign a schedule for your Continuous recording. To create a schedule, visit the “Schedules” page. To use
a schedule, choose from the available options in the drop-down menu.

For clarity, this feature means that during the schedule times you are continuously recording. Outside of those times,
you are Event Based recording.

C & app.qumulexio cameras/436072260105668464/ed = # ; & ’

(@)% ® ' Josh Bowman

Info 3. Seftings [# Edit Camera

Uuitidiex bdiewdy S I1Y4. 1oc.01.00

Username Password

root

Place Cloud Storage Option

Q@ Headquarters Facility QxCc30

Recording Mode Schedule for Continuous Recording

Fre

Event Based o Continu @ Always (Read only)

)

Lens Type
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Adding and Using Fisheye Cameras

Adding a Fisheye camera is very similar to adding any other camera. There are, however, a couple of extra steps to
consider so that your experience matches expectations.

First, when adding a Fisheye camera to QxControl you need to ensure that you disable Dewarping of the Fisheye in the
camera itself (edge dewarping), if you wish to record the full Fisheye view, use Digital PTZ to navigate the full viewing
area, and Dewarp from within QxControl. For many cameras this should be the default setting.

Second, be sure to enabled “Warped” for the selected streams when adding to QxControl. This will allow you to record
the entire viewing area and then Dewarp/DPTZ in both Live and Recorded footage to see your desired viewing angle.

“ Adam Messina

0 Info i~ Settings @ Edit Camera

Camam Mame Enahled

Main Entrance Fisheye ¥es

Gaterwary Hostnama £ IP Address

Lisermama

root

Plae

@ Heaoquarters Facility

Fisheye Ceding

MEDIA PROFILES

Resdlricn 5 Bitrate Encoding & 2 - 0@

2147483647 ih prafied

147483647 Main oH profile_0_hZ64
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When viewing Fisheye cameras, use the DPTZ function to move around the Fisheye viewing area and see the desired
viewing angle.

PP x| +

& app.gumulexio, 3 Ed; » ’

QX Q &= Qumulex Customer ’. Josh Bowman

ate & Time

AUTO
pLay Add Tag , Nov 12, 2021 3:08 PM

4 5 mins ¥ 5 mins ?
B¢ Camera: Main Entrance Fisheye X

Headquarters Facility {
Start: 3:05:30 PM

11/12/2021, 3:05:34 PM DU inn e

Motion:Base true

Headquarters Facility
Main Entrance Fisheye
11/12/2021, 3:05:34 PM
Motion:1 true

Start: 3:05:30 PM
Dur: 00:00:09

Headquarters Facility

Main Entrance Fisheye Start: 3:04:41 PM
11/12/202 4:45 PM Dur: 00:00:09
Mgtion:Base true

Headquarters Facility
Main Entrance Fisheye
11/12/2021, 3:04:45 PM
Motion:1 true

Start: 3:04:41 PM
Dur: 00:00:53

Headquarters Facility 2
Main Entrance Fisheye Start: 3:02:46 PM
11/12/2021, 3:02:50 PM RNiE bR
Motion:1 true

00:05/ 00:08 Size: ~4 MB

Headquarters Facility

Main Enirance Fisheye Start: 2:59:23 PM

Nawr- N7

Recorded clip showing warped view
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pp Ll

# app.gumulex.io/*

(@)% 9 & Qumulex Customer " Josh Bowman

AUTO [ search Date & Time | P . =
puaY. | Akl Te Fri, Nov 12, 2021 3:08 PM A 5 mins ¥ 5 mins 2

W4 Camera: Main Entrance Fisheye X

Headquarters Facility 7]
Main Entrance Fisheye Start: 3:05:30 PM
11/12/2021, 3:05:34 PM e
Motion:Base true

Headquarters Facility

Main Enirance Fisheye Start: 3:05:30 PM
11/12/2021, 3:05:34 PM Ut NEOOA
Motion:1 true

Headquarters Facility

Main Enirance Fisheye Start: 3:04:41 PM
11/12/2021, 3:04:45 PM BHRLEE L
Motion:Base true

Headquarters Facility |
Main Enirance Fisheye Start: 3:04:41 PM
11/12/2021, 3:04:45 PM BRI
Motion:1 true

Headquarters Facility

Main Enirance Fisheye Start: 3:02:46 PM
11/12/2021, 3:02:50 PM eSS
Motion:1 true

00:05 / 00:08 Size: ~4 MB

Headquarters Facility
Main Entrance Fisheye

Dewarped View

Using your mouse or by pinching on mobile, you can easily navigate within the now dewarped view and see the angle
you desire. This works on both Live and Recorded video.
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Doors
The Doors page is where Doors are managed and is the primary area that Access Control functions are managed and
performed.

C & app.qumulexio/#/qx/doors B a = » 0O "

& Qx & Qumulex Customer
= Live 22 card = List 1= Name Q  Ssearch

Search
K1 Create Door 3% Actions
Places

Aperio Door Green Light Axis Door 1
& Clips @ 2 Main Entrance Lobby Q Headquarters Facility

[l Reports

Configuration
Green Light Door Office
9 2 Main Emtrance Lobby
, People

Groups
Permissions

., Roles

] Gateways
Cameras

Doors

| Schedules

You will use the Doors page for the following:

e Addanew Door

e Edit a Door

e Operate a Door

e Associate a Camera with a Door

o View Door related events

e Assign Groups and Schedules to a Door

e Update and push new config, users and other settings to Door Controllers

As QxControl is a Unified Video and Access Control solution, there are other areas where some of these functions may
be performed.

e Devices Page — This page is used to create the “Device”, the Door Controller itself. You can also perform a
Reboot of a Door Controller from the Config menu here.

e Live Page — Use Door Widgets to operate doors from a View or Layout.

e Search Page — Search for Door related events (Search Door Name, Doors, Person, Person Name, Event Actions)

e Create Schedules, Groups, Holiday Sets and Permissions that are assigned to these Doors from their respective
pages.

e Create Access credentials and assign roles and disable users in the People page.
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Adding Axis Door Controllers

The first step in using Access Control in QxControl is to add a Door Controller. The process to add a Door Controller in
QxControl is simple and easy. In this example we will add an Axis door controller. To add a new Door Controller, navigate
to the “Devices” Page and select “Create Device”

C & app.qumulexio/#/c
Qx
: Live 28 Card = List
Search
@ Create Device & Al Devices Access Camera

Places

_'1 AXIS A1001 Front Camera Main Entrance Fisheye

Clips @ Headauarters Facility @ Headquarters Facility @ Headguarters Facility

1
[ L]
Reports

Confi i
onfiguration Mercury LP2500 Parking Lot North_. Parking Lot South...

® Headquarters Facility 9 Headquarters Facility ® Headquarters Facility
People

n'

Groups

QX Main Entrance.- Side Entrance
9 Headquarters Facility @ Headquarters Facility

= n? m’
Gateways

Devices

Next, we are presented with the “Create Device” Page. Choose Device Kind “Access” to reveal access control hardware
options. You will need the IP Address, login and password, and then choose “Axis” for the Make.
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» O 4

Create Device

Device Kind

[l Access [J9 Camera

Add a device for access Add a device with 1 or more
control management. video sensors.
Device Name Description
Example Axis Door Controller Example For User Manual

Gateway Hostname / IP Address

Qumulex Gateway 192.0.0.000

Username Password

Make Model Device Protocol

Axis
Mercury

~ Create Device

Next, we can choose the Model of Axis, A1601 in this example, and we can choose the Device Protocol. We will choose
Wiegand for this controller. After choosing these options, we can then choose the Device Configuration. The A1601 is
capable of being either a Single 2 Reader Door, Two One Reader Doors, or a Single 1 Reader Door with Aperio Wireless
Lock. We will choose Two One Reader Doors:
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C & app.qumulexio/#

Qx

Live

e Create Device

Places Device Kind

[11 Access [J1 Camera

Add a device for access Add a device with 1 or more
Clips control management. video sensors.

Reports Device Name Description

Configuration Example Axis Door Controller Example For User Manual

Gateway Hostname / IP Address

Qumulex Gateway 192.0.0.000

Username Password

jbowman@qumulex.com

Make Model Device Protocol

Gateways Axia A1601 Wiegand
Devices
Device Configuration

Cameras

Doors
Single 2 Reader Door
Two 1 Reader Doors
Schedules VSingIe 1 Reads£ Door w@ ﬁperio

T —— an g

Holiday Sets

Now choose “Create Device” to save this new Door Controller. You can now visit the Info and Edit Pages to manage this
controller from the Devices Page.

@ Info [ Edit Device

GENERAL INFO

MAKE AXIS
MODEL P3227-LVE
SERIAL NUMBER ACCCBEF1BB2D
IP ADDRESS 192.168.81.68
PORT 80
MAC ADDRESS AC:CC:8E:F1:BB:2D
FIRMWARE VERSION 8.40.4.4
USERNAME root

PASSWORD o

CAMERAS Search Cameras

% Name T < Address

Parking Lot North Entrance @ Headquarters Facility 192.168.81.68

Adding Axis Doors

Now we are ready to install a door using our new Axis Door Controller. First, Navigate to the Doors Page and then select
“Create Door” at the top left of the Doors page.

167 |www.qumulex.com



Qumulex

p.qumulexio/#/qx/doors i . ] » 0O ‘,_

¢ @ Headquarters Facility

22 card = List 1= Name Q, Search

B Create Door 3% Actions

Main Entrance Main Entrance - Aperio Parking Lot North Entrance
@ 2 Main Entrance Lobby @ 2 Main Entrance Lobby 9 2 Main Entrance Lobby

=

Side Entrance - West Plant
@ Headquarters Facility

This will present the Add Door Menu.
- EEEEEeeee———————

2 @ appgumulexio

Manage Device and Doors

@ Add or Select your Access Control Device
Select a previously added device or manually enter your device's connection details to add it to the.
system

Select a Previousy Connected Device

Or add a new device...

Gatenay Pan ns
5 80 o=

Usemame Password

Make Mogsl Devies Protocal

Device Configurasion

You have the option to select and manage an existing device from the drop-down menu or use the fields below to add a
new device. In this example we will add a new device.

In the data fields below, enter the required information to add the new Door Controller.

Note: Before adding the Door Controller into QxControl you must first activate it and install it onto the same network as
your Gateway. As of this revision Axis A1001 and Axis A16001 are the supported Door Controllers that you can use. For

168 |www.qumulex.com



Qumulex

information on how to initialize the Axis Door Controllers please see the links provided in the appendix at the end of this
User Guide.

You will need the following information to complete this Field:

1) The IP Address of the Door Controller

2) MAC Address (if installing multiple this helps identify them)

3) The username and password to log into the Door Controller

4) The QxControl Gateway that you will associate with the Door controller

5) Make and Model — At this Time it will be either an A1001 or A16001

6) Will you use Wiegand or OSDP?

7) A name and description (Preferably you will use something that helps identify location)

8) Will you configure this controller to operate one 2 reader door? Or two 1 reader doors?
When complete, select the button labeled “Create Device” to move to the next step.

C @ app.gumulexio

Manage Device and Doors

[ Add or Select your Access Control Device

Select a previously added device or manually enter your device's connection details to add it to the
system.

Select a Previously Connected Device

Oradd a new device...
Device Name Description
Sample Door EBxample of Entering Info - This is located in the Lab

Gateway Hosmame / IP Address Port

QXEDODOOC - 192.168.0.100

Usemame
Make
Axis

Device Configuration
Single 2 Reader Door

+ Create Device

©® Cancel

After choosing “Create Device” , you will now have the option to update the Door Controller to be managed by
QxControl. To do this select “Update device” which is now available at the bottom left of the Door page.
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PP - Stagl"g s _

& app.qumulexio

Manage Device and Doors

[ Add or Select your Access Control Device

Select a previously added device or manually enter your device's connection details to add it to the
system.

Select a Previously Connected Device

Or add a new device...
Device Name Description

Sample Door Bxample of Entering Info - This is located in the Lab

Gateway Hostname / IP Address
QXEDDOOC 192.168.0.100

Device Configuration
Single 2 Reader Door

+ Update Device @ Delete Device

K1 Lab Entry

Door Name:

Lab Entry

Unlock Schedule To

= @ Tradeshow Rack Power Series

Door Contact

MNone Open Circuit - Open Door Open Circuit - Closed Door

& Reader

After choosing “Create Device” you will also now see the next list of options for installing a Door will have appeared
below the “Update Device” button.
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@ Delete Device

To

=] @ Tradeshow Rack Power Series

Access Time
© 10 Open Circuit - Open Door Open Circuit - Closed Door

K+ REX IR Reader & Reader
REX/PIR Name Reader Name Reader Name

Door 1 Entrance REX Door 1 Entrance Reader Door 1 Entrance Reader
Grants Access To Grants Access To Grants Access To
Nom- Non- @ Tradeshow Rack Mo~ Tradeshow Rack
Secure Secure Power Series Power Series
Default Sate
MNormally Closed MNormally Open

PIR Bypass
off

& Lock
Lock Name

Door 1 lock

Mode

This will now allow us to enter information that is pertinent to the setup of the Door itself, now that we have configured
and installed the Door Controller.

Use the fields below to decide the following:

1) Choose a name for the Door
2) Choose a Camera to associate with Door actions
3) Choose a Schedule
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4) Choose an “Area From” and an “Area To” — Use the Places page to set these up in advance
5) Choose “Access Time” — How long will the door remain unlocked when a valid credential is presented?
6) Choose your Door Contact. None, Normally Open and Normally Closed contacts are options.

C @ app.qumulexio

+ Update Device B Delete Device

B\ LabEntry

To

@ Tradeshow Rack Power Series

Door Contact

seconds & None Open Circuit - Open Door Open Circuit - Closed Door

Continuing, use the fields below to decide the following for the Request to Exit (Rex):

1) Choose a name for the REX

2) Choose the Area this Rex grants access to

3) Choose a “Default State” — Normally closed or Normally open
4) “PIR Bypass — on or off

o 10 seconds & None Open Circuit - Ogj

B+ REX
REX/PIR Name

Door 1 Entrance REX
Grants Access To
Non-
o
© Secure

Default State

Normally Closed Normally Open

PIR Bypass
off

Next, use the fields below to decide the following for the Readers. We selected “1 Door 2 readers” for this example and
because of that we are presented with up to 2 readers we can configure for this door.

If we had chosen 2 Doors 1 Reader, we would instead be presented with two sets of doors to configure following the
Door Controller data entry fields.
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For the Readers, enter the following:

1) Reader Name
2) Choose the Area this Reader grants access to

& Reader 5 Reader
Reader Name Reader Name

Door 1 Entrance Reader Door 1 Entrance Reader

Grants Access To Grants Access To

Mon- @ Tradeshow Rack Mon- Tradeshow Rack
Secure Power Series Secure Power Series

Qumulex

Lastly, enter the following for the Lock:

1) Lock Name
2) Relay Open = Locked or Unlocked?
3) Delay time before unlocking

& Lock
Lock Name

Door 1 lock

Mode

After completing this last field, choose “Update Doors” to complete the installation.
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The first step in using Access Control in QxControl is to add a Door Controller. The process to add a Door Controller in
QxControl is simple and easy. In this example we will add a Mercury LP-2500 door controller with MR52 and MR50 SIO
Modules. To add a new Door Controller, navigate to the “Devices” Page and select “Create Device”

] @ app.qumulex.io/#/qx/device

& Qx
E Live
Search

Places

Clips

Reports

Configuration
People
Groups

Permissions

Roles

Gateways

Devices

23 Card = List

@ Create Device & Al Devices Access

AXIS AT001
I-I. Q Headguarters Facility
@ = n’
I Mercury LP2500
-I. 9 Headguarters Facility

n’

_I QX Main Entrance...
1 @ Headguarters Facility

(! | = n2

Camera

Front Camera

9 Headguarters Facility

= m’

Parking Lot North...
9 Headquarters Facility

= [ TR

Side Entrance

@ Headquarters Facility

] m’

Q, Search

Main Entrance Fisheye
@ Headquarters Facility

= |’
Parking Lot South...
9@ Headquarters Facility

= me!

Next, we are presented with the “Create Device” Page. Choose Device Kind “Access” to reveal access control hardware
options. You will need the IP Address, login and password, and then choose “Mercury” for the Make.

(&} B app.qumulexio/#/gx/devic

& Qx
Live
Search

Places

Clips
Reports
Configuration

People
Groups
Permissions

Roles

Gateways
Devices
Cameras

Doors

Create Device
Device Kind

[ Access

Add a device for access
control management.

Device Name
Mercury LP2500

Gateway

Qumulex Gateway

Username

Make
Mercury
Axis
Mercury

+ Create Device

[J1 Camera

Add a device with 1 or more
video sensors.

Description
Third Party Controller

Hostname / IP Address

10.101.0.23

Password
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Next, choose the Model of board. In our example we will add an LP2500.

{ # app.gumulexio/#/gx/de
(@)%

Live

Create Device

Search
Places Device Kind

[11 Access [J9 Camera

Add a device for access Add a device with 1 or more
Clips control management. video sensors.

HEpotts Device Name Description

Configuration Mercury LP2500 Third Party Controller

People Gateway Hostname / IP Address

Qumulex Gateway 10.101.0.23
Groups

Phirraacns Username Password

Roles

Make

Gateways Mercury
Devices
LP4502
LP2500
3 LP1502 3
LP1501 Serial Support
LP1501 Reader Support

+ Create Device

Schedules

Next, choose the Device Protocol. In our example we will choose Wiegand, then click “Create Device” to save our new
controller.

c @ app.gqumulexio/#
& Qx

i Live

S Create Device

Places Device Kind

[J1 Access [)4 Camera
Add a device for access Add a device with 1 or more
) Clips control management. video sensors.
| g Device Name Description
Configuration Mercury LP2500 Third Party Controller
People Gateway Hostname / IP Address

Qumulex Gateway 10.101.0.23
Groups

Permissions Usermame Password

Roles
Make Model
| Gateways Mercury LP2500
Devices
0SDP

Cameras Wiegand

+ Create Device Wiegand-0
Doors
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Now that you have created the Device, we can edit and add SIO Modules to it. As you do so, you will see the amount of
“Capabilities” increase. To begin, choose “Add Mercury Inventory”

Device Protocol
= Clips
Wiegand

Reports

Configuration .
Capabilities
0

People An inventories sum of inputs, outputs, and readers from Outputs

onboard and connected daughter boards.
Groups

Permissions
SCcP

Roles

LP2500
Onboard 2 Ports

Gateways
Devices
Cameras

+ Add Mercury Inventory

3

Doors

Schedules
Holiday Sets Doors

Rules

<+ Add Door
Views

I A Josh Bowman ~ Save Device S W Delete Device
E jbowman@qumulex com

This will show a menu allowing you to choose an SIO module, one at a time. We will start with our MR52.

Make @ Device Protacol
& Clips
Wiegand
MR16IN
] Reports 3 16
RO
Configuration
MR160UT Serial _)) (1] C_) (1]
People 316 @0 wts, and readers from Inputs Outputs
[LETGER

Groups a0

Permissions MR50
2
&1

Roles

| Gateways
Devices
Cameras

Doors + Add Mercury Inventory

Schedules
Holiday Sets Doors
Rules

+ Add Door
Views

y A [P p—— + Save Device i W Delete Device
£ jbowman@qumulex com =
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Now we see the MR52 listed, along with the individual capabilities for it. Above, you can see this is also reflected in the
total capabilities of the Controller itself.

Device Protocol
% Clips
Wiegand

Reports

Configuration
Capabilities
-8 &6 R2

People An inventories sum of inputs, outputs, and readers from Inputs Outputs Readers
onboard and connected daughter boards.

Groups

Permissions @ scp @ sio

Roles

LP2500 MR52
Onboard 2 Ports Serial Address: auto

Gateways
Devices 8 &6

Cameras

Doors <+ Add Mercury Inventory

Schedules
Holiday Sets Doors

Rules

4 Add Door
Views

4 T v— + Save Device > W Delete Device
|3 jbowman@qumalex com

When you hover over each icon, you will also see a tool tip describing what the capability represents.

@ sio @ sio
MR52 MR52
Serial Address: auto Port: -1 Serial Address: auto Port: -1

2 Readers 6 Outputs

R 2 » 8 @6
3 3

@ sio

MR52
Serial Address: auto Port: -1

8 Inputs
+ 8 = 6
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Now in our example, we can return to the “Add Mercury Inventory” field and select our MR50.

= Clips
Reports
Configuration

People
Groups
Permissions

Roles

Gateways
Devices
Cameras

Doors

Schedules
Holiday Sets
Rules

Views

’ Josh Bowman

= jrowman@qumadex com

Make ©@

MR16IN
516
RO

MR160UT
516
RO

MR350
) i
R1

MRS52
4 8
R?2

Device Protocol

Wiegand

Serial —):) 8 C" 6
©0 )uts, and readers from Inputs Outputs
boards.

Serial
&2

@ sio

@ MR52
Serial Address: auto

58 &6

+ Add Mercury Inventory

Doors

<+ Add Door

~ Save Device

@ Delete Device

You will now see the Capabilities field reflects the total of all SIO Modules plus the Controller

= Clips
Reports

Configuration

People
Groups
Permissions

Roles

Gateways
Devices
Cameras

Doors

Schedules
Holiday Sets
Rules

Views

“ Josh Bowman
|G jpowman@aqumulex com

Capabilities

An inventories sum of inputs, outputs, and readers from Inputs

Device Protocol

Wiegand

2 10 -8 R3
Qutputs Readers

onboard and connected daughter boards.

@ scP

LP2500
Onboard 2 Ports

+ Add Mercury Inventory

Doors

<+ Add Door

~ Save Device

@ sio = @ sio
| ]

MR52 MRS50

Serial Address: auto 55 Serial  Addressiauto  Port-1

1 Readers

8 &6 2 -2 Ek-l

W Delete Device
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After adding all your SIO Modules, you must click “Save Device” to complete the operation.

Groups
Permissions

Roles

Gateways
Devices
Cameras

Doors

Schedules
Holiday Sets
Rules

Views

‘, Josh Bowman
ll jbowman@qumuiex com

@ scP

@ sio

LP2500 MR52
Onboard 2 Ports Serial Address: auto Port:-1

38 G 6

+ Add Mercury Inventory

Doors

+ Add Door

C @ app.gumulexio/#

Qx

Live
Search

Places

Clips
Reports
Configuration

People
Groups
Permissions

Roles

Gateways
Devices
Cameras

Doors

Schedules
Holiday Sets
Rules

Views

‘ 3 Josh Bowman
E jbowmang@eumulex.com

® Info == Wiring Info [ Edit Device

n

GENERAL INFO
MAKE

MODEL

SERIAL NUMBER

IP ADDRESS

PORT

MAC ADDRESS
FIRMWARE VERSION
USERNAME

PASSWORD

Mercury LP2500
@ Headquarters Facility
M

£ Config

Mercury

LP2500
1010030-000fe50aea55
10.101.0.23

3001

Unknown MAC Address

1.27.9

Search Doors

No data found.
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Adding Mercury Doors

Once you have setup your Mercury Door Controllers and SIO Modules, you can begin creating doors. To get started,
select “Create Door” at the top left of the Doors page.

# app.qumulexio/#/gx/doors o A Q 2 w 8 » 0O '
of' Lockdown ® @@ Headquarters Facility

Q, Ssearch

g1 Create Door 3% Actions

Main Entrance Main Entrance - Aperio Parking Lot North Entrance
% 2 Main Entrance Lobby Q@ 2 Main Entrance Lobby 9 2 Main Entrance Lobby

@ = m = :
| o o) —] : ]

Side Entrance - West Plant
¥ Headquarters Facility

-
=1

Note: Alternatively, you can also choose from the Edit Devices page:

Configuration
Capabilities
10 -8

People An inventories sum of inputs, outputs, and readers from  |ppyts Outputs

onboard and connected daughter boards.
Groups

Permissions
@ scP @ sio

s LP2500 MR52
Onboard 2 Ports Serial Address: 1 Port: 1

Gateways

Devices 28 G6

Cameras

Doors + Add Mercury Inventory

Schedules

Rcday 544 0 ACR utilized. 64 ACR

remain.
Rules

Views

<+ Add Dpor
¥

4 JoshBowman ~ Save Device o @ Delete Device
l" fhowman@qumulex com

. T4°F

Fartly sunny
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Continuing from the Doors Page, after choosing Create Door you will see available Controllers. We will choose the
LP2500 in this example.

@ app.qumulex.io/#/gx/doors/create o~ [ Q © W
Qx ' Lockdown

Live

Seach Create Door

Device
Places
@ |
AXIS AT001
Axis

ATD01
Headgquarters Facility

QX Main Entrance (Green Light Door) Aperio
Axis

AT601

Headquarters Facility

Mercury LP2500

Clips
Reports

Configuration

People

You will then provide a name, choose a camera to associate with, Schedule, From & To Areas, Access Time, Door Contact
and then what SIO you would like to assign the door to. Click on “Create Door” to save the new door and continue the
process.

Create Door

Door Name Door Camera

Mercury Door Example B¢« Parking Lot North Entrance

Unlock Schedule Goes From To

@ Never (Read only) 9 1 Main Entrance Exterior € 2 Main Entrance Lobby

Access Time

Q5 Normally Closed - Door Contact | € Normally Open - Door Contact

R Add Reader He Add REX 8 Add Lock
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Now that the Door has been created, you can use the edit field to add more Door components. Click on the blue buttons
to add Readers, Rex and Locks. Has the button turned Gray? That means you have added the maximum number of that
component already, such as Locks in this example.

gf' Lockdown

Normally Closed - Door © Normally Open - Door

+ Close Contact Contact

R Add Reader

R Reader
Reader Name

Type
© Relay

Mode

Relay Open =
Locked

Delay Time
© 0
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Once you have finished adding your Door components, choose “Close” to return to the Menu

gf' Lockdown

NONMially CIoSed - Loor Q NOMTIIY Upen - Loor
Contact Contact

B Add Reader g+ Add REX

B Reader B g+ REX
Reader Name REX/PIR Name

South Lot Exterior Reader South Lot REX

Grants Access To Grants Access To

1 Main 1 Main
Entrance & Enirance
Exterior Exterior

Default State

Normally
Closed

PIR Bypass
Off

i Lock
Lock Name

South Lot Lock

Type
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Now choose “Save Device” to save the new door.

© Info &% Wiring Info (# Edit Device

Device Protocol

Wiegand

Capabilities
-+ 10

An inventories sum of inputs, outputs, and readers from Inputs
onboard and connected daughter boards.

@ scP @ sio

LP2500 MR52
Onboard 2 Ports Serial Address: 1 Port: 1

4+ Add Mercury Inventory

Doors

Parking Lot North Entrance

<+ Add Door
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After creating and saving the new door, you will likely see icons indicating that you need to push an update to the
Controller to share these changes with it. In the Actions Menu, you can push an update to all modified controllers at

once:

== card = List

Bl Create Door

Main Entrance
Clips @ 2 Main Entrance Lobb

Reports

Configuration
Parking Lot North E

@ 2 Main Entrance Lobby
People

a £ @
Groups

Permissions

Roles

Gateways
Devices
Cameras

Doors

=

3 Actions i}

EMERGENCY

Lock Down Doors in Scope .
‘ntrance - Aperio

Release Lockdown in Scope ™ Entrance Lobby

CONFIGURATION

A Update Modified

h ntrance - West Plant
© Headquarters Facility

a
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Another item to make note of is the delay in completing the update. In most cases this will be instantaneous. However,
there may be times that the update may take a minute or two. After completing the update our status icons are green,
but the panel button is red. This will typically mean that changes were accepted but the Controller is completing the
process. If you see this, wait a few minutes and it will most likely return to a green status.

Live a2 Card = List 1=

Search

H1 Create Door 3% Actions i
Places

Main Entrance Main Entrance - Aperio
Clips @ 2 Main Entrance Lobby @ 2 Main Entrance Lobby

Reports

Configuration
Parking Lot North Entrance Side Entrance - West Plant

9 2 Main Enmtrance Lobby Q@ Headguarters Facility
People

Groups
Permissions

Roles
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Now before adding any other doors, you can hover over the button and see a tool tip describing how many resources
you have already used, and how many more the Controller can provide.

NOTE: This tool tip is based on the total potential of the Controller assuming maximum SIOs have been installed. This
does not reflect your current configuration.

Clips Capabilities
- 10 8

Reports An inventories sum of inputs, outputs, and readers from Inputs Outputs
onboard and connected daughter boards.

Configuration

@ scP @ sio U] @ sio

People
LP2500 MR52 MR50
Onboard 2 Ports Serial Address: 1 Port: 1 Serial Address: 2

Groups
Permissions

Roles

Gateways
+ Add Mercury Inventory

Devices
Cameras
Doors Doors

Parking Lot North Entrance
Schedules

e 2 ACR utilized. 62 ACR Be

remain.
Rules

<+ Add Door

L

oty Breint ~ Save Device Qc el W Delete Device
jbowman@qumulex com

Views
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Lastly, if you visit the Door Controller Info Page, the Wiring Info Tab is subtle but offers some valuable insights.

Each door component is listed individually and shows what SIO Module it is wired to. In this case, you see all three
components are for the Parking Lot North Entrance Door and are connected to the MR52 used in our example.

8@ app.qumulex.io/#/gx/devices/ObPs

& Qx

BE Live @ Info a5 Wiring Info (£ Edit Device

. Search
Mercury LP2500

Places @ Head lity DEVICE GATEWAY DOORS
I-I_ = Qumulex Gateway

& Config i
Clips

[l Reports

Configuration DEVICE WIRING INFO

% Inventory Name % Inventory Address % Door % Component

People -
MR52 1 Parking Lot North Entrance South Lot Lock

Groups L
MR52 1 Parking Lot North Entrance South Lot REX

) Permissions
- MR52 1 Parking Lot North Entrance South Lot Exterior Reader

r Roles

In the Ref column you will also see valuable information. LKO-1-1, RX0-1-1, RD0O-1-1

LK = Lock , RX = REX, RD = Reader

The first digit is the index of the reader/input/output for service to indicate which point is used
The second digit is the data port for the connection
The third digit is the driverID for the connection.

NOTE: the index is auto generated for the next available resource. port and driverID is from the sio inventory for the
selected device.

This means that as you add doors and door components, you can choose what Controller/SIO Module to install to,
but QxControl will auto-assign the inputs and outputs. The door contact takes the first available input on the SIO,
then REX1, then REX2. The lock takes the first available output on the SIO.

This field is used as a guide to help you understand where your door components are wired to on the module.
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Adding and Using Aperio Doors — Axis Door Controllers

Adding an Aperio door is very simple to do. You will follow the standard procedure for adding a new door from the
previous section. It is important to choose the “Aperio” option for Device Configuration when setting up the Door
Controller. NOTE: Currently you can only use Aperio in QxControl via an Axis Controller using the serial hub.

When you reach the “Device Configuration” field, simply choose “Single 1 Reader Door with Aperio” from the drop-
down menu.

Make Device Protocol

Axis Wiegand

Device Configuration

Single 2 Reader Door

Single 2 Reader Door
Two 1 Reader Doors
_Single 1 Reader Door with Aperio

WIRED DOOR

Operating an Aperio door is very similar to operating any other door type in QxControl. The primary difference is that
you will also see a battery status for the wireless Aperio hardware.

You can see this status on a Door Card on the Doors Page, or on a Widget on the live Page:

Bowman Aperio Door 1
Q

B T
E Battery: Full =

/o)

You can also see this on the Door Info Page. In the example above, the battery icon is green to indicate the battery is full
or in good health. The example below shows a battery that is exhausted, and needs replaced.

‘-‘ Josh Bowman

@ Info i Settings @' Edit Door

Bowman Aperio Door 1

© Bowman Develop Site K BATTERY DEVICE GATEWAY

& Unlock 3% Actions £ & Config £
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Operating Doors from Doors Main Page

Once Doors have been added to QxControl, you can now manage and operate them. The first area available to you is the
Doors Page. There are two options on this page. The first is “Add Door” described in the previous section. The Next is the
“Actions” button.

itral App - staging *

@ app.qumulex.io

Axis Door 1 Big Door - 10T Lab
Q Inside @ Qumulex Dffice

The actions available here are different than operating a Door in Live View or from within a Door itself because actions
used in this menu will apply to all Doors.

G @ appaumulexio

B2 Ccad = st & Name

M Add Door % Actions §
anaency
Lockdown Doors in Place

Axis Door 1 Big Door - 10T Lab
9 lnside Relesselockdown inPlace @ Qumulex Office

comFIcuRATION

4\ Update Modified
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Using the Actions Button from the main Doors page, will allow you to:

e Lockdown all Doors at the current Scope
e Release all Doors from a Lockdown
e Update all Door Controllers at once

C @ appgumulexio

Lockdown Doors in Place

Axis Door 1 Big Door - 10T Lab
Q Inside Release Lockdown in Place @ Qumulex Office

191 |www.qumulex.com



Qumulex

Next, from the main Doors page we can also operate the Doors individually.

To pulse unlock, click on the padlock button of the Door you want to unlock.

ntrol App - staging ®

C @ app.qumulexio

1 Name

B Add Door % Acdtons §

Axis Door 1 Big Door - 10T Lab
@ Inside 9 Qumulex Office

You will see the status change to unlocked, and then will revert after the unlock time has been fulfilled.

1trol App - staging X

C @ app.qumulexio

Axis Door 1 Big Door - 10T Lab
@ Inside Q@ DQumulex Office

192 |www.qumulex.com



Qumulex

Choose the 3-dot menu in the lower right hand of the Door Card to show additional operations.

antral App - staging *

C @ app.gumulexio

1= Name

% Actions §

Axis Door 1 Big Door - 10T Lab
@ Inside ¢ Qumulex Office

ACCESS
Momentary Unlodk
Uniock Indefinitely
Lodk Indefinitely

Revert to Schedule

EMERGENCY

Lock Down

e Momentary Unlock — Pulse unlock the Door

e Unlock Indefinitely — Unlock the Door continuously and ignore the assigned Schedule

e Lock Indefinitely — Lock the Door continuously and ignore the assigned Schedule

e Revert to Schedule — Reverse the action of Lock/Unlock Indefinitely, and Lockdown actions and return to the
assigned Schedule.

e Emergency: Lockdown — Lockdown of this Door only, will not allow credential holder access below Admin level.

Reminder: Lockdown and other actions taken from a Door Card only apply to that specific Door and will not create this
action for any other Doors. Emergency Lockdown for an entire site MUST be taken from the top level “Actions” button.

AtrpL AP - sta i * _

C @ app.qumulex.io

Axis Door 1 Big Door - 10T Lab
Q Inside Q Qumulex Office
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Operating Doors from an Individual Door Page

To operate a door from its own Door page, click on the Door Card for the Door you want to Operate.

& app.qumulexio

B

List 1= Name

. Add Door 3% Actions §

Bowman Door
@ Interor

This will reveal the individual Door page.

RECENT EVENTS

# UNLDCK SCHEDULE

Qumulex - Never (Read only)
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Starting at the top menu, you have three pages to choose from: Info, Configuration and Edit Door.

ontrol App - staging x

C @ app.gumulexio

Qix

0 Info & Configuration @ Edit Door

Bowman Door

Q Interior

& Unlodk = Adions & Config £

Qurnulex Demo

Josh Bowman /;.\
g - (T |

The Info page provides detailed information on Events, Schedules, allows Door actions to be taken and allows you to
view the associated Camera while operating the Door.

Press the “Unlock” button to pulse unlock/the Door. You will see the status change to “Unlocked” then revert back.

antral App - staging x

C @ app.gumulexio

0 Info 2. Configurtion @ Edit Door

Bowman Door

@ Interior
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Choose “Actions” to reveal the other available Door actions.

C @ app.gumulexio

O Info 2. Configuration [ [EditDoor

Bowman Door

@ Interior
& Unlock X Adions i £ Config §
ACCEES

Momentary Unlock

Qurnulex Derme Unlock Indefinitely

Lock Indefinitely

Revert to Schedule

EMERGENCY

A Lok Down

The available actions are the same as when operating an individual Door on the main Doors page.

e Momentary Unlock — Pulse unlock the Door

e Unlock Indefinitely — Unlock the Door continuously and ignore the assigned Schedule

e Lock Indefinitely — Lock the Door continuously and ignore the assigned Schedule

e Revert to Schedule — Reverse the action of Lock/Unlock Indefinitely, and Lockdown actions and return to the
assigned Schedule.

e Emergency: Lockdown — Lockdown of this Door only, will not allow the door to be accessed from the locked side.

Reminder: Lockdown and other actions taken from a Door page only apply to that specific Door and will not create this
action for any other Doors.
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Choosing “Config” offers two options:

C @ appgqumulexio

Confguration @ Edit Door

Bowman Door
Q Imterior

a8 Unlock % Actions § 2 Config §
COMFIOURATION

5o to Webpage

Qurmulex Demo A Update

M: —

1) Go To Webpage — Similar to the FAB action for Cameras and Gateways, this will take you to the device webpage
of the Door Controller (image below)

2) Update — Push an update to the Door Controller after modifying settings

c 8 proxy.staging.qumulex.network/webapp/pacs/index.shtm|?id=24

AXIS Entry Manager

CommunIcATIONS

Access Management Alarm Log Event Log Reports Setup English v
Overview
Product name AXIS A1001 Network Door Controller
Controller name Access Door Controller
MAC address AC.CCBEET1:13:0A
IP address 192.168.0.208
Firmware version 16521 | Upgrade ‘

Welcome to AXIS Entry Manager
p Manage Network Door Controllers in System
Configuration needed: This door controller is not part of a system with other controllers. To keep using it at as a standalone controller and to avoid

security issues, activate the standalone mode.

Configure date & time settings and network settings.
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Below the Action Buttons is a live view of the associated camera, and the Recent Events feed.

C & app.qumulexio
(@)
Live ©® Info &h Settings # Edit Door
& Unlock 3% Actions 3 Q Config @

Search

Plac

Clips
Repoits
Configuration

People

Groups

Gatey
Cameras

Doors

RECENT EVENTS

‘_ Josh Bowman

\ joowman@quimuler. com

Note: This presents a live view only of the associated Camera to allow a view of the Door prior to unlocking or taking
actions. To see recorded video of Door Events, use the Search page.

Recent Events will display Door Events such as Access Granted, Access Denied, Door Status and shows what credential
holder is associated with the Event.
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C @ app.gqumulexio

% Configuration =

RECENT EVENTS

Locked Acceseed Locked Accessed Access Not Taken

Mar 2, 20071, T26:402 P Mar 2, 2021, 12556 PM Miar’?, 20, 12595 M Mar2 2001, 12520 P Mar 1, 2021, P17 PM

Newer Events OId:er Events

To view these Events, grab with your mouse cursor and scroll left or right to move forward and backward through the
timeline. This also makes viewing Events from a Mobile Device extremely easy:

ul T W
= & ox L

0 Info & Configuration & EditDoar

Q Exte

RECENT EVENTS

Locked

B UNLOCK SCHEDULE

Qumulex - Never (Read only)

Below the Recent Events, the assigned Door Schedule is displayed.
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Updated Closed NotSupportad Locked Updating

Miar 2, 2021, 426:52 P Mar 2, 2021, 42650 PM Mar 2, 2021, 42550 PM Mar 2, 2021, 426:40 PM Mar I, 2021, 2547 PM

E UNLOCK SCHEDULE

Qumulex - Never (Read only)

fum fam  2am  Sam dm Sam Gem Tam  Sam fam  10am flam 2w fpm Zpm Spm 4pm Spm Som Jom B Tem T0om 1ipm
Sunday
Monsay
Toesday
Wetnesday
Thursday
Frickay
Sxturday

1 PERMISSIONS

In

mage

Also displayed will be any Permissions that are assigned to the same Scope as this Door.

The next tab over from the Info page, is the Configuration page.

C @ appaumulexio

M1 DOOR CONFIGURATION DEVICE RELATION

ENTRANCE READGR @ Exterior @ Bowman Demo Door

EXTRANCE READER @ Exerior
[ 11 Bowrran e
booR 1 100k 1 Relay

boom conTACT OpenCircustClosedDoor

INFORMATION

w AvoREsS 192.168.0.208

ns

PassWORD

FRMWARE

conTROLLER

SERIAL NUMBER

ac

The Configuration page shows information related to the Door(s) and the Door Controller.
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C @ azpp.gumulexio

O info % Configuration @ Edit Door

Bowman Door

@ Interior

8 Unlock A Adions i

J1 DOOR CONFIGURATION DEVICE RELATION

ENTRANCE READER i @ Bowman Demo Door

ENTRANCE READER

L|I'I.Bmwr|anDuul

DOOR 1 LOCK 1

DOOR CONTACT

INFORMATION

IP ADDRESS 192.168.0.208

PORT

LS

USERMAME

PASSWORD

FIRMWARE

CONTROLLER A1001

SERIAL MUMBER ACCCBEE1130A

MALC:

This page is an excellent reference to find information such as the Door Controller IP Address, Model Number and Serial
Number. You can also view how many Readers are assigned to the Door, Locks and other related info.
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5 Configuration

Bowman Door
@ Imterior

© Cancel Edit

Door Name

Bowman Door

Unlock Schedule

B  Mever (Read only)

Access Time

0 3

J+ REX
REX/PIR Name

Bt REX

Grants Access To

@ Edit Door

B Manage Device

Qumulex

The last tab is the “Edit Door” Page. This allows you to change any of the initial settings you configured when first adding

Open Circuit - Open Door | & Open Cincuit - Closed Door

B Reader
Reader Hame

Entrance Reader

Grants Access To

G Reader
Reader Name

Entrance Reader

Grants Access To

& Exterior i Exterior | & Interior Exterior | @ Interior

Default State

& Normally Closed Mormally Open

PIR Bypass
ofF

i Lock
Lock Name

Door 1 lodk 1

Type

Mode

@ Relay Open = Relay Open =
Locked Unlocked

Delay Time

© 5 seconds
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Using Lockdown in QxControl

QxControl offers four locations in the app that allow you to initiate a Lockdown condition. A Lockdown condition is
where all doors are inaccessible from the locked side, even with an access credential.

Single-Door Lockdowns

The first place you can initiate a Lockdown, is in the 3Dot Menu of a Door Widget in Live. Initiating a Lockdown from this
menu ONLY initiates a Lockdown of this individual door.

» 4

gf' Lockdown Q == Qumulex Customer > Josh Bowman
|

@

WIDGETS

Search Widgets

Search to filter...

Green Light Door Office
@ 2 Main Entrance Lobby

ACCESS

Momentary Unlock
Unlock Indefinitely
Lock Indefinitely

Revert to Schedule

EMERGENCY

& Lock Down

Manage Doors

v Other

Showing 10 of 10 resulis.
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You can also initiate a single-door Lockdown from the Actions Menu of a Door Info Page:

pp X o

& app.gqumulex.io/?

Qx

O Info it Settings @ Edit Door

Green Light Door Office

©Q 2 Main Enirance Lobby

& Unlock 3§ Actions # @ Config }

ACCESS

Momentary Unlock
Unlock Indefinitely
Lock Indefinitely

Revert to Schedule

EMERGENCY

& LockDown

For both single-door Lockdown conditions, you will choose the option “Revert to Schedule” to remove the Lockdown
condition from the same menu used to initiate it:

ACCESS

Momentary Unlock
Unlock Indefinitely
Lock Indefinitely

& Revert io Schedule

b

EMERGENCY

Lock Down

204 |www.qumulex.com



Qumulex

Scope-Level Lockdowns

The next form of Lockdown is a “Scope-Level” Lockdown, meaning you will Lockdown all doors within your current
scope.

The fastest way to initiate a Lockdown of all doors in a Scope (such as an entire building, or campus) is to:
(1) Use the Scope Selector, found at the top of every page in QxControl, and ensure your entire Scope is selected:

= o
| App x| +

# app.qumulexio E 12 & -3 » 7 "

Qx Q &= Qumulex Customer " Josh Bowman

E& Arrange Widgets 131 Cycle Cameras @

(2) You can see in this example, the site that we want to Lockdown is Qumulex Customer, and this site is already the
current scope.

If you are viewing multiple sites, you would want to set the scope to the correct individual site and ensure that
you do not Lockdown more sites than necessary.

For example, if you have a site in Columbus that is experiencing an emergency, you do not necessarily
need to Lockdown your sites in Cincinnati and Cleveland.

Places

Search Places
Selected Place: Qumulex Customer

JAWS

LAR Office

Y Qumulex Customer

Headquarters Facility
E 1 Main Entrance Exterior
Ed 2 Main Entrance Lobby
Eﬂ 3 Main Entrance Visitor Waiting Area
[ 4side Entrance

Ed 5 shipping and Receiving

205 |www.qumulex.com



Qumulex

(3) After verifying and selecting the desired Scope, you can choose the “Lockdown” button just to the left of the
Scope button. Just like the Scope button, the Lockdown button is available on all pages of the app.

bi App x| + = B

@ app.qumulexio/# g B =2 % & » 7 "

Qx o’ Lockdown Q & Qumulex Customer 2 Josh Bowman

L

B2 Arrange Widgets 13 Cycle Cameras

-

<=2

T
]

Note: If you are set to an Integrator Level Scope, the Lockdown button will be unavailable. This prevents an accidental
Lockdown of all customers assigned to an Integrator.

(4) The Lockdown button must be pressed THREE times to initiate the Lockdown condition. There is a counter in the
button itself that will appear:

Lockdown

(5) After the third click the Lockdown will initiate and you will see the button disabled temporarily to avoid
accidentally removing the Lockdown. You will also see a red glowing indicator at the top of every page in the
App to show that you are in a Lockdown condition:

Q &= Qumulex Customer ’ Josh Bowman
\

22 Arrange Widgets t3 Cycle Cameras @

@ app.qumulexio & w g » [ 'L

Q)( ﬂ “ﬂ Q &= Qumulex Customer - Josh Bowman

L

E& Arrange Widgets 131 Cycle Cameras @
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(7) This will present you with a warning message to ensure that you intend to remove the Lockdown. Choose “Yes,
Release Lockdown” to return to your previously scheduled condition:

Are you sure you want to release lockdown and revert all
doors in your scope to their normal schedule?

YES, RELEASE LOCKDOWN CANCEL

W

The fourth and final place in QxControl where you can initiate a Lockdown is on the Doors Page. From the Actions Menu,
choose “Lockdown all Doors in Scope” to initiate and “Release Lockdown in Scope” to remove it:

H1 Create Door 3% Actions

EMERGENCY

@ Lock Down Doors in Scope
Aperio Door Green |

@ 2Main Entrance Lobb) Release Lockdown in Scope

CONFIGURATION

Update Modified
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Lockdowns: Places Page

You will see an indicator in the Places Tree when a lockdown has been enabled when using both single door and scope
level lockdowns. Affected Areas will be shaded in red.

This is to provide context on what areas are locked down and is another way to draw attention to the lockdown
condition. In the case of a QxControl account where a School District or Municipality is the customer, they can more
easily see what sites are affected, as an example:

@ app.qumulex.io/#/gx/places } » "

@ == Qumulex Customer

:= Hierarchy Q, Search

Q Create Place 3% Actions

v Qumulex Customer
~ @8 Headquarters Facility
EZ 1 Main Entrance Exterior
Ed 2 Main Entrance Lobby
E3 3 Main Entrance Visitor Waiting Area
EZ 4 side Entrance
Ed 5 shipping and Receiving
~ Ed East Wing Technical Offices
E2 customer Support Department
EQ Engineering
EQ Information Technology
N E West Wing Administrative Offices
> £ Corporate Management Corridor
E Finance Department
E Human Resources Department
Ed Marketing Department

~ [E3 sales Corridor
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Retention of Access Control Activity

All door activity, such as cardholder events or when a door has been accessed, will be retained in QxControl for a period
of 6 months. This means that you can run a report on activity that has occurred up to 6 months from the date that you
search or run a report.

It should be noted that the availability of any associated video will be limited to the standard retention for that video.
For example, if | have a 30-day subscription for my cameras and | search a door event from 3 months ago, the door
event will still be present but will be displayed with “no video”.

If you wish to retain video for a longer period of time, simply refer to the Clips page on how to export to the clips page
and set your retention option to the desired length of time or set to not expire.
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Views

The Views page allows you to manage and edit Views that are created in the Live page.

& appqumulecio

22 Card = List 1= Name

| 145 Unified I 1x1fisheye

| © Headguariers Facilny

1x3 Mobile | Exterior Doors & Events

Reports Bl @ reagauaniers Facity | | @ o
Configuration
| ...
Perimeter Cameras

= @ Qumulex Customer

Current) @

Nemsperpoge 100w 1-50f5

Views page

Click on any of the Views to see the Views Info Page. Here you can set the View as Default and you can also see what
Widgets are included in the View.

1 hitps://cloudmaster.develop.qumulex.network/#/qu/views/0:

O Info [ Edit View

PIT-Monitoring

@ PIT-Pittsburgh
. . £ Actions }

Set as Default for Qumulex

WIDGETS
Name Place
Dahua 1531 driveway PIT-Distribution Center
Events

System Stats

Motion Vs Snapshots

Events Per Hour
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From the “Edit View” page you can:

e Edit the name of the View

e Assign the Place (Scope) of the View

e Toggle On/Off allowing the View to be set as Default
e Delete View

httpsy//cloudmaster develop.qumulexnetwork/#/qx

O Info [ Edit View
PIT-Monitoring
Q PIT-Pittsburgh

£ Actions

Name Place

PIT-Monitoring Q@ PIT-Pittsburgh

Toggle Default
i.—..-_ =

+ Save View Cancel W Delete View

To confirm all changes, choose “Save View”.
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Schedules

Schedules can be used in several areas such as the unlock schedule for a door, the access schedule for a group of people
in a permission, camera recording schedules and the rules engine.

Qx CeControl App X +

< —- (C & appgumulexio/#

(@) @ == Qumulex Cus

Card = List l= Name Q, Search

g Create Schedule

Always (Read only) Customer Support...

Q@ Qumulex @ Qumulex Customer
"Read-only always schedule” "This Schedule allows acces ..

Main Entrance Door... Never (Read only)

Q@ Qumulex Customer Q@ Qumulex
“This Schedule provides.. "Read-only never schedule®

Shipping and...

Q@ Qumulex Customer
"This Schedule provides...

Schedules page

There are two default schedules that are read-only. Always and Never. As their names imply, always means active 24x7
and never means never active.

A common simple access control setup is to give the door a never schedule and cardholders a permission with the
always schedule. This would mean that the doors are always locked (Never Unlocked), but the cardholders always have
access to unlock the doors with their credentials.

In addition to these two schedules any number of custom schedules can be created.
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To create a new schedule, choose “Create Schedule”, give the schedule a name, description (Optional) and place , then
one or more segments for each day of the week as needed.

Create Schedule

Name Description

User Manual Example User Manual Instructions ¢ Q
+ == Qumulex Customer
0 > @i Headquarters
Sunday Facility

Monday af New York
Tuesday Facility

Wednesd... @il Orlando Facility
Thursday @l Phoenix Facility

Friday &3 Portland
Saturday o

i@ Manage Holiday Sets

~ Create Schedule

To create a segment, first choose your desired start time and click inside the cell. You will also notice that the cursor will
change and show that you can drag the cell to a new time with your cursor. The time displayed in Start & Stop will
change as you move it around. You can also manually enter a start time in the “Start” box.

Sunday
Monday
Tuesday
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After choosing your Start time, you now choose an End time to complete the segment. The easiest way to enter a time
manually is to first highlight what you wish to change with your cursor. Then, you can type in a numeric value or select
AM/PM. You also should highlight the value to use the up and down arrows to change the value.

Create Schedule

Name Description

User Manual Example User Manual Instructions

Sunday
Monday
Tuesday

Wednesd...
Thursday
Friday
Saturday

B Remove Block(s)

i Manage Holiday Sets

+ Create Schedule

You will see the segment appear as a green shaded area that will display the time for that day based upon the Start &
End times entered.

While still highlighted, you will also the option to “Remove Blocks” if you wish to delete the segment you have created.

Continue this process to create more segments for your schedule as desire, then choose “Create Schedule” to save your
new schedule.
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Once created, you will then see the newly created schedule’s Info Page, which will display the schedule segments you
have created.

(@)Y

Info # Edit Schedule

User Manual Example

© Qumulex Customer

"User Manual Instructions "

Qumulex Customer - User Manual Example

12pm Zpm

CAMERAS Search Cameras

You will also scroll down and be able to see any resources that are using the schedule. The available resources are
Cameras, Doors, Permissions and Rules. You can click on the resource to view it.

(@)%
Info # Edit Schedule
Search Doors

4+ Name 4+ Goes From +To % Address

Parking Lot North Entrance ©Q 1 Main Entrance Exterior Q@ 2 Main Entrance Lobby 10.101.0.23

)
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The last component to a Schedule is to apply and manage a Holiday Set, if desired. Holiday Sets are exceptions to a
schedule for Holidays or other scheduled occurrences. Use the Holiday Sets page to create your Holiday Sets, which is
covered in the next chapter. In this chapter we will cover how to apply and manage a Holiday Set within a Schedule.

The first step is to click on “Manage Holiday Sets”.

@ Manage Holiday Sets

B Delete Schedule

Then, choose from the available Holiday Sets

'Vlfnﬂnnnrl

[ View Selected 1 selected | Reset

« Headquarters Facility Holidays

Q Qumulex Customer

End of list
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After selecting the Holiday Set, you will now see a new set of blocks to create a segment. This is used to determine the
hours that apply to the Holiday Set.

Use the same procedure that was utilized to create the Schedule segments

i@ Manage Holiday Sets

Headqua...

stor 12:00 B Remove Block i Remove Set

v Save Schedule W Delete Schedule

W

You can add multiple Holiday Sets to a schedule, and this is very helpful to manage the schedule variations you may
need for your operation. For example, here we have applied two schedules: Headquarters Facility Holidays and
Inventory Count.

i Manage Holiday Sets

Headqua...

@ Remove Set

Inventory...

i3 Remove Set

W Delete Schedule
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In this example, for any Holiday the facility is closed, and the doors are scheduled to be locked for the entire day.
For Inventory Count, the facility is open from 8:00AM to 8:00PM to facilitate the monthly inventory count.

You can see in the Holiday set itself, these counts are done on one Sunday per month:

O Info [ Edit Holiday Set

Inventory Count

k @ Qumulex Customer
H Holiday Set for Inventory Counting

February 2023 March 2023 List View

T w T T w T
February 12

2
March 12

April 16

May 21

June 18
April 2023 May 2023

T W T T W T July 16

2
October 22

By creating multiple Holiday Sets, you can manage and prepare in advance for many variations to your everyday door
schedule.
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Lastly, you can view the Schedule’s Info Page to see what Holiday Sets are applied to a Schedule

© Info  Edit Schedule

Qumulex Customer - User Manual Example

12am
Sunday
Monday
Tuesday
Wednesday
Thursday
Friday
Saturday

Holiday Sets

12am
Headquar...

Inventor._.

CAMERAS Search Cameras

Just like all other resources, you can click on each Holiday Set displayed to view or edit.
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Holiday Sets

A holiday set is a collection of dates. Holiday sets are used to tell a Door Controller, rule or anything else that uses a
schedule when to override the schedule, and what to do instead. When a holiday set is attached to a schedule, you can
edit what hours to apply to the Holiday Set.

¢ OxControl App x =+

[ 8 app.qumulexio/?#/qx/holiday-sets ¥ » 0O "

@ &= Qumulex Customer

Card = List 1= Q, Search

g Create Holiday Set &

Headquarters Facilit... Inventory Count

i,
n Q@ Qumulex Customer Q@ Qumulex Customer
Holiday Set for Inventory..

To create a holiday set, choose “Create Holiday Set”.

Create Holiday Set

Name

User Manual Example

Description

Example Created For The User Manual

Place

Q@ Qumulex Customer

February 2023 March 2023 List View

i w T i i

2 . 2 February 14

e : 2 s February 15
16 7 1 1 1 16
23 1 ; 23 March 27

30

220 |www.qumulex.com




Qumulex

You will then provide a Name, Description (Optional) and Place for the Holiday Set. Then click on each day you want to
include in the Holiday Set. The selected dates will be displayed in the far right column.

February 15

March 27

Then choose “Create Holiday Set” once you are satisfied that all dates have been selected.

December 2023 January 2024
M T W

v Create Holiday Set

W
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After your new Holiday Set has been created, it will be displayed on the Holiday Set’s Info page and you can scroll up and
down to view the selected dates using the scroll bar.

Info (# Edit Holiday Set

User Manual Example

- 9@ Qumulex Customer
u Example Created For The User Manual

February 2023 March 2023 List View

T W T T W T
February 14

- February 15

March 27

You can also scroll down and view what Schedules are using the Holiday Set. As always, you can click on the Schedule to
view or edit it.

SCHEDULES Search Schedules

4% Name 4+ Place 4+ Description

User Manual Example Qumulex Customer User Manual Instructions

)

1 Results
Page 1 0f 1
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Appendix

Links to more information about the Axis Door Controllers
A1001

https://www.axis.com/en-us/products/axis-a1001

https://www.youtube.com/watch?v=AlIB3IFdelc

A1601

https://www.axis.com/en-us/products/axis-a1601

Links to more information about Qumulex
https://www.qumulex.com/

https://www.youtube.com/channel/UCOwnbvAnAJNRoySH15FnPpg
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