LAN-520 AESP
I nstallation Guide

1.0 BasicLAN Device Setup

The following are basic setup instructions for the LAN-520 AESP. Some settings may not apply to every application.

NOTE: The LAN-520 AESP is an updated version of Keri’'s LAN-520X device. If you are using the new NC-485X
Network Converter with the LAN-520, you must use the LAN-520 AESP module (or the existing LAN-520X modulé).
The original NC-485 Network Converter is NOT compatible with the new LAN-520 AESP (or the existing LAN-520X
module).

NOTE: To set up the LAN-520 AESP, you MUST have technical knowledge of general networking in a PC
environment. Please have a Network Administrator on site to resolve any special networking issues that might occur
during device programming. Network topologies and strategies will vary.
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Figure 1: The LAN-520 AESP Unit
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2.0 Installingthe LAN-520 AESP to a PXL-500

1. Power down the PXL-500 master controller.
2. Onthe master PXL-500 controller, remove jumpers from JP6 and JP7.
3. Insert the LAN-520 AESP into TB13 on the PXL-500. Orient the unit as shown in Figure 1.

NOTE: Mounting screws are supplied to secure the LAN-520 AESP to the PXL. The PXL will have to be removed fromiits
enclosure to do this.

4. Connect the RJ-45 port on the LAN-520 AESP to the network via a patch cable or directly to the host PC viaa cross-

over cable.
5. Power up the PXL-500 (if thisisanew PXL panel, a RAM reset is required).
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Figure2: Installing the LAN-520 AESP
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3.0

|nstalling the LAN-520 AESP on an Entraguard Unit

Support for the LAN unit on Entraguard begin with PCB 23217-001 Rev. E. Earlier units cannot support a LAN unit.

1. Power down the Entraguard master controller.

2. Onthe Entraguard PCB, remove jumpers from J11, J19, and J20.
3. Insert the LAN-520X into J7 on the Entraguard. Orient the LAN unit as shown in Figure 2.

NOTE: Mounting screws are supplied to secure the LAN-520X to the Entraguard unit. The Entraguard PCB will have to

be removed fromits enclosure to do this.

4. Connect the RJ-45 port on the LAN-520 AESP to the network via a patch cable or directly to the host PC via a cross-

over cable.

5. Power up the Entraguard unit (if thisis anew Entraguard panel, aRAM reset is required).
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Figure 3: Installing the L AN-520 AESP on an Entraguard
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40 DHCP Setting

The new LAN-520 AESP has DHCP enabled by default. When the LAN-520 AESP module is connected to a DHCP
enabled router it automatically receives an |P address. The quickest way to find out what DHCP address has been
assigned to the moduleisto install and run Lantronix Device Installer.

4.1 Installing the Lantronix Device Installer

The Lantronix Device Installer program is found on the software disc. You will not need an active internet connection as
all the required components are included in the installation program.

1. Explore the contents of the installation disk and locate afolder named 'Lantronix Device Installer'.

2. Double-click the'Installer_Keri Systems' executable.

3. If you are using the Doors.NET software you will see the same 'Lantronix Device Installer' folder on the disk but
inside there will also be a subfolder named 'Updated_L antronix'. Go into that folder and double-click the
'Device Installer_v4' executable.

4. You should see a natification window informing you that .NET Framework and Device installer are both required
along with their version numbers. The .NET call out will not appear if the .NET Framework 4.0 is already installed.

5. Click Install to proceed.

=¥ Devicelnstaller Installer = = 23

In order to install Devicelnstaller you must first install these
components:

| Microsoft .NET Framework 4.0 (x86 x64)
|v] Devicelnstaller 4.4.0.0 (x64) English

o=

Windows 7 SP1 (x64)

6. Placeatick in the checkbox to confirm you have read the Microsoft Terms and Agreements.
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7. Clickinstal and the .NET Framework 4 Client Profile will install.

#. Microsoft .NET Framework 4 Setup = || B E
Installation Progress N
Please wait while the .NET Framework is being installed. ﬁﬁ

File security verification:

Al files were verified successfully.

Installation progress:

Installing .NET Framework 4 Client Profile

©

Click Finish once installation is complete.

9. TheLantronix Device Installer Setup Wizard will then start automatically.

10. Click Next on the Welcome page.

11. Thelnstallation Folder page displays the default location where the program will beinstalled. You can click Browse
to locate and select a different location.

12. Click Next, then Next again to start installing Device Installer. Installation of this program should take no longer than
aminute.

13. Onceingtallation is complete you can locate the application via; Start >> All Programs >> Lantronix >> Device

Installer 4.4 >> Device Installer.
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14. Right-click the Device Installer application file and select Send to - Desktop (create shortcut).

. Lantronix

.. Devicelnstaller4.4
2] Devicelnstaller Help

£# Devicelnsts" N
Elﬂ Release.txt Open = - mv -
| MadCap Software Troubleshoot compatibility w:fqm Lsm ‘;2" |
. Maintenance Run with graphics processor » e
. Microsoft Office - -
| Microsoft Silveriig Restore previous versions _ -
. Microsoft SQL Ser-i Send to » . oressed (zipped) folder
j Sews ) Cut (M Degkiop (create shortcut)
.. NVIDIA Corporatic = o
| ONVIF Device Mar Copy T — _
. Renesas Electronic Delete = Fax_recn;? 'f"t |
.. Samsung Printers J Mail recipient
. SharePoint fename a Skype
I Skype Properties C»  DVD RW Drive (D:) 01972-014
¢ Startup ' : L% ¢ (\\Vostro220-gary) (Y:)
Back L Users \\ADMIN-PC) (Z:)
I 5 programs andg P'

o e

JJolzlele 0 .

4.2 Sarting the Device Installer Program
NOTE: Contact your IT Administrator if the LAN-520 device is being installed on a different subnet than the host PC.

=

The Device Installer icon will be found on the desktop so double-click this to open up the application. Shhsthlitil

When you first open the program you may see a notification that no seria port has been detected, thisis not of any
concern so select 'Do not prompt me about this. Then click OK.

Click No to the prompt asking if you want to check for updates.

If the LAN-520 AESP module has been connected to a DHCP router which is on the same physical subnet as the host
PC then the device should appear. It should also show as online. The software automatically searches for the device
viaits MAC address.

The device should display along with its assigned | P address. The MAC address will begin 00-80 if itisaLAN-520
AESP.
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6. Evenif the address assigned by DHCP is an acceptable |P address it is still a dynamic address and therefore can still
change. We therefore recommend assigning the 1P which will make the assigned address static.

=* Lantronix Devicelnstaller 4.4.0.0
File Edit View Device Tools Help
4 Search @ Exclude & Assign IP

= 55%—:1‘:;’“ De\:]m 1) ‘3;“03(5) SaesEaN) Name User Name  User Group IP Address Hardware Address Status
= ireless Network Connection (192.168.4. s
563 Unknown =% Unknown(KR) 192.168.4.250 00-80-A3-93-8D-E2

4.3 Assigning a Static I|P Address
1. Highlight the LAN-520 entry and click the Assign IP button.

.e__-,Assign IP @ Upgrade

;g‘"h&) ST I Name User Name  User Group |IP Address Hardware Address Status
ork Connection (192.168.4.241) | | ego ymmmmeare=y 1921684250  00-80-A3938D-E2  Onine
2. The Assignment Method page defaults to 'Assign a specific |P address' so click Next.

3. Enter anew static IP address or leave asis (if you are happy with the address that was assigned by DHCP). On this
page you can optionally add a gateway |P address aswell. A gateway addressis not required if the PC running
Doors32/Doors.NET is on the same subnet. Click Next again.

4. Click the Assign button to complete the static | P address assignment

5. Click Finish when you see assignment has successfully completed

4.4 Setting a Static | P Address Using Telnet

(if the Device Installer softwareisunavailable)

Setting up the LAN-520 AESP viaacommand prompt in Windows is an easy process without the need of installing any
extra software. To use this method the person configuring the LAN-520 AESP must have administrative rights in order to
run the required commands and Telnet must be available in the operating system.

NOTE: This method may also be used to recover a LAN-520 AESP that has been previously programmed but has an |P
address that is now unknown.

Two basic commands are used in this method, ARP, & Telnet. Information to be typed isin bold.
1. Openacommand prompt
- Click on the Windows Start and select “Run.”

- The Run window will appear. In the Open field, type “cmd” and click on the OK button.
- Thiswill open up a Command Prompt (DOS) window.
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2. At the prompt, type the following to make a Telnet connection to the LAN-520 AESPL:

NOTE: Address Resolution Protocol (ARP) is the standard method for finding a host's hardware address when only its
network layer addressis known. For more info on the usage of arp type ARP/? at the command prompt and press ENTER.

arp -s<LAN-520 | P address> <L AN-520 MAC address> <Enter>
Example: C:\>arp -s 174.120.9.115 00-20-4A-24-89-67

arp —a <enter>

telnet <LAN-520 | P address> 1 <Enter>
Example: C:\>telnet 174.120.9.115 1 <Enter>

NOTE: A Telnet “ Connection Failed” screen appears. Thisis normal.

telnet <L AN-520 | P address> 9999 <Enter><Enter>
The Enter button must be pressed twice within 5 seconds.
Example: C:\>telnet 192.168.100.250 9999 <Enter><Enter>

NOTE: The ARP command does not report when this command is completed successfully. However, if it has been
doneincorrectly, an error will occur. To verify the contents of the ARP table type arp -a and press ENTER. The MAC
address should be paired with the IP address to be assigned.

The following menu appears:

Change Setup:
0 Server
1 Channel 1
2 Channel 2
5 Expert
6 Security
7 Defaults
8 Exit without save
9 Save and exit Your choice?

Select option #7:
7 Defaults <enter> This will set communications settings to the default.
NOTE: Thiswill not reset the P and subnet setting in the unit.

0 Server <enter>
P Address: Enter the I P addressin segmentsthen press enter.
Thiswill replace the numbersin parenthesis
Example: 192.168.100.103 would be entered as:
192<enter>168<enter>100<enter>103<enter>

Set Gateway: Gateway will only be needed if you intend to communicate with another subnet.
Enter “Y” then enter address if needed as done with IP ADDRESS in the prior step, otherwise type “N” and
proceed to next step

1. The information to be typed istypical, but as applications may vary, so may the procedure.
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NetM ask: Number of Bits for Host Part: This number is a calculation of the subnet mask
Most common are; 255.255.255.0 = 8 & 255.255.0.0 = 16

NOTE: See Section 4.6 for a description of how to calculate the number of bits.

9 Save and exit <enter>

4.5 Verify Communication By Performing a Telnet Session to Port 10001
Thiswill test the port used by Doors32/Doors.NET to communicate to the LAN device.

451  Set the Doors32 Remote Site Port Number
This section applies only to Doors32 systems at version 5.20 or earlier.

In these software installations the default Remote Site Port Number default is 0. This value needs to be changed to 10001
for proper operation.

In Doors32, navigate to the Setup > System window.
Click the Network Config tab.

Click the TCP/IP Port radio button.

Enter 10001 in the Server’s Ethernet Port Number.

AwWDdDE

E Setup System [_ (O] x|

Contrallers ] Doors ] 140 Canfig ] Link Caonfig ] Contraller Status ]Nelwolk Conﬁg] System Dptions ]

Part——————— ~ MNetwork P
" COM1 Server's Ethermet Port Mumber: FIM Murmber:
O CoM2 | 1000 | 0
COM 3
 COM 4 Remate Site TCP/P Address: Remate Site Port Mumnber:
& TCRAP | 0.0.0.0 | 0

5. Click Save.
6. Close Doors32 to ensure the program applies the new value.

45.2  Verify Communication

Thetelnet command is preferred over the ping command in testing communications because the telnet command will give
a specific response from the device whereas the Ping command may give aresponse from adifferent device (i.e. if thereis
aduplicate address on the net the Ping may still get areply).

1. Inthe command prompt window typein, telnet [IP Address] 10001 <enter>.
- If telnet connects, ablank screen and ablinking cursor will appear. Thelink LED on the LAN-520 AESP will blink

on and off indicating that port 10001 is open. Close the command prompt window and the LED should stop
blinking.
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- If telnet is unable to connect, then review the settings. If the settings are correct then contact a network
administrator to verify the needed ports are available. Some operating systems and hardware, such as routers and
firewalls are set to block ports. Ensure these firewalls have ports 10001, 10021, and 9999, open for communication
with the Doors32 or Doors.NET software.

NOTE: If you are ableto telnet into port 9999 in the command prompt but not to 10001, it is very likely that the ports
required by Doors are blocked and will require that a Network Administrator address the issue so a successful telnet
session to port 10001 may take place.

453 Enabling the Telnet Client in Windows 7

The Telnet Client is disabled by default on a Windows 7 operating system. If you try to make a Telnet connection to the
LAN-520 but you see the following message: 'telnet is not recognised as an internal or external command, operable
program or batch file' then you will need to enable Telnet. Perform the following steps to enable Telnet in Windows 7:

From the start menu go to Control Panel >> Programs and Features.
On the left of the program list click Turn Windows Features on or off.
From the Windows features list locate Telnet Client.

Place atick against Telnet Client.

PWODE

E’L' Windows Features EI@

Turn Windows features on or off @

To turn a feature on, select its check box. To turn a feature off, clear its
check box. A filled box means that only part of the feature is turned on.

Simple TCPIP services (i.e. echo, daytime etc) -
Subsystem for UNIX-based Applications
V| | Tablet PC Components
v
Telnet Server
TFTP Client -

L\‘ 0K Cancel

4.6 Calculating Netmask: Number of Bits For Host Part

During the configuration of the LAN-520 AESP's TCP/IP address it will be necessary to add the subnet mask in number
of host bits. The following is one way of calculating the host bitsin a subnet.

A Decimal to Binary conversion of 255 will beall 1's(11111111) and a 0 will equal 8 0's (00000000).
If there aretwo O'sin the subnet (255.255.0.0) there will be 16 0's thus the host part will be 16.
1. To calculate a subnet like 255.255.255.248, open the Windows Cal culator.

2. Click on View > Scientific.
3. Dec (Decimd) will already be selected.
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4. Typeinthelast segment (248).
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Figure 4: Windows Calculator - Decimal

5. Select Bin (Binary) and the binary conversion will take place.

6. TheO'swill represent the number of available bits. This number will be the Number of Bits for Host Part

(248 =11111000 = 3). Number of Bitsfor Host Part is 3.
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Figure 5: Windows Calculator - Binary

5.0 Enabling AES Encryption in Doors32

Perform the following steps to set the encryption key in the Doors32 software:

NOTE: The encryption feature is currently NOT supported in the Doors.NET software.

Place a checkmark against 'TCP/IP Encryption On'.

ouhkwbdpE

Click save to commit the settings.

The TCP/IP Encryption key will automatically be generated and displayed.

Log into the Doors32 software and go to Setup >> System or click the closed grey door icon from the toolbar.
Go to the Network Configuration tab and select TCP/IP as the communication method.
Enter the LAN-520 AESP | P address within 'Remote Site TCP/IP Address:.’
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7.

After saving changes to the Network Config. page, the application needs to be restarted for the communication
changesto completely take effect.
Paort: Network Parameters:
" COM1 Server's Ethemet Port Number: PIN Number:
 COM2 [ 10021 | 0
" COM3
" COM 4 Remote Site TCP/IP Address: Remote Site Port Number:
@ TCPAP | 192.168.4.250 | 10001
v TCP/IP Encryption On Change Encryption Key

TCP/IP Encryption Key:

[1 5C6 5244 F1B4 4FEE B97A FD21 38BE 2702

6.0 Reset to Factory Default Settings

Perform the following steps to reset the LAN unit to its factory default settings:

NOTE: Thiswill erase a programmed |P address and restore the factory default.

akrwdNpE

Power the unit OFF

Place ajumper across the Factory Default Jumper pins (see Figure 2)
Power the unit ON — this resetsthe LAN unit

Power the unit OFF

Remove the jumper from the Factory Default Jumper pins

7.0 Notes

The new LAN-520 units start with the MAC address of 00-80.

Keri recommends setting a static |P address to the module using Device Installer. If the DHCP address changes then
Doors32 or Doors.NET will no longer be able to connect to the LAN-520 AESP.

The original NC-485 module is NOT compatible with the LAN-520 AESP or the LAN-520X. Only the NC-485X is
compatible with these modules.

To setup a LAN-520 AESP module you must have technical knowledge of general networking in a PC environment.
Please have anetwork administrator on site to resolve any specia networking issues that might be encountered during
device setup and programming. Network topologies and strategies will vary.

If the LAN-520 AESP is connected to a network that isn't DHCP enabled the module will set itself to an IP addressin
the range of 169.254.XX. XX with a netmask of 255.255.0.0.

Keep in mind that although the Device Installer is capable of finding LAN520 deviceson alocal LAN even if they
are on different subnets, routers and firewall settings can prevent the application from finding them.

If you are able to Telnet into port 9999 in the command prompt but not to 10001, it is very likely that the ports
required by Doors32/Doors.NET are blocked and will require that a Network Administrator address the issue so a
successful Telnet session to port 10001 may take place.

To support AESP encryption you must have Doors32 version 5.20 or greater installed and the PXL firmware must be
at v8.4.43 (or greater).

The LAN-520 AESP port device must be installed on the master PXL controller.

If you are using Doors32 v5.42 The Remote Site Port Number will by default be set to 10001 when you select
TCP/IP as the communication method. Other versions of Doors32 this value will need to be changed from the default
value of 0.
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8.0 Updating Doors32to Doors.NET

Keri’'sDoors.NET program now supports the PXL-500 hardware family. Doors32 will only be compatible with Microsoft
operating systems through Windows 7 and not beyond. Keri recommends you upgrade your system to Doors.NET, which
not only extends the life of your PXL-500 system, but brings you a host of new features.

Send us an email at sales@kerisys.com or giveusacall at +1 408 435 8400.
In the UK, contact sales@kerisystems.co.uk or call +44 (0) 1763 273 243.

Or browse to the following web link: http://www.kerisys.com/doors-net-pxI-upgrade-sheet/

9.0 Contact Keri Systems

Keri USA Keri UK, Ireland, Europe
2305 Bering Drive Unit 17
San Jose, CA 95131 Park Farm Industrial Estate
Ermine Street

Buntingford
Herts SG9 9AZ UK

Telephone: (800) 260-5265 Telephone: + 44 (0) 1763 273 243
(408) 435-8400
Fax: (408) 577-1792 Fax:+ 44 (0) 1763 274 106
Web: www.kerisys.com Web:www.kerisystems.co.uk
E-mail: sales@kerisys.com E-mail:sales@kerisystems.co.uk
techsupport@kerisys.com tech-support@kerisystems.co.uk

end of document
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